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Example 1 - Introduction 

 This is a VERY simple example that shows the 

basic structure 

 

 It uses the libraries within SmartDeck 



Code structure   1/4 

Set Application ID and 
content of DIR file 

SmartDeck 
include file for 
handling I/O 

Status word 
possible values 

INS byte possible 
values 



Code structure   2/4 

In this 
example the 
APDU data in 

public is highly 
structured 

Compiler directive indicates that 
the following variables are in 

public memory 



Code structure   3/4 

Data to be stored in non-
volatile memory 

ExitSW (and its variants) 
cause the application to 
exit and return control to 

the MULTOS O/S 

Each instruction has its 
own case statement. 



Code structure   4/4 

Invalid INS 
handling 



Code checking 

Comment out local 
variable 

Eclipse highlights 
errors 



Compiler errors 

Click to locate 
error in source 

code 



Debugging file 

 File is passed to the debugger 

 It can be called anything and contains 

• the full path of simulator to use and 

• the AID of the application to execute and 

• command line switches for the simulator 



Debugging 1/4 

Application breaks at 
main() at the start of 

each APDU 
command executed 

MULTOS 
VM 

Registers 



Debugging 2/4 

Parameters and 
locals 

View globals in 
Expressions 

window 

Program location 
& call stack 



Debugging 3/4 

Monitor virtual 
address space 

locations 

?? Indicates 
memory 

addresses 
not in use 

Changes 
are 

highlighted 



Debugging 4/4 

The mdb console window 
displays APDU results and 

allows for APDU entry 

This is what you see when 
the debugger is waiting for 

an APDU to execute 



Example 2 - Introduction 

 This is a more complex project; it uses 

• Codelets in other Eclipse projects 

• Assembler 

• The MULTOS C-API  - look for multos*() calls 

 

 The aim is to show a bit more of the environment 

and its capabilities 



Project dependencies 

Project->Properties menu 

These projects will also be 
built when this project is 

built 



Debugger configuration 

Run-Ҕ5ŜōǳƎ /ƻƴŦƛƎǳǊŀǘƛƻƴǎΧ 
menu 

Calls the MULTOS 
debugger instead of GDB 

Path to debug 
instructions file 



Breakpoint 

Breakpoint 

Global variable in 
main 

Locals for 
main 



Call Stack 

Call stack 

Locals for 
callCodelets() 



Moving through the Call Stack 

Select main() 
in call stack 

Locals for main() 

Context switches 
back to main() 



Step into a Codelet 

Globals in calling 
ŀǇǇƭƛŎŀǘƛƻƴ ŘƻƴΩǘ ŜǾŀƭǳŀǘŜ 
because codelets are fully 
linked code in their own 

right with no knowledge of 
external data structures 



Debugging Assembler 1/2 

9ŎƭƛǇǎŜ /5¢ ŘƻŜǎƴΩǘ 
recognise the format so 
Ŏŀƴƴƻǘ ŘƛǎǇƭŀȅ ƭƻŎŀƭǎΧ 

Χ ōǳǘ ȅƻǳ Ŏŀƴ 
add them as 
ŜȄǇǊŜǎǎƛƻƴǎΧ 

Χ ǘƘƛǎ ƛǎ ŀ ƳŜƳƻǊȅ 
address you can 

monitor 



Debugging Assembler 2/2 

You can step through 
ǘƘŜ ŀǎǎŜƳōƭŜǊ ŎƻŘŜΧ 

Χ ŀƴŘ ǿŀǘŎƘ ǘƘŜ 
memory locations 

changing 


