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Example 1 - Introduction "MULTOS

» This Is a VERY simple example that shows the
basic structure

> It uses the libraries within SmartDeck

I




Code structure

Set Application ID and
g eloyalty.c 57 [ [ debughd content of DIR file

/* elLoyalty application */

#pragma attribute("aid", "fe @@ Bsa a1")
#pragma attribute("dir”, "61 18 4f 4 ¥@ @@ @0 @1 5@ 8 65 6c 6T 79 61 6c 74 79") SmartDeck

#include <multoscomms.h> |nC|Ude f||e for
#define ERR_OK handling /O

#define ERR_WRONGCLASS
#define ERR_BAD INS
#define ERR_UNDERFLOW

#define CMD_ADDPTS @x1e /* Add points to the card */

#define CMD_SUEPTS @x26 /* Deduct some points from the card */ StatUS WOI'd
#define CMD_QRYPTS Bx3e Return the number of points currently on the card */ .

#define CMD_APPINFO Bwde magyrns info about the application */ pOSSIbIe Values
#define CMD_QRYID @xd4d4 /¥ Retur he ID info */

#define CMD_SETID @xd42 J* Sets the Iiwggfo */

#define MYAPP_CLA awie

INS byte possible
values




Code structure

J* APDU structure fTor QRYID and SETID commands. */
= typedef struct

{

char surname[28]; In thls
char ctherNames[48];
} APDU_ID; example the
/* APDU structure for ADDPTS, SUBPTRS, and QRYPTS commands. */ APDU data in
— typedef struct . . .
4 public is highly
int ints;
3 APDLIEH;TS; structured

S* APDU structure for APPINFO */
= typedef struct

{

char info[17];
1 APDU_APPINFO;

static APDU_APPINFO app_info = { "Loyalty "%

/* Data from APDU; this is placed at PE[B] */
#pragma melpublic

. Compiler directive indicates that
ADUPTS phss the following variables are in
APDU_APPINFOQ infoj 5

} apdu_data; public memory




Code structure s

/* Static data for application. */

#pragma melstatic

static APDU_ID id = { "Curtis", "Paul Lyndon™ };
int points = 1@8@;

Data to be stored in non
volatile memory

- woid
main(void)
1

int newPoints;

/* Check class in APDU. */
if (CLA != MYAPP CLA)

PIEESH(ERR HRONGCLASS):s ExitSWand its variants)
iifrerarteai cause the application to
{ exit and return control to

case CMD_ADDPTS:

/* Ensure case 3 command. */ the MULTOS O/S

if (!CheckCase(3))
ExitSW(ERR_WRONGCLASS);

/* Award points. */
newPoints = points + apdu_data.pts.points;
break;

case CMD_SUBPTS:
/* Ensure case 3 command.
if (!CheckCase(3)) . . .
Exi £S5 (ERR_WRONGCLASS) ; Each instruction has its

own case statement.



Code structure .4 L MULTOS

default:
ExitSW(ERR_BAD INS);

|’ Invalid INS

/* Common processing for point change. */
if (newPoints < @)
ExitSW(ERR_UNDERFLOW);
points = newPoints;
ExitSW(ERR_OK);

handling

4




Code checking EMULTOS

[£] *eloyalty.c 2 debug.td
int points = 1ee;

vold
main(void)
1

f/int newPoints;

Comment out local

f* Check class in APDU. */
if (CLA != MYAPP CLA)
ExitSW(ERR_WRONGCLASS) ;

variable

/* Decode instruction. */
switch (INS)
{
case CMD_ADDPTS:
/* Ensure case 3 command. */
if (!CheckCase(3))
ExitSW(ERR_WRONGCLASS) ;

/* Award points. */
newPoints points + apdu_data.pts.points;

case CMD_SUBPTS: Eclipse highlights
/* Ensure case 3 command. */
if (!CheckCase(3)) errors
ExitSW(ERR_WRONGCLASS) ;

/* Deduct poj
newPeints

break;

fints - apdu_data.pts.points;

case CMD_QRYPTS:

f* Ensure case 2 command. */
if (!CheckCase(2))




cCompller errors secewmmmemm

File Edit Source Refactor Mavigate Search Project Bun Wind tm
/* Award points. */ w B | S5 '-B:\*\: N :ﬁ' a4
i i [Bulld '‘Debug’ fDrprD_]ECt eloyalty
P.D Project Explorer 23 A=l
case CMD_SUBPTS: | @ int points =
/* Ensure case 3 command. */ b o bytesize

if (!CheckCase(3)) - = void

ExitSW(ERR_WRONGCLASS);

/* Deduct points. */ Click to locate
newPoints = points - apdu_data.pts.points;
break;

error in source
code

case CMD_QRYPTS:
/* Ensure case 2 command. */
if (!CheckCase(2))
ExitSW({ERR_WRONGCLASS) ;

/* Report points. */
apdu_data.pts.points = points;
ExitLa(sizeof(aPDU_PTS));
break;

case CMD_QRYID:

/* Ensure case 2 command. */
if (ICheckCase(2%)

= Tasks Bl Console &3 Properties
CDT Build Console [eloyalty]

hcl -I"C:/Users/ctorr/Documents/eclipse-multos/eloyal® -c -g -o "eloyalty.hzo" "../eloyalty.c”
../eloyalty.c(77): error E2858: undeclared peRFEly "newPoints'

..feloyalty.c(136): error E2858: undeclared identifier 'newPoints'
make: *** [eloyalty.hzo] Error 1

11:86:44 Build Finished (took 227ms)




Debugging file L MULTOS

jate  Search Project Run  Window Help
AR GRS ARERACASEIRI R RSy, Jo=

[ Debug eloyalty Debug h

[ eloyalty.c debug.bt 57

C:\Program Files (x86)\SmartDeck\bin\hsim.exe
feaeeaal

-selectaid feeeseal

-apdu 78182080820085

-apdu 78322080082

> File is passed to the debugger

» |t can be called anything and contains
* the full path of simulator to use and
 the AID of the application to execute and
« command line switches for the simulator




Debugging s EMULTOS |

= Debug - C:\Users\ctorr\Doc \eclip Itos\eloyalty\eloyalty.c - Eclipse = Ech )
File Edit Source Refactor Mavigate Search Project Run  Window Help
Ao AENERS N RIS BN aRE SRR SRR R A RV Bk Ne Re=Sl i SRR ST S e el St 4 B

Quick Access i‘ i<t | % C/C++ = Plug-in Development

%5 Debug &2 R & | = ¥ =8 ©g Breakpoints &' Expressions |3} Registers 57 = Modules = 0
4 [c] eloyalty Debug [C/C++ Application] T 2k | e
a & gdb/mi (07/01/2015 11:17) (Suspenéed] . Name Value by
a4 ' Thread [0] (Suspended: Breakpoint hit.) X
— 5 4 58 Main
= 1 main() eloyalty.c:60 0x0000000000000002
5 mdb (07/01/2015 11:17) e ce 0:0000000000000002
B ! 1010
s C\Users\ctor\Documentseclipse-multosieloyalty\Debugheloyalty.hze (07/01/2015 11:17 ;;;; :‘? gﬁggggggggggggggﬂ
1010 _No NANNNNNNNANNNNGT 24 k%
4 LI} r
< [1[} + s
.c| eloyalty.c debug.tut 0 eloyalty.c &2 = g
#pragma melstatic -

static APDU_ID id = { "Curtis”, "Paul Lyndon™ };
int points = 1@8;

void
> main(void)

int newPoints;

P Application breaks at

ExitSH(ERR_WRONGCLASS) ; main() at the start of
each APDU

R command executed

/* Decode instruction. */
switch (INS)
I

4

&l Console &2 Problems [J Memory 6d= Variables
eloyalty Debug [C/C++ Application] Ch\Users\ctorr\Documents'eclipse-multos\eloyalty\Debug\eloyalty.hz (07/01/2015 11:17)




Debugging 2.

= Debug - C\Users\ctorr\Docurr Aeclip ltos\eloyalty'\eloyalty.c - Eclipse
File Edit Source Refactor MNavigate Search Project Run  Window Help
Swi AFNENENERENL BN B Aa L oS A R R S 2 > R D 2k . Ri=Rl i SRR SR S Rl Seb e
Quick Access 5‘ =1 | % C/C++ == Plug-in Development
%5 Debug 52 e &1 | i ¥ = 7 Og Breakpeints 64 Expressions 51 M4 Registers =i, Modules .
a4 [E] floyalty De.bug [C/C++ Application] ] | 4 ¥ % = EXpreSS|OnS
Y- g’:b-,r"hml (Uj;["g;l.,:ﬂlS llél?J(Suspended] Mame Value 3 Wi n OW
a of rea uspende ®¥ . d
= 1 main( eloyalty.c:77 0:00RGRI0000003a = ép:”‘data fnl)'.guu500000000000000000000o
i
..g ;1'\?Ss(:r;:ociif?\];ottrzn&ints\ecli se-multosheloyalty\Ue glovalty.hze (07/01/201511:26 l g pts D005
B P v ' ' (= info 0x0005000000000000000000000...

= Add new expression

1 m

.| eloyalty.c debug.bet 0 eloyalty.c =2
switch (INS)

case CMD_ADDPTS:

f; IETS;rekEase(B)gommand. * Program Iocat|0n
ExitSW(ERR_WRONGCLASS) ; & Ca” StaCk

J/* Award points. */
¥ newPoints = points + apdu_data.pts.points;
break;

case CMD_SUBPTS:
/* Ensure case 3 command. */
if (!CheckCase(3))
ExitSW(ERR_WRONGCLASS) ;

=l Console Problems [ Memory (0= Vanables 3 E) sk | 5“’" xX ’54| rﬁ 5 ¥ =7

MName WValue

(9= newPoints 0

Parameters and
locals




Debugging s

US>

= Debug - C:\Users\ctor’\Documents\eclipse-multos\eloyalty\eloyalty.c - Eclipse

File Edit Source Refactor MNavigate Search Project Run  Window Help
i |Gioe T @ 2E B EIN
%5 Debug 22 %L T =8

4 [c] eloyalty Debug [C/C++ Application]
4 &2 gdb/mi (07/01/2015 11:26) (Suspended)
a g Thread [0] (Suspended)
= 1 main(] eloyalty.c:139 0x0000000000000105
o mdb (07/01,/2015 11:26)
s C\Users\ctorr\ Documentsheclipse-multos\eloyalty\ Debugheloyalty.hzx (07/01/2015 11:26

< ] D
.c| eloyalty.c K*.EXit . :
ww [\ onitor virtual
deflt address space
}

locations

ExitSW(ERR_UND
points = newPoints;
» ExitSW(ERR_0K);

B O A @ ®E A e

?7? Indicates

memory

addresses
not in use

[F=% BCH =)
o

Quick Access

= | M@ C/C++ <= Plug-in Development

©g Breakpoints & Expressions 53 i Registers =) Modules = 0
LB+ XK e T
Mame Value g
a 3‘3"' "apdu_data" {..}
= id 0x0005000000000000000000000...
(= pts 00005
(= info 0x0005000000000000000000000...
o Add new expression
= 8

Changes
are
highlighted

; El
a8
4 bk
El Conscle [2 Problemsgf] Memory 82 9= Variables |7 g 1m0 | |§|ﬂ = O
Monitors G 3 % (9SB: 00 <Hexs 52 o8 NewRenderings..]
|+ ssB| Address e 1 2 3 s & 7 & 9 A B C D Foo-
opooopooooepRRRRse B0 5] oe 5] sl 5] oe =] oe =] oa =] =] =]
e tatel e aatatatalc L s R o a8 ae ae A a8 ae e ae e aa e aa e
[alsatelalalalalaatalatatalate] 1@ 28 38 48 z 44 ae 2A ae 4C aa BE 5] CB 5]
G2600200260800058 @0 8E =] EB 22 ?? 22 ?? 22 22 22 2?2 22 2?2
GaceoeR0RERARETE 77 22 22 22 ?: 22 22 22 22 22 22 22 2?2 22 2?2
=) ) b} 33 b} 33 b} 33 b} 33 b} 3 b} 3 b} 3
4| ]




Debugging 4 EMULTOS |

< Debug - Source not found. - Eclipse E“&IM
File Edit Mavigate 5earch Project Run  Window Help
e AENEREN RS RN A= LR SR SR R > R AT Ni=Rl i SR SR S CRCR Sehe e
Quick Access :‘ ﬁ| HE C/C++ <= Plug-in Development 3% Debug
%5 Debug 52 % & | i+ ¥ = 8 8g Breakpoints &1 Expressions 52 M Registers =4 Modules = 8
a [ eloyalty Debug [C/C++ Application] LA | & ® &| ey ©

4 @2 gdb/mi (07/01/2015 11:43) (Suspended)

o MName Value i
4 Thread [0] (Suspended: Breakpoint hit.) *
— a 5 "apdu_data” {od
= 0 start(} unknown:1 0:0000000000000000 = g id = 0x0000000000000000000000000
i
.g E:Ts(:r;;ioiifi];ott:jints\ecli se-multos\eloyalty\Uebu Ity.hz (07/01/2015 11:43 & pts 00000
B P i < ' (= info 0x0000000000000000000000000...
5 Add new expression
1 m L -
.| eloyalty.c debug.bd [] start() at unknown:1 22 = 8

Can't find a source file at "unknown"
Locate the file or edit the source lookup path to include its location,

This is what you see when
the debugger is waiting for

[ Edit Source Lookup Pa’(h...]

an APDU to execute

&l Console i3 E_g Preblems (] Memory (9= Variables
eloyalty Debug [C/C++ Application] mdb (07/01/2015 11:43)

% % | ExbE| BE @ @|FE-9-= 0o

--> (9@08)
---> 8869(9808)

Enter 2P0 Themdb console window
displays APDU results an

|---> (sa@2)
Enter APDU

allows for APDU entry

e —



Example 2 - Introduction "MULTOS

» This Is a more complex project; it uses
* Codelets in other Eclipse projects

« Assembler
 The MULTOS C-API - look for multos*() calls

» The aim Is to show a bit more of the environment
and its capabilities



Project dependencies

= Properties for bytesize

[type filter text Project References Project>Properties menu
R
’ Be.sll:;urce Projects may refer to other projects in the workspace,
unders Use this page to specify what other projects are referenced by the project.
p C/C++ Build
[» C/C++ General Project references for 'bytesize”:

| Project References |

Refactoring History -
Run/Debug Settings ﬁCarKeg,rs

. Task Repository =4 com.multos.cdt.toolchain
WikiText ETDummy

Ig'ecc_diﬁie_helman . .

] 5 ecc_testbed These projects will also be

= eccadd built when this project is

== eloyalty .

T emlite bUIIt

[ZT FlushPublic

LCIHello

gmycodelet

@mycudeleﬂ

LT org.eclipse.cdt.examples.dsf

= RemoteSystemsTempFiles

LI Smardeck3PrimTests

[T testbed

LT CallCadelet




Debugger configuration ' MULTOS

" 5 Debug Configuratons Runb5S80dz3 / 2y ¥F

Create, manage, and run configurations me n u

CERX| B2~
| type filter text |
a [C] C/C++ Application

|% bytesize Debug hsim | Debugger: | gdb/mi Calls the MULTOS
bytesize Debug Win32 .
] ecc_diffie_helrgnan Debug [¥]Stop on startup at:  main Advanced... dEbugger Instead Of G D }

[£] ecc_testbed Debug )
[E] eloyalty Debug Debugger Options
++ Attach to ication ain red Libraries
[c] C/C++ Attach to Applicati M Shared Lib
[€] C/C++ Postmortem Debugge
[€] C/C++ Remote Application GDE debugger: mdk B
4 & Eclipse Application
4 Eclipse Application

& Eclipse Application (1) (Warning: Some commands in this file may interfere with theSEMge cperation of the debugger, for example "run”.)

=5 Java Applet
55 Java Application GDB command set: ’Standald -

Ju JUnit Protocol: E]

J& JUnit Plug-in Test
= Launch Group [ Verbose console mode

45 05Gi Framework [C] Use full file path to set breakpoints
E’ Remote Java Application

Mame: bytesize Debug hsim

Main ([xﬁ Arguments (ﬁ Environment ﬁ'}"ﬁ Debugger L'g? Source} t{)-(h Refresh} = Qommon}

GDB command file  ChUsers\ctorf\Documents'\eclipse-multos\bytesize\debugging.td Browse...

Path to debug
Instructions file

'y 1 r

Filter matched 19 of 32 items

@

Using Legacy Create Process Launcher - Select other...




Breakpoint

MMULTOS

= Debug - C\Users\ctorr\Documents\eclipse-multos' bytesize\main.c - Eclipse

Eile Edit Source Refactor Navigate Search Project Run  Window Help

i [Gite @ BEE B EREIN GSrOrRrI®®E S e Oy e
Quick Access ]

%5 Debug 2 % | = Y= 8 O Breakpoints &Y Expressions 52 | M Registers =) Modules

4 [C] bytesize Debug hsim [C/C++ Application]
a &8 gdb/mi (07/01/2015 12:12) (Suspended)

= | Hg C/C++ <= Plug-in Development

E=N Hol=<=)

= O
Lo R XK I T

Bxeea283040506010203 -
B4858675ebchi2

T MName Value
4 g Thread [0] (Suspended: Breakpoint hit.) PR T £
= 1 main() main.c:96 0x0000000000000257 = E’;. i 1
o] mdlb (07/01/201512:12) | B en e Q00000000000002F
o Ch\Users\ctorr\Documents'eclipse-multos\bytesize\Debughbytesize.hzx (07/01/2015 12:12 i g :::h::y D:000UMMEL0000003

4 Q <terminated > Codelet app file generator [Program]
@] <terminated, exit value: 0> C:\Program Files (86)\SmartDeck\bin\ hex.exe

< | T 3

g Add new expression

.c| main.c

5 maine 532
a[@] = a[1] + 42;
*s = (char)(magic_nums[1] + magic_unsigned[4]);
memcpy (d,&UID, sizeof (UID));
memcpy (d+14,&UID, sizeof (UID));
P callCodelets(keys.encKey,d,2}; // Just to test stack handling with codelets
encipher(keys.encKey,d,2); // This is in mycodelet
evs.enckey,d,16);

memset(d,8,16);
memcpy (d, UID, sizeof (UID));
memcpy (d+14,&0ID,sizecf (UID));
& encipherUseAssembler (keys.authKey,d,2);
memcpy (keys.authKey,d,16);
}

/* Narnda inctrictyinn *

Breakpoint

Global variable in

main

=l Console Problems [J Memory (9= Variables 3
Locals for
[ W 5 0:000000000000004f =
b= d 0:000000000000813c main
&)= w 0
0= i 0
o n

4




Call Stack EMULTOS

~ Debug - C:\Users\ctor\Documents\eclipse-multos\bytesize\funcs.c - Eclipse EIE
File Edit 5Source Refactor MNavigate Search Project Run  Window Help
Swin AINTEREN BFY R BIN BN Lot SR R S ) B AP B St N =Rl SRR ST S e R R S d e
=] | fE C/C++ = Plug-in Development |33 Debug
%5 Debug 52 %R W| bssions 27 11 Registers =) Modules = 8
4 [c] bytesize Debug hsim [C/C++ Application] T oo E|| & K &| Ciefy ™
a &2 gdb/mi (07/01/2015 13:26) (Suspended) Value i\
a4 @ Thread [0] (Suspended)
|= 1 callCodelets() funcs.c:44 0x000000000000003 | : A Lok
— - - ()= divFlag 1
= 2 main(} main.c:97 0:0000000000000262 a K 0x000000000000002F
v mdb (07/01/2015 1325) @ wuthke 0x000000000000003¢
ool C:\Users\ctorr\Documentsheclipse-multos\bytesize\Debughbytesize.hze (07/01/2015 13 E;z_;u & -
a @ <terminated>Codelet app file generator [Program] L nEW Expression
< = [T | b i
¢ main.c O funcs.c i3 = 0
-
void callCodelets(BYTE *key, BYTE *data, BYTE numBlocks)
{
unsigned long i = 9;
» i = shiftusingmath(i, FALSE, 3);
i=9;
i = shiftusingmath(i, TRUE, 2);
simple_cipher(key,data,numBlocks); // This is in mycodelet2 unless a patched version is included above. Locals for

encipher(key,data,numBlocks); // This is in mycodelet

decipher(key,data,numBlocks); // This one is in mycodelet and alsoc calls mycodelet2 Ca”COdeIet@

void encipherUseAssembler(BYTE *key, BYTE *data, BYTE numBlocks)

{
BYTE i,b;
RVYTE Trulel — Ffa o 6 o o 8 6 al. 5
b b
=l Console Problems [ Memory (9= Variables 23 ) ot E|| & ¢n| ey ¥ = B8
MName WValue
» W data 0x000000000000813¢
04! numBlocks 2
b key 0:000000000000002f
[ 2 9
4 L .3

4k




Moving through the Call Stack >

= Debug - C\Users\ctor’\Documents\eclipse-multos\bytesize\main.c - Eclipse EI@
File Edit 5Source Refactor Mavigate Search Project Run  Window Help
S SENENEN RN SN B s A U R . =A==l e AR TR S SRR AT 4 e

= E’ | % C/C++ <= Plug-in Development
Select main()
Fions 53 | 3081 Registers =i, Modules = g

in call stack IR T =

%5 Debug 2 % &
4 [C] bytesize Debug hsim [C/C++ Application]

4 &2 gdb/mi (07/01/2015 13:26) (Suspended)

Value g
a g Thread [0] (Suspended) 2 B e 0l
= 1 callCedelets() funcs.c:44 0:00000000000000e3 = B ]eg,;. l l"'
= = . x)= divFlag
= 2 main() main.c:97 0x0000000000000262
l i | = enckey 0x000000000000002f

o5 mdb (07/01/2015 13:26)
o C\Users\ctorf\Documents\eclipse-multos\bytesize\Debugh\bytesize. hz (07/01/2015 1:

[
[
4 @, <terminated> Codelet app file generator [Program] +

< T |

.c| main.c ] mainc &3

*s = (char)(magic_nums[1] + magic_unsigned[4]);
memcpy(d,&UID,sizeof (UID));

memcpy (d+14,&UI0D,sizect (UID));
callCodelets(keys.encKey,d,2); // Just to test stack handling with codelets
encipher(keys.encKey,d,2); // This is in mycodelet

memcpy (keys.encKey,d,16);

A

memset(d,®,16);
memcpy(d,8UID, sizeof (UID));
memcpy (d+14,&UI0D,sizecf (UID));
encipherlUseAssembler(keys.authKey,d,2);
memcpy (keys.authKey,d,16);

}

/* Decode instruction. */
cratdoh FTHSY

=l Console Problems [ Memory 9= Variables 33 =k E|| g"" b 4 h| |_‘<j 5 N |
MName Walue
[ » s 0:000000000000004f
b (= d 0:000000000000813
)= w 0
()= i 0

4 m L3

L




Step into a Codelet EMULTOS

= Debug - mycodelet/codeletfuncs.c - Eclipse

File Edit 5Source Refactor MNavigate Search Project Run  Window Help
i A TEREN BFr R IN R S L S R SRR R Ay R AP RS N Ne=Rt ER SRR TR SRR Sk
Quick Access =} | % C/C++ <= Plug-in Development ﬁ:ﬁ Debug
%5 Debug &2 R &1 | = ¥ =0 ®g Breakpoints & Expressions 32 il Registers = Modules = 8
4 [T] bytesize Debug hsim [C/C++ Application] - ¥ ook E|| = K% &| ChEg ™
a @ g;b-..r"hmi (0;,["2;.,;015 13;3?‘3)(Suspended] Name Value L
a of rea uspende P - =
[= 1 encipher() codeletfuncs.c:16 0:0000000000000002 | ‘e ke-"'T‘ o il senoi(s). during: the evaluatin.
= 2 callCodelets() funcs.c:50 0:x000000000000013f s A ]
= 32 main() main.c:37 0x0000000000000262 = Add new expression
s mdb (07/01/2015 13:37)
o5 C\Users\ctorr\Documents\eclipse-multos\bytesize\Debughbytesize.hzx (07/01/20151: _
] |n 1 | 3 -
.| main.c [€] codeletfuncs.c 53 = 0

void encipher(BYTE *Ir[ mycodelet/codeletfuncs.c l

umBlocks) _ patchable

BYTE i,b;
» BYTE ICV[8] = {0,0,0,0,8,8,0,0);

/f Triple DES CBC two key encipher
for(b = @; b < numBlocks; b++)
{

Globalan calling
I LILIX A OF GA2Y
becausecodeletsare fully

// XOR block with ICV -» ICV
for{i=B;i<8;i++)
ICV[i] = ICV[i] ~ data[(b*B)+i];

// Encrypt ICV -» bleck location
multosDESECBEncipher (ICV,ICV,key);

TR NMECErANard nhar ( TOU TOW blawl@h

linked code in their own s
) Console {2 Problems [ Memory 6= Varibles 52 right with no knowledge of il

Mame Value
b # ey oncooaaonoononoo2t external data structures
) data (0:000000000000813c
64! numBlocks 2
[ @ IV (0x000000000000816¢
= i 1]
)= b 0
< 1 v
"

e —




Debugging Assembler .-

Y MULTOS

= Debug - C:\Users\ctor’\Decuments\eclipse-multos\bytesize\assembler.asm - Eclipse EIE
File Edit Mavigate Search Project Run  Window Help
CES NG T E R @ R S RIS O Qi (S L e e
Quick Access = | B C/C++ <= Plug-in Development %5 Debug
ﬁ;Debug b & 2 | i ¥ = 8 8 Breakpoints | & Expressions 57 | i Registers = Modules = O
a Efytesize Debug hsim [C/C++ Application] - T s | 4 i &| e ¥
4 d? gdb/mi (07,/01/2015 13:46) (Suspended) Mame Value
4 ' Thread [0] (Suspended) XY .
— = = [ =5 "keys 1]
= 1 myTripleDES2KeyEncipher() assembler.asm:22 0:x0000000000000032 H
= . Y routTedt" 33118 4 ~ ~
= 2 encipherUsefssembler() funcs.c:68 0x00000000000001 af £ -
4 add e PR u a a

= 3 main{} main.c103 0:00000000000002af

= N s e ene 4 A

4 LU}

.t] main.c (5] assembler.asm 52

_myTripleDES2KeyEncipher BLOCK

» .EXPORT _myTripleDES2KeyEncipher
cutText IN WORD
inText 1IN WORD
key IN WORD

LOAD key, 2
LOAD outText, 2
LOAD inText, 2
PRIM axcl

LOAD key, 2
ADDW , 8

LOAD outText, 2
LOAD outText, 2
PRIM @xcs

LOAD key, 2
LOAD outText, 2
LOAD outText, 2
PRIM axcl

&l Console Problems [ Memory (= Variables 3

MName Value

address you can
monitor

X 0 dzi

add them as

~ \\

SELINEB &

/ 5 Irtes Y= O
recognise the format so
OFyy2i RAA

9 0f ALJAS

4

LIS 3

1k




Debugging Assembler -

WMULTOS

— Debug - C\Users\ctorr\Documents\eclipse-multos\bytesize\assembler.asm - Eclipse
File Edit Navigate

Search  Project Run  Window Help
. '

| Eioe @

%5 Debug 2
4 [C] bytesize Debug hsim [C/C++ Application]
4 &2 gdb/mi (07/01/2015 13:46) (Suspended)
a4 g Thread [0] (Suspended)
= 1 myTripleDESZKeyEncipher() assembler.asm:30 0:00000
= 2 encipherUseAssembler(} funcs.c:68 0:00000000000001 3
= 3 main() main.c:103 0:00000000000002af
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.c| main.c @ assembler.asm 3

_myTripleDES2KeyEncipher BLOCK
LEXPORT _myTripleDES2KeyEncipher

outText IN WORD
inText 1IN WORD
ey IN WORD
LOAD key, 2
LOAD outText, 2
LOAD inText, 2
PRIM @xcl
» LOAD key, 2
ADDW , 8
LOAD outText, 2
LOAD outText, 2
PRIM Bxcs
LOAD key, 2
LOAD outText, 2
LOAD outText, 2
PRIM @xcl
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memory locations

changing

Monitors 4 % %% (33118: DAISE <Heo 51 New Renderings...
Address e -3 4 -7

158 2 8130883

B\eeE00000000881608 4 AACEBS3EE a C388815E

aepaeaaae288170 BREE???? FrEPERN?

00000EERERERE1SE (2233337 23RIINIY

000DDEEREREES1OB (2232237 23232337

GOBDOBBERERSIAG 12222237 23212327

B13C02AF EiEEEEaES

813CeasF
22222222

C-F

815CE1AF
22222222




