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This Agreement is made between MAOSCO Limited, a company incorporated under the laws of England (registered number 3290642) whose registered office is at St Andrews House, Kelvin Close, The 

Links, Brichwood, Warrington, WA3 7PB, England (MAOSCO), a subsidiary of Bamboo Holdings, a Cayman Islands company, dba StepNexus (StepNexus)  and the Licensee. 

 

IT IS AGREED as follows: 

 

1. GRANT AND EXTENT OF LICENCE 

(1) In consideration of the mutual covenants and undertakings contained in this Agreement and subject to the terms of this Agreement, MAOSCO grants to the Licensee and each of its Affiliates 

(for so long as it remains an Affiliate of the Licensee), and the Licensee accepts from MAOSCO, a non-exclusive, world-wide licence to use the Licensed Rights and the MULTOS Developer Documents for 

the sole purpose of developing, using, exploiting, improving and maintaining one or more MULTOS Applications and tools for the development of MULTOS Applications.  For the avoidance of doubt, 

neither the Licensee nor any of its Affiliates shall be entitled, under this Agreement, to use the Licensed Rights and the MULTOS Developer Documents (a) to develop MULTOS Implementations or (b) for 

any purpose other than as specifically authorised under this subclause. 

 

(2) The rights granted by MAOSCO to Affiliates of the Licensee under subclause (1) shall only apply to those Affiliates of the Licensee whose name and principal place of business have been 

notified in writing, physically or electronically, to MAOSCO (each an "Authorised Affiliate").  The Licensee undertakes to ensure that each Authorised Affiliate is aware of the extent of the Licensee's rights 

and the Licensee's obligations under this Agreement and shall procure that each Authorised Affiliate observes those rights and obligations.  The Licensee shall assume responsibility for any breach by an 

Authorised Affiliate of the terms of this Agreement and any such breach shall be deemed to be a breach by the Licensee. 

 

(3) Other than the Licensed Rights, any Intellectual Property subsisting in any MULTOS Application developed by the Licensee or any of its Affiliates pursuant to subclause (1) shall, as between 

MAOSCO and the Licensee, vest in the Licensee ("Licensee MULTOS Intellectual Property").  The parties acknowledge that the MULTOS Developer Documents are intended to be an industry standard.  The 

Licensee covenants not to sue, and shall procure that its Affiliates shall not sue, StepNexus, MAOSCO  (or any of its sublicensees) with respect to the use, for any purpose, of the Licensee MULTOS 

Intellectual Property in  relation to any MULTOS Application or MULTOS Implementation to the extent that the Licensee MULTOS Intellectual Property is comprised or incorporated in the MULTOS Developer 

Documents. 

 

2. CRYPTOGRAPHIC CERTIFICATION 

(1) The Licensee acknowledges that: 

 

(a) the MULTOS Card issuer will be required to obtain MULTOS Application load and MULTOS Application delete certificates from MAOSCO and to pay to MAOSCO a fee (to be determined by 

MAOSCO) in respect of each loading onto, and each deletion from, a MULTOS Card of a MULTOS Application although the MULTOS Applications will not be required to be submitted to MAOSCO; 

 

(b) the cryptographic certification process enables the MULTOS Card issuer to control which MULTOS Applications are loaded onto its MULTOS Cards; 

 

(c) the cryptographic certificate may also determine whether MULTOS Applications shall be able to call certain cryptographic functions from the relevant MULTOS Implementation; 

 

(d) the cryptographic certification process is not a quality control process for MULTOS Applications and that it will remain the MULTOS Card issuer's responsibility to ensure that (i) MULTOS 

Applications meet its requirements and quality standards and (ii) any territorial specific commercial cryptographic licensing requirements have been fulfilled; 

 

(e) legislation in certain jurisdictions restricts the use of some cryptographic functions and, therefore, MULTOS Card issuers and the Licensee may be required to demonstrate to MAOSCO that 

they have received approval from the appropriate authorities before access to these cryptographic functions will be granted; and 

 

(f) the MULTOS Card issuer shall contact the MULTOS security manager (details of whom are published on the MULTOS website on http://www.MULTOS.com), in order to make arrangements 

for Cryptographic Certification. 

 

(2) MAOSCO shall have the right to subcontract the performance of Cryptographic Certification to StepNexus or an Affiliate of StepNexus or any other person. 

 

3. LICENSEE'S UNDERTAKINGS 

(1) The Licensee undertakes to MAOSCO that it shall: 

 

(a) not alter or modify the whole or any part of the MULTOS Developer Documents; and 

 

(b) not alter, obscure, remove or interfere with all or any, and shall reproduce on all authorised copies all, of the trade marks, trade names, markings or notices affixed to or contained in any part 

of the MULTOS Developer Documents and shall mark all authorised copies of the MULTOS Developer Documents with those notices or marks or both as may be required by law; 

 

(c) not to disclose all or part of the MULTOS Developer Documents except to the extent expressly permitted by this Agreement. 

 

(2) The Licensee agrees that the use of all copies of the MULTOS Developer Documents is subject to the terms of this Agreement. 

 

(3) The Licensee shall comply with the Specification Management Procedures. 

 

4. MULTOS DEVELOPER DOCUMENTS AND TECHNICAL ASSISTANCE 

(1) MAOSCO undertakes to give the Licensee access via website to the MULTOS Developer Documents, with a right to download copies of the MULTOS Developer Documents, for the purposes 

set out in clause 1(1) as soon as reasonably practicable after MAOSCO has received electronic notification of the Licensee's acceptance of this Agreement. 

 

(2) MAOSCO shall comply with the Specification Management Procedures. 

 

(3) MAOSCO shall, at the reasonable request of the Licensee from time to time, use its reasonable endeavours to assist the Licensee in dealing with any technical problems which have arisen in 

the Licensee's use of the MULTOS Developer Documents insofar as MAOSCO is able to do so (including, but not limited to, availability of personnel).  Such assistance will be provided by e-mail or website 

only. 

 

(4) If the Licensee requires more assistance than can be provided under clause 4(3), the Licensee should submit a written request for assistance to MAOSCO (by letter, fax or e-mail).   The 

Request should provide details of the nature of the assistance required.  If MAOSCO agrees to accept the request MAOSCO's assistance shall be chargeable at its standard rates of charge applicable from 

time to time.  The Licensee shall also reimburse MAOSCO all reasonable expenses incurred by MAOSCO in providing that assistance.  Any request for assistance from the Licensee to MAOSCO shall be 

made only by the designated Licensee's Nominated Representative (or such other person as the Licensee has notified to MAOSCO in accordance with clause 10) to the MULTOS Representative at MAOSCO 

(details of whom are published on the MULTOS website on http://www.MULTOS.com). 

 

5. PAYMENTS BY LICENSEE TO MAOSCO 

(1) The Licensee shall pay to MAOSCO, against issue of a valid VAT invoice, the amount of any VAT chargeable on a supply by MAOSCO to the Licensee and, without limiting that payment, each 

sum payable by the Licensee under the terms of this Agreement is exclusive of VAT (if any) and is accordingly to be construed as a reference to that sum plus any VAT in respect of it. 

 

6. WARRANTY AND INFRINGEMENT 

(1) Each party warrants to the other that it has all requisite corporate power and authority to enter into this Agreement and is fully capable of performing its obligations under this Agreement on 

the terms provided for in this Agreement. 

 

(2) The Licensee shall promptly inform MAOSCO of any proceedings involving the validity, or any infringement or threatened infringement, of the Licensed Rights and of any unauthorised use of 

the Licensed Rights or the MULTOS Developer Documents coming to its notice.  MAOSCO shall take all action reasonably necessary to prevent the infringement or defend proceedings for revocation or to 

prevent that unauthorised use, and the Licensee shall, at MAOSCO's request and expense, render all reasonable assistance in connection with that action. 

 

(3) Subject to clause 9, the Licensee shall indemnify MAOSCO and its Affiliates from and against all and any damages, losses, costs, expenses and other liabilities awarded against or incurred by 

MAOSCO and/or any of its Affiliates as a result of or in connection with any claim or action arising out of or relating to any MULTOS Applications developed by or on behalf of the Licensee including, 

without limitation, any product liability claim ("Claim"), except to the extent that the Claim (if it is a product liability claim)  arises out of any specific product feature or functionality expressly mandated by 

the MULTOS Developer Documents,  provided that: 

 

(a) MAOSCO promptly notifies the Licensee in writing of any Claim of which it has notice; 

 

(b) MAOSCO does not make any admission as to liability or agree to any settlement of or compromise any Claim without the prior written consent of the Licensee which shall not be 

unreasonably withheld or delayed; and 

(c) the Licensee may, at its request and expense, conduct all negotiations and (to the extent legally permissible) litigation, and (to the extent legally permissible) settle all litigation, arising from 

any Claim and MAOSCO shall, at the Licensee's request and expense, give the Licensee all reasonable assistance, at Licensee¬s expense, in connection with those negotiations and litigation. 
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(4) NO REPRESENTATION, WARRANTY OR CONDITION, EXPRESS OR IMPLIED, STATUTORY OR OTHERWISE, AS TO CONDITION, QUALITY, PERFORMANCE OR FITNESS FOR PURPOSE IS GIVEN OR 

ASSUMED BY MAOSCO IN RESPECT OF THE MULTOS DEVELOPER DOCUMENTS AND ALL SUCH REPRESENTATIONS, WARRANTIES AND CONDITIONS ARE EXCLUDED SAVE TO THE EXTENT THAT SUCH 

EXCLUSION IS PROHIBITED BY LAW. 

 

7. TERMINATION 

(1) MAOSCO shall have the right, without prejudice to its other rights or remedies, to terminate this Agreement immediately by written notice to the Licensee if the Licensee: 

 

(a) shall have failed to pay, in accordance with the terms of this Agreement, any sum due to MAOSCO under the terms of this Agreement and that sum remains unpaid for 30 days after 

receiving written notice from MAOSCO that it has not been paid; 

 

(b) is in material breach of any of its obligations under this Agreement and either that breach is incapable of remedy or the Licensee shall have failed to remedy that breach within 30 days after 

receiving written notice from MAOSCO requiring it to remedy that breach; 

 

(c) challenges the validity of, or MAOSCO's rights in, any of the Licensed Rights provided that compliance by the Licensee of its obligations under clause 6(2) shall not constitute such a 

challenge; or 

 

(d) becomes insolvent or an order is made or a resolution passed for its liquidation, administration, winding-up or dissolution (otherwise than for the purposes of a solvent amalgamation or 

reconstruction) or an administrative or other receiver, manager, liquidator, administrator, trustee or similar officer is appointed over all or any substantial part of its assets or it enters into or proposes any 

composition or arrangement with its creditors generally or anything analogous to the foregoing occurs in any applicable jurisdiction. 

 

(2) The Licensee shall have the right to terminate this Agreement immediately by written notice to MAOSCO. 

 

(3) Any termination of this Agreement shall not affect any accrued rights or liabilities of either party nor shall it affect the coming into force or the continuance in force of any provision of this 

Agreement which is intended to come into force or continue in force on or after that termination. 

 

8. CONSEQUENCES OF TERMINATION 

(1) On termination of this Agreement the Licensee shall, subject to subclause (2), immediately cease all use of the Licensed Rights and the MULTOS Developer Documents. 

 

(2) Within 30 days after the termination of this Agreement the Licensee shall return to MAOSCO or, at MAOSCO's direction, destroy) all  documents and materials (whether in tangible or 

electronic form) supplied by MAOSCO to the Licensee pursuant to this Agreement and/or which contain or disclose any information contained in or relating to the MULTOS Developer Documents) and all 

copies then in the possession or under the control of the Licensee and shall use its reasonable endeavours to return to MAOSCO any documents and other materials supplied by the Licensee to a third 

party. 

 

(3) The obligations of the Licensee under clause 1(3) shall survive the termination of this Agreement for whatever reason. 

 

9. LIABILITY 

(1) The aggregate liability of MAOSCO and its Affiliates to the Licensee under this Agreement, whether arising under any indemnity or from negligence, breach of contract or otherwise, shall not 

exceed in aggregate £10,000. 

 

(2) The aggregate liability of the Licensee to MAOSCO and its Affiliates under this Agreement, whether arising under this indemnity or from negligence, breach of contract or otherwise, shall not 

exceed in aggregate £10,000. 

 

(3) Each party and its Affiliates does not limit its liability for death or personal injury arising from it negligence or that of its employees, agents or sub-contractors. 

 

(4) Each party and its Affiliates shall not be liable to the other party for any indirect or consequential loss or damages including, without limitation, loss of business or profits, whether arising 

under any indemnity or from negligence, breach of contract or otherwise. 

 

(5) MAOSCO and its Affiliates shall not be liable to the Licensee for any loss or damages, howsoever arising, in relation to any Cryptographic Technology that is not owned by MAOSCO or 

StepNexus including, without limitation, ECC, RSA, AES and DES encryption technology. 

 

(6) The limitations of liability contained in this clause shall not affect MAOSCO's right to be paid by the Licensee, and the obligations of the Licensee to pay to MAOSCO, the amounts payable to 

MAOSCO under this Agreement when due. 

 

10. NOTICES 

Any notice or other document to be served under this Agreement may be delivered or sent by prepaid first class registered airmail or facsimile process to the party to be served as follows: 

 

(a) to MAOSCO at St Andrews House, Kelvin Close, The Links, Birchwood, Warrington, WA3 7PB; 

fax no: +44 (0) 1925 882051;  marked for the attention of the Company Secretary, 

 

(b) to Licensee at its address and fax number and marked for the attention of the Licensee's Nominated Representative, all identified in the Developer's Licence Agreement electronic registration 

form, or at any other address or to any other facsimile number or addressee as it may have notified to the other in accordance with this clause. 

 

11. ASSIGNMENT 

(1) The Licensee shall not assign, sub-license, transfer, mortgage, charge or part with any of its rights, or sub-contract any of its duties or obligations, under this Agreement provided that the 

Licensee shall be entitled to sub-license (subject to the terms of this Agreement): 

 

(a) the Licensed Rights and the MULTOS Developer Documents to a contractor, for such contractor to develop MULTOS Applications for the Licensee under the control of the Licensee and for no 

other purpose; and 

 

(b) the Licensed Rights to customers of the Licensee as end users of the Licensee's MULTOS Applications to the extent that the Licensed Rights subsist in those MULTOS Applications. 

 

(2) Nothing in this Agreement shall preclude the Licensee from entering into any collaborative arrangements for the development and/or exploitation of MULTOS Applications with any person 

who has entered into an agreement with MAOSCO on substantially the same terms as this Agreement. 

 

12. GENERAL 

(1) A waiver (whether express or implied) by one of the parties of any of the provisions of this Agreement or of any breach of or default by the other party in performing any of those provisions 

shall not constitute a continuing waiver and that waiver shall not prevent the waiving party from subsequently enforcing any of the provisions of this Agreement not waived or from acting on any 

subsequent breach of or default by the other party under any of the provisions of this Agreement. 

 

(2) Except in relation to the Schedules, any amendment, waiver or variation of this Agreement shall not be binding on the parties unless set out in writing, expressed to amend this Agreement 

and signed by or on behalf of each of the parties. 

 

(3) The invalidity, illegality or unenforceability of any of the provisions of this Agreement shall not affect the validity, legality and enforceability of the remaining provisions of this Agreement. 

 

(4) This Agreement and the documents referred to in it contain the whole agreement between the parties relating to the subject matter of this Agreement and supersede all previous agreements 

between the parties relating to that subject matter.  In entering into this Agreement, neither party may rely on any representation, warranty, collateral contract or other assurance (except those set out in 

this Agreement and the documents referred to in it, and any confidentiality agreement in relation to the MULTOS Developer Documents) made by or on behalf of the other party before the signing of this 

Agreement and each party waives all rights and remedies which, but for this subclause, might otherwise be available to it in respect of any such representation, warranty, collateral contract or other 

assurance provided that nothing in this subclause shall limit or exclude any liability for wilful misrepresentation or fraud. 

 

(5) This Agreement is governed by and shall be construed in accordance with English law.  Each party submits to the exclusive jurisdiction of the English courts for all purposes relating to this 

Agreement. 

 

(6) This Agreement will come into effect when MAOSCO has received electronic notification from the Licensee that the Licensee has accepted the terms of this Agreement 

 

13. INTERPRETATION 

 In this Agreement: 
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"Affiliate" means, in relation to any person, any other person that, directly or indirectly through one or more intermediaries, controls, or is controlled by, or is under common control with, such person.  

The term "control" (including, with its correlative meanings, "controlled by" and "under common control with") means possession, directly or indirectly, of power to direct or cause the direction of 

management or policies (whether through ownership of securities or partnership or other ownership interests, by contract or otherwise), and provided that  if any person: 

 

(a) beneficially owns voting securities of another person conferring more than 50 per cent. of the votes eligible to be cast in the election of directors or any similar matter; or 

 

(b) has the right (by contract or otherwise) to appoint or remove directors (or members of a governing body having functions similar to a board of directors) representing more than 50 per cent. 

of the votes exercisable by all the directors (or persons having similar functions) of another person, then the first person is conclusively deemed to control the other person for the purposes of this definition. 

 

"Cryptographic Certification" means the process described in clause 2(1). 

 

"Cryptographic Technology" means those mechanisms that are functionally designed (a) to preserve the confidentiality, authenticity or integrity of digitally stored and/or transmitted data or (b) to 

authenticate information as part of a security service through the use of algorithms that involve secret parameters, commonly known as keys. 

 

"IC Card" means an integrated circuit card. 

 

"Intellectual Property" means patents, patent applications, patented and unpatented inventions, design rights, copyrights (including, without limitation, rights in computer software), topography rights, 

know-how and trade secret rights, and all other intellectual property rights and the rights or forms of protection of a similar nature or having equivalent or similar effect to any of these rights which may 

subsist anywhere in the world (whether or not any of these rights is registered and including, without limitation, applications for registration of, and rights to apply for, any such rights). 

 

"Licensed Rights" means all Intellectual Property in and to the MULTOS Developer Documents. 

 

"MULTOS Application" means a program written to run, in a compiled, interpretative,  executable or any other form, on or interface with, any MULTOS Implementation or which processes data to be used 

on or in conjunction with any MULTOS Implementation. 

 

"MULTOS Card" means an IC Card which incorporates a MULTOS Implementation. 

 

"MULTOS Developer Documents" means the documents listed in Schedule 1, as amended by MAOSCO from time to time. 

 

"MULTOS Implementation" means an operating system (including the silicon platform) which (a) supports multiple applications, (b) conforms, or is intended to conform, to the MULTOS Specification and 

(c) uses Cryptographic Certification. 

 

"MULTOS Specification" means the specifications, licensed by MAOSCO, defining the functional and security requirements and the application programming interface for multi-application architectures, as 

amended by MAOSCO from time to time. 

 

"StepNexus" means Bamboo Holdings, a Cayman Islands company, dba StepNexus. 

 

"Specification Management Procedures" means the procedures set out in Schedule 2 or any other procedures which MAOSCO may notify the Licensee in writing from time to time.  

 

"Update" means all and any updates or new releases or new versions of the MULTOS Developer Documents. 

 

"VAT" means any value added tax chargeable by virtue of any enactment in a territory introduced by reason of the Sixth Council Directive 77/388/EC or its predecessors or similar subsequent legislation or 

any similar tax. 

 

 

SCHEDULE 1 

 

MULTOS Developer Documents 

 

MULTOS Developers Guide (MDG) 

MULTOS Developers Reference Manual (MDRM) 

Guide to Loading and Deleting MULTOS Applications (GLDA) 

Guide to Generating Application Load Units (GALU) 

MULTOS Implementation Report (MIR) 

Developer Card: User Guidelines (DCUG) 

MULTOS Standard C API (CAPI) 

 

Plus other documents made available from time to time by MAOSCO. 

 

 

 

SCHEDULE 2 

 

Specification Management Procedures 

 

1. MAOSCO shall, as soon as practicable after they become available, make available to the Licensee all and any Updates which are issued generally by MAOSCO to other persons who have 

been licensed by MAOSCO to use the MULTOS Developer Documents. 

 

2. The Licensee shall ensure that within 30 days after access to any Updates is permitted by MAOSCO to the Licensee, all documents or materials (whether in tangible or electronic form) 

supplied by MAOSCO pursuant to this Agreement which contain or reference that part of the MULTOS Developer Documents which has been substituted or amended by any Update supplied by MAOSCO 

are returned to MAOSCO (or, at MAOSCO's direction, destroyed). 

 

3. The details of the person responsible on behalf of MAOSCO for the Specification Management Procedures as set out in this Schedule are published on the MULTOS website on 

http://www.MULTOS.com. 
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Copyright  

â Copyright 2010 MAOSCO Limited.  This document contains confidential and proprietary 

information. No part of this document may be reproduced, published or disclosed in whole or part, by 

any means: mechanical, electronic, photocopying, recording or otherwise without the prior written 

permission of MAOSCO Limited. 

Trademarks  

MULTOS is a trademark of MULTOS Limited. 

All other trademarks, trade names or company names referenced herein are used for identification 

only and are the property of their respective owners 

Published by  

MAOSCO Limited 

St. Andrews House 

Kelvin Close 

The Links 

Birchwood 

WARRINGTON 

Cheshire 

WA3 7PB 

United Kingdom 

. 

General Enquiries  

Email: info@multos.com 

Tel: +44 (0) 1925 882 050 

Fax: +44 (0) 1925 882 051 

Web: http://www.multos.com  

Technical Enquiries  

Email: dev.support@multos.com  

Web: http://www.multos.com  

 

Document References  

All references to other available documentation is followed by the document acronym in square [ ] 

brackets. Details of the content of these documents can be found in the MULTOS Guide to 

Documentation, and the latest versions are always available from the MULTOS web site 

(http://www.multos.com ). 

 

http://www.multos.com/
http://www.multostechnet.com/
http://www.multos.com/
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Data References 

All references to MULTOS data can be cross-referenced to the MULTOS Data Dictionary. 

Version Information  

1.00 Nov 1999 First Issue for release 

1.01 Jan 2000 Minor changes 

1.10 Sept 2000 Added 4.0c mask which allows 7MHz and FI/DI of 0x31,0x32,0x33 

  addition of delegate by partial AID 

Added v1N' mask details 

  more application area EEPROM  

  does not implement some v4 optional primitives 

  addition of Control Auto Reset WWT primitive 

  addition of Case 5 command 

  addition of delegate by partial AID 

  componetisation of DeleteMELApplication data allowed 

  some changes to Important Remarks section added for v1N' 

Added details of the method by which Hitachi and Infineon v4 card actually 

implement Transaction Protection and sending of the WWT byte to the Important 

Remarks sections 

Changed the Speed line , FI/DI to allow speed to be calculated using information in 

ISO/IEC 7816-3 

Merged the separate Mandatory Primitives and Optional Primitives in to one section. 

Removed identical individual sub-sections on Zero Block Size to one generic sub-

section. 

Added new section on Codelet and Application sizes 

 

1.12 Aug 2001 Added details of Keycorp 1P and 1Q masks 

Added corrections to H8/3114 cryptographic key lengths 

Clarified maximum page write on H8/3112 and H8/3114 

Added H8/3114 4.0c(3) and AE45C 4.032a information 

Removed Codelet and Application Size section 

Added application size calculation algorithm 

Added Codelet table 

Added previous mask appendix 

1.13 Dec 2001 Minor revisions 

1.20 Dec 2001 Release Version 

1.22 Feb 2002 Updated SLE66CX---P application size calculation algorithm 

Minor Revisions 

1.23 Jul 2002 Updated ITSEC certificate links 

Added Change Requests to baselines 

1.24 Apr 2003 Changed layout to document per chip 

1.25 Jun 2003 Minor corrections 

Addition of Previous Implementations sections 

1.26 Sep 2003 Change to 1Q CR2 codelet mix 

Change to AE43C 4.08a External Characteristics 
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1.27 Jul 2004 Added AE45C 4.032f information 

Added AE45C1 4.036a information 

Added I4D (1-1-9(+)) and (2-1-9) 

1.28 Oct 2004 Reformatted document 

Added I4D (0-1-7) 

1.29 Jan 2005 Minor corrections and addition of JSS KMA mask I4D (1-2-9) 

1.30 Feb 2005 Added Keycorp MULTOS step/one IBx 

1.31 Jul 2006 Added new masks from Hitachi/DNP, Keycorp and Samsung SDS 

1.32 Oct 2006 Reformatted 

1.33 Nov 2007 Added new masks from Keycorp and Samsung SDS 

1.34 Sep 2008 Added new MULTOS and MULTOS step/one masks from Keycorp and UBnics 

1.35 Oct 2008 Minor corrections and change Keycorp to MULTOS International 

1.36 Feb 2010 Added new MULTOS masks from Multos International 

1.36a Feb 2010 Minor editorial revision 
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Hitachi / DNP ( / MXI) MULTOS Implementatio ns 

AE45C1 4.236a 

External Characteristics  

 

Data Item Value Comments 

External Specification 

MULTOS Version 4.2 plus optional CR 0211, 0216, 0217, 0219, 0220 

and 0222 

Silicon Provider / manufacturer_id Renesas Technology / 

0x20 

 

Implementers / implementer_id Hitachi / MXI / DNP / 0x04  

Mask / ic_type 4.236a  

MULTOS Type Approval Status Derivative  

ITSEC E6 High Certificate Status  Derivative of previously certified AE45C 4.032a 

(see below) 

Technical Data 

Power / External Clock 1 to 8 MHz  

Transport Protocol T=0, T=1, T=15  

FI/DI 0x11, 0x12, 0x13, 0x14, 

0x32, 0x33,0x94,0x95 

0x94, 0x95 will only available using a specific 

mode ATR. 

 

Dual ATR Supported  

PPS Supported  

ATR Character Convention Direct LSB (3B) Supported  

ATR Character Convention Indirect MSB (3F) Supported  

Memory Area Sizes 

AMD 0056v001  

ROM 196 K Size is decided by ROM Integration. 

RAM Public 800 bytes  
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RAM Dynamic 512 bytes  

EEPROM Total 36 K  

EEPROM available for applications 32,768 bytes Excludes delegation stack of 576 bytes and 

application history list of 256 bytes 
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Application Related Characteristics  

 

Data Item Value Comments 

Application EEPROM Loading Requirements 

Application Header 256 bytes Per application loaded. 

Total temporary space per protected ALU 0  

Total temporary space per confidential ALU 0   

MULTOS Application Function 

Static Page Size (1 page) 64 bytes  

Maximum write size in pages 9 pages  

Maximum ATR File record size 32 bytes  

Maximum ATR Historical Byte record size 15 bytes  

Maximum DIR File record size 64 bytes  

Maximum FCI record size 64 bytes  

Maximum inbound TPDU size 256 bytes  

Maximum outbound TPDU size 255 bytes Under T=1 the maximum is 258 bytes 

Maximum delegation nest count 1 1 level guaranteed. This value can be customised 

up to 5 using an AMD. 

Maximum application history list entries 0 to 255 Standard configuration is 10. This value can be 

customised using an AMD. 

Retry Counters 

Set MSM Controls 6  

Create MEL Application 32 to 255 Standard configuration is 32. 

Delete MEL Application 32 to 255 Standard configuration is 32. 

Key Lengths 

KCK Public Key length 128 bytes  

Permitted Application Provider Public Key 

lengths 

64, 72, 80, 96, 112 bytes KMA will accept APPK between 72 and 128 bytes 

inclusive. 

MULTOS TKCK length 96 bytes  

 



 

 

MAO-DOC-TEC-010 v1.36a © 2010 MAOSCO Limited. 

4     MULTOS is a trademark of MULTOS Limited. 

MULTOS Implementation Report  

Primitive Support  

The primitives listed here are those that were included in the target specification.  

 

Primitive Supported Optional / Mandatory 

Add BCDN Yes Optional 

Bit Manipulate Byte Yes  

Bit Manipulate Word Yes  

Call Codelet Yes  

Call Extension 0, 1, 2, 3, 4, 5, 6 Yes  

Card Block Yes  

Check Case Yes  

Checksum Yes  

Control Auto Reset WWT Yes  

Delegate Yes  

DES ECB Decipher Yes  

DES ECB Encipher Yes  

DivideN Yes  

Generate Asymmetric Hash  No  

Generate Asymmetric Hash General Yes  

Generate Asymmetric Signature General Yes Optional 

Generate DES CBC Signature Yes  

Generate Random Prime Yes Optional 

Generate Triple DES CBC Signature Yes  

Get Data Yes  

Get Delegator AID Yes  

Get DIR File Record Yes  

Get File Control Information Yes  

Get Manufacturer Data Yes  

Get Memory Reliability Yes  

Get MULTOS Data Yes  
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Primitive Supported Optional / Mandatory 

Get Purse Type Yes  

Get Random Number Yes  

Load CCR Yes  

Lookup Yes  

Memory Compare Yes  

Memory Compare Fixed Length Yes  

Memory Copy Yes  

Memory Copy Fixed Length Yes  

Memory Copy Non-Atomic Yes Optional 

Memory Copy Non-Atomic Fixed Length Yes Optional 

Modular Exponentiation Yes  

Modular Exponentiation CRT Yes  

Modular Inverse Yes Optional 

Modular Multiplication Yes Optional 

Modular Reduction Yes Optional 

Mult iplyN Yes  

Query Codelet Yes  

Query Interface Type Yes  

Query0, Query1, Query2, Query3 Yes  

Reset Session Data Yes  

Reset WWT Yes  

Return from Codelet Yes  

SEED ECB Encipher Yes Optional 

SEED ECB Decipher Yes Optional 

Set ATR File Record Yes  

Set ATR Historical Characters Yes  

Set ATS Historical Characters Yes  Optional 

Set FCI Record Yes  

Set Transaction Protection Yes  

Set Select SW Yes  
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Primitive Supported Optional / Mandatory 

SHA-1 Yes  

Shift Left Yes  

Shift Right Yes  

Store CCR Yes  

Subtract BCDN Yes Optional 

Verify Asymmetric and Retrieve General Yes Optional 
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Implementation Specific Characteristics  

Zero Block Size 

The following instructions and primitives have the block size specified in the code (as opposed to being run-time data). The following table 

shows how each will perform if a zero block size is specified. 

 

Type Instruction / Primitive  Operation  

Instruction LOAD, STORE, LOADI, 

STOREI 

no operation 

CLEARN no operation 

TESTN, INCN, DECN, NOTN Z = 1 

CMPN, ADDN, SUBN C = 0, Z = 1 

ANDN, ORN, XORN Z = 1 

Primitive MultiplyN Z = 1 

DivideN C = 1, Z = unchanged 

ShiftLeft, ShiftRight 

Add BCDN, Subtaract BCDN 

C = 0, Z = 1 

GetDIRFileRecord 

GetFileControlInformation 

One byte set to zero pushed onto stack, 

If the application specified does not exist, C = 

1, Z = 1 

If the application specified exists, C = 0, Z = 0 

GetManufacturerData 

GetMULTOSData 

GetPurseType 

One byte set to zero pushed onto stack, C = 0 

 

MemoryCompareFixedLengt

h 

DT¬ = DT - 4, C = 0, Z = 1 

MemoryCopyFixedLength DT¬ = DT - 4 
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Maximum Number of Pages Permitted in a Single Write  

The maximum rewrite page number is 9. Regardless of whether transaction protection is on or off, an application must not perform a single 

write to Static that spans more than nine pages. If data is written in the 10
th

 page, the system abends. 

The maximum number of rewrite pages includes the number of pages written to EEPROM by primitives shown in the following table: 

Primitives  Pages used 

Card Block 1 

Set Select SW 1 

Set ATR File Record Primitive 1 

Set ATR Historical Characters Primitive 1 

Set FCI Record 2 

Note that the maximum number of pages (9 pages) includes the number of pages used by application as well as the number of pages used by 

primitives. 

 

Condition Code Register  

This implementation does not support signed arithmetic. The N and V flags are present in the CCR, and they may be changed by some 

instructions. However, signed arithmetic is not guaranteed and should be avoided. They may be used by an application using the Load CCR 

and Store CCR primitives, but this may affect the portability of the application. 

 

Supported Modulus Lengths of Cryptographic Primitives  

All values given are in bytes. 

 

Primitive Lengths supported 

Modular Exponentiation, public exponent 

not 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation, public exponent 

of 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation CRT Greater than or equal to 2 and less than or equal to 256 

Modular Inverse Greater than 0 and less than or equal to 128 

Modular Multip lication Greater than 0 and less than or equal to 128 
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Modular Reduction Greater than 0 and less than or equal to 128 
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Important Remarks  

This section contains important remarks about the Primitives and IFD commands of this implementation. 

 

Functionality  Operation  

Automated sending of Work  Wait Time 

extension 

The Hitachi implementation returns WWT extension request bytes at 

periodic intervals using a timer 

Bit Manipulate Byte  

Bit Manipulate Word 

Bits 6 to 2 of b2 are ignored. That is, the primitives return the expected 

result regardless of the value of bits 6 to 2 of b2. 

Checksum If the checksummed area includes the parameters (the top four bytes of 

Dynamic), the checksum will be correctly calculated. 

Delegate When the application issues the Delegate primitive, Dynamic (Only the 

part used) and application control information on the issued application 

save once to area of EEPROM(Delegation stack). 

Therefore, the application developer should consider EEPROM writes in 

every Delegate primitive issuance. 

Generate Asymmetric Hash If b2 (mode) takes an unsupported value, this primitive performs no 

operation. In particular, no bytes are popped from the stack. The hash 

modulus length must be less than or equal to 128 bytes and greater than 

or equal to 72 bytes, or an abend will occur. 

Mode = 4 and mode = 5  are also supported. In these modes, The hash  

chain length  must be less than or equal to 20 bytes and greater than or 

equal to 16 bytes, or an abend will occur. 
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Functionality  Operation  

Generate Random Prime The flag must be equal to 0x00 or 0x80. 

The conf must not be equal to 0. 

The rgExp must be less than or equal to 128 bytes and greater than or 

equal to 6. 

The rgMin must be less than the rgMax. 

If any other these conditions are not met an abnormal end will occur. 

 

Actual time to timeout depends on a clock rate. 

Time To Timeout (msec) = 10
)(

57.3
³³timeout

MHzClockRate
 

Get Manufacturer Data 

Get MULTOS Data 

Get Purse Type 

Get Data 

If the destination is stack top, the last byte of retrieved data will be 

overwritten by the length of data retrieved. That is, the number of bytes 

copied is always returned on the stack regardless of the destination 

segment address. 

 

Get Memory Reliability MULTOS 4 always indicates memory is reliable: C = 0, Z = 0. 

Lookup If the target value appears more than once in the list, the location of the 

first is reported. The list need not be sorted. If the target value is not 

found, it is left unchanged on the stack. 

SetFCIRecord Regardless of fci_record_size declared by ALC, rewrite always is possible 

up to max_fci_record_size size. 

Memory Copy Non Atomic 

Memory Copy Non Atomic Fixed Length 

Whether the transaction protection status is ­on® or ­off®, the source 

datas that are copied by these primitives will be written to the destination 

directly, not through transaction protection buffers. 
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Functionality  Operation  

Modular Exponentiation This primitive may be used in one of two ways. In both cases the 

modulus value must be odd. 

 

¶ Full exponentiation 

The exponent length and modulus length must be less than or equal 

to 128 bytes. The exponent length and modulus length must be 

greater than 0. The exponent length must be less than or equal to 

that of the modulus. The most significant byte must not be 0. If any 

of these conditions is not met an abnormal end to processing will 

occur. 

¶ Public Exponentiation 

The exponent must be 3, 257 or 65537. 

The modulus length must be greater than or equal to the exponent 

length, but not greater than 128 bytes.  If any of these conditions is 

not met an abnormal end to processing will occur. 

Modular Exponentiation CRT The modulus length must be greater than 0, but not greater than 256 

bytes in length. It must also be an even value. If any of these conditions is 

not met an abnormal end will occur. 

 

Note: 

¶ The most significant byte must not be 0. 

¶ The least significant bit of pq must be 1. 

Modular Inverse The modulus length and the data length must be greater than 0 and less 

than or equal to 128 bytes. 

The modulus must not have any leading zero bytes. 

b2(Prime) value must be 0 or 1. 

If any other these conditions are not met an abnormal end will occur. 

If the modulus value is even number, process is executed by b2(Prime) 

value = 0. 
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Functionality  Operation  

Modular Multiplication The least significant bit of the modulus must be set to 1. 

The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The modulus must not have any leading zero bytes. 

If any other these conditions are not met an abnormal end will occur. 

Note that if both operand1 and operand2 are equal to or greater than 

the modulus, the result can not be guaranteed. 

Modular Reduction The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The data length must be equal or greater than the modulus length. 

The modulus must not have any leading zero bytes. 

If any of these conditions are not met an abnormal end will occur. 

Set Transaction Protection Bits 7 to 2 of b2 are ignored. That is, the primitive returns the expected 

result regardless of the value of bits 7 to 2 of b2. 

The Hitachi v4 card copies the memory to a temp store and write 

changes to the temp memory. In the case of Commit the temp data is 

rewritten to memory. 

Shift Left and Shift Right ¶ With b2 > 0, if b3 = 0, C= 0 and Z is set appropriately.  

The output block is equal to the input block (the input block is not 

changed). 

¶ With b2 > 0, if b3 > 8 * b2, C = 0 and Z = 1. 

The output block is zero. 

Set ATS Historical Characters In this implementation, data is not written. This primitive operate only 

with contact mode, and returns C=0, Z=1 and data size of written ATS 

Historical Characters to stack. Data size is overwrite as ­0®. 

Query Interface Type This primitive operate only with contact mode. C=0, Z=1. This primitive 

pop no stack 

 

Codelets Available  

There are twenty codelets available: 
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¶ 0015:Mondex Purse 2+ (SR2) 

¶ 0007:M/Chip Select V2.0.5 

¶ 0026:M/Chip Select V4 

¶ 0032:MODS 

¶ 0016:J/Smart V1.0 

¶ 0025:J/Smart V2.0 

¶ 0020:dnPKI. Note that this can only be activated by DNP. 

¶ 000C:DNP/Hitachi MultiPockets. Note that this can only be activated by DNP. 

¶ 000D:General PKI (JICSAP) 

¶ 0023:JBA(Mach Edition) 

¶ 0029:JICSAP subset 

¶ 002A:JPA (Plet¬s). Note that this can only be activated by DNP. 

¶ 002B:SafetyPass(Authentication) 

¶ 002C:JBA. (Note that this can only be activated by DNP.) 

¶ 002D:SafetyPass(Point) 

¶ 002E:ETC. Note that this can only be activated by DNP. 

¶ 0036:Korean PKI_036 

¶ 003A:Korean PKI_03A 

¶ 0039:Korean Cash 

¶ 0024:JBA. (Hitachi Version. Note that this can only be activated by Hitachi.) 
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AE45 X1 4.236aXb  

External Characteristics  

 

Data Item Value Comments 

External Specification 

MULTOS Version 4.2 plus optional CR 0211, 0212, 0216, 0217, 0219, 

0220 and 0222 

Silicon Provider / manufacturer_id Renesas Technology / 

0x20 

 

Implementers / implementer_id Hitachi / MXI / DNP / 0x04  

Mask / ic_types 4.236aXb / 0x60 / 0x61  

MULTOS Type Approval Status Derivative  

ITSEC E6 High Certificate Status  Derivative of previously certified AE45C 4.032a 

(see below) 

Technical Data 

Power / External Clock 1 to 8 MHz   

Transport Protocol T=0, T=1, T=15 

Contactless Type B 

 

FI/DI 0x11, 0x12, 0x13, 0x14, 

0x32, 0x33,0x94,0x95 

0x94, 0x95 will only available using a specific 

mode ATR. 

 

Dual ATR Supported  

PPS Supported  

ATR Character Convention Direct LSB (3B) Supported  

ATR Character Convention Indirect MSB (3F) Supported  

Memory Area Sizes 

AMD 0060v001  

ROM 196 K  

RAM Public 800 bytes  
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RAM Dynamic 512 bytes  

EEPROM Total 36 K  

EEPROM available for applications 32,768 bytes Excludes delegation stack of 576 bytes and 

application history list of 256 bytes 
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Application Related Characteristics  

 

Data Item Value Comments 

Application EEPROM Loading Requirements 

Application Header 256 bytes Per application loaded. 

Total temporary space per protected ALU 0  

Total temporary space per confidential ALU 0  

MULTOS Application Function 

Static Page Size (1 page) 64 bytes  

Maximum write size in pages 9 pages  

Maximum ATR File record size 32 bytes  

Maximum ATR Historical Byte record size 15 bytes  

Maximum DIR File record size 64 bytes  

Maximum FCI record size 64 bytes  

Maximum inbound TPDU size 256 bytes  

Maximum outbound TPDU size 255 bytes Under T=1 the maximum is 258 bytes 

Maximum delegation nest count 1 1 level guaranteed. This value can be customised 

up to 5 using an AMD. 

Maximum application history list entries 0 to 255 Standard configuration is 10. This value can be 

customised using an AMD. 

Retry Counters 

Set MSM Controls 6  

Create MEL Application 32 to 255 Standard configuration is 32. 

Delete MEL Application 32 to 255 Standard configuration is 32. 

Key Lengths 

KCK Public Key length 128 bytes  

Permitted Application Provider Public Key 

lengths 

64, 72, 80, 96, 112 bytes KMA will accept APPK between 72 and 128 bytes 

inclusive. 

MULTOS TKCK length 96 bytes  
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Primitive Support  

The primitives listed here are those that were included in the target specification.  

 

Primitive Supported Optional / Mandatory 

Add BCDN Yes Optional 

Bit Manipulate Byte Yes  

Bit Manipulate Word Yes  

Call Codelet Yes  

Call Extension 0, 1, 2 Yes Optional 

Call Extension 3, 4, 5, 6 Yes  

Card Block Yes  

Check Case Yes  

Checksum Yes  

Control Auto Reset WWT Yes  

Delegate Yes  

DES ECB Decipher Yes  

DES ECB Encipher Yes  

DivideN Yes  

Generate Asymmetric Hash  No  

Generate Asymmetric Hash General Yes  

Generate Asymmetric Signature General Yes Optional 

Generate DES CBC Signature Yes  

Generate Random Prime Yes Optional 

Generate Triple DES CBC Signature Yes  

Get Data Yes  

Get Delegator AID Yes  

Get DIR File Record Yes  

Get File Control Information Yes  

Get Manufacturer Data Yes  

Get Memory Reliability Yes  
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Primitive Supported Optional / Mandatory 

Get MULTOS Data Yes  

Get Purse Type Yes  

Get Random Number Yes  

Load CCR Yes  

Lookup Yes  

Memory Compare Yes  

Memory Compare Fixed Length Yes  

Memory Copy Yes  

Memory Copy Fixed Length Yes  

Memory Copy Non-Atomic Yes Optional 

Memory Copy Non-Atomic Fixed Length Yes Optional 

Modular Exponentiation Yes  

Modular Exponentiation CRT Yes  

Modular Inverse Yes Optional 

Modular Multiplication Yes Optional 

Modular Reduction Yes Optional 

MultiplyN Yes  

Query Codelet Yes  

Query Interface Type Yes  

Query0, Query1, Query2, Query3 Yes  

Reset Session Data Yes  

Reset WWT Yes  

Return from Codelet Yes  

SEED ECB Encipher Yes Optional 

SEED ECB Decipher Yes Optional 

Set AFI Yes  

Set ATR File Record Yes  

Set ATR Historical Characters Yes  

Set ATS Historical Characters Yes  Optional 

Set FCI Record Yes  
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Primitive Supported Optional / Mandatory 

Set Transaction Protection Yes  

Set Select SW Yes  

SHA-1 Yes  

Shift Left Yes  

Shift Right Yes  

Store CCR Yes  

Subtract BCDN Yes Optional *3 

Verify Asymmetric and Retrieve General Yes Optional *3 

*3 These primitives were disclosure to only specific users before 4.236a mask 
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Implementation Specific Characteristics  

Zero Block Size 

The following instructions and primitives have the block size specified in the code (as opposed to being run-time data). The following table 

shows how each will perform if a zero block size is specified. 

 

Type Instruction / Primitive  Operation  

Instruction LOAD, STORE, LOADI, 

STOREI 

no operation 

CLEARN no operation 

TESTN, INCN, DECN, NOTN Z = 1 

CMPN, ADDN, SUBN C = 0, Z = 1 

ANDN, ORN, XORN Z = 1 

Primitive MultiplyN Z = 1 

DivideN C = 1, Z = unchanged 

ShiftLeft, ShiftRight 

Add BCDN, Subtaract BCDN 

C = 0, Z = 1 

GetDIRFileRecord 

GetFileControlInformation 

One byte set to zero pushed onto stack, 

If the application specified does not exist, C = 

1, Z = 1 

If the application specified exists, C = 0, Z = 0 

GetManufacturerData 

GetMULTOSData 

GetPurseType 

One byte set to zero pushed onto stack, C = 0 

 

MemoryCompareFixedLengt

h 

DT¬ = DT - 4, C = 0, Z = 1 

MemoryCopyFixedLength DT¬ = DT - 4 
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Maximum Number o f Pages Permitted in a Single Write  

The maximum rewrite page number is 9. Regardless of whether transaction protection is on or off, an application must not perform a single 

write to Static that spans more than nine pages. If data is written in the 10
th

 page, the system abends. 

The maximum number of rewrite pages includes the number of pages written to EEPROM by primitives shown in the following table: 

Primitives  Pages used 

Card Block 1 

Set Select SW 1 

Set ATR File Record Primitive 1 

Set ATR Historical Characters Primitive 1 

Set FCI Record 2 

Note that the maximum number of pages (9 pages) includes the number of pages used by application as well as the number of pages used by 

primitives. 

 

Condition Code Register  

This implementation does not support signed arithmetic. The N and V flags are present in the CCR, and they may be changed by some 

instructions. However, signed arithmetic is not guaranteed and should be avoided. They may be used by an application using the Load CCR 

and Store CCR primitives, but this may affect the portability of the application. 

 

Supported Modulus Lengths of Cryptographic Primitives  

All values given are in bytes. 

 

Primitive Lengths supported 

Modular Exponentiation, public exponent 

not 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation, public exponent 

of 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation CRT Greater than or equal to 2 and less than or equal to 256 

Modular Inverse Greater than 0 and less than or equal to 128 

Modular Multipl ication Greater than 0 and less than or equal to 128 
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Modular Reduction Greater than 0 and less than or equal to 128 

 

First Activation by Contact Interface  

This implementation requires that the first activation of the chip¬s lifecycle is by contact Interface. 

 

Application Selection by Select File command  

The Select File command can only select the applications that will be able to run the current interface mode (contact or contactless interface).  

For example, the application running under the only contactless interface mode will NOT be selected by Select File command, when the chip is 

running under the contact interface.  This behavior will be decided from the application registration by the M-SPI. 
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Important Remarks  

This section contains important remarks about the Primitives and IFD commands of this implementation. 

 

Functionality  Operation  

Automated sending of Work  Wait Time 

extension 

The Hitachi implementation returns WWT extension request bytes at 

periodic intervals using a timer 

Bit Manipulate Byte  

Bit Manipulate Word 

Bits 6 to 2 of b2 are ignored. That is, the primitives return the expected 

result regardless of the value of bits 6 to 2 of b2. 

Checksum When the area where the checksum is calculated include parameters (the 

top 4 bytes of dynamic), the correct checksum is guaranteed. 

Delegate When the application issues the Delegate primitive, Dynamic (Only the 

part used) and application control information on the issued application 

save once to area of EEPROM(Delegation stack). 

Therefore, the application developer should consider EEPROM writes in 

every Delegate primitive issuance. 

Generate Asymmetric Hash If b2 (mode) takes an unsupported value, this primitive performs no 

operation. In particular, no bytes are popped from the stack. The hash 

modulus length must be less than or equal to 128 bytes and greater than 

or equal to 72 bytes, or an abend will occur. 

Mode = 4 and mode = 5  are also supported. In these modes, The hash  

chain length  must be less than or equal to 20 bytes and greater than or 

equal to 16 bytes, or an abend will occur. 
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Functionality  Operation  

Generate Random Prime The flag must be equal to 0x00 or 0x80. 

The conf value must not be equal to 0. 

The rgExp must be less than or equal to 128 bytes and greater than or 

equal to 6. 

The rgMin must be less than the rgMax. 

If any other these conditions are not met an abnormal end will occur. 

 

Actual time to timeout depends on a clock rate. 

Time To Timeout (msec) = 10
)(

57.3
³³timeout

MHzClockRate
 

Get Manufacturer Data 

Get MULTOS Data 

Get Purse Type 

Get Data 

If the destination is stack top, the last byte of retrieved data will be 

overwritten by the length of data retrieved. That is, the number of bytes 

copied is always returned on the stack regardless of the destination 

segment address. 

 

Get Memory Reliability MULTOS 4 always indicates memory is reliable: C = 0, Z = 0. 

Lookup If the target value appears more than once in the list, the location of the 

first is reported. The list need not be sorted. If the target value is not 

found, it is left unchanged on the stack. 

SetFCIRecord This primitive can rewrite max_fci_record_size at any time regardless of 

fci_record_size that has been declared with ALC. 

Memory Copy Non Atomic 

Memory Copy Non Atomic Fixed Length 

Whether the transaction protection status is ­on® or ­off®, the source 

datas that are copied by these primitives will be written to the destination 

directly, not through transaction protection buffers. 
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Functionality  Operation  

Modular Exponentiation This primitive may be used in one of two ways. In both cases the 

modulus value must be odd. 

 

¶ Full exponentiation 

The exponent length and modulus length must be less than or equal 

to 128 bytes. The exponent length and modulus length must be 

greater than 0. The exponent length must be less than or equal to 

that of the modulus. The most significant byte must not be 0. If any 

of these conditions is not met an abnormal end to processing will 

occur. 

¶ Public Exponentiation 

The exponent must be 3, 257 or 65537. 

The modulus length must be greater than or equal to the exponent 

length, but not greater than 128 bytes.  If any of these conditions is 

not met an abnormal end to processing will occur. 

Modular Exponentiation CRT The modulus length must be greater than 0, but not greater than 256 

bytes in length. It must also be an even value. The most significant byte 

of p and q (included in the pqu parameter) must not be 0. The least 

significant bit of p and q must be set to 1.  If any of these conditions are 

not met an abnormal end will occur. 

Modular Inverse The modulus length and input value length must be greater than 0, but 

not greater than 128 bytes in length. 

b2(prime) must be 0 or 1. 

The modulus value mustn¬t be 0. 

If any other these conditions are not met an abnormal end to processing 

will occur. 

 

The even value of modulus is assumed that b2(prime)=0. 
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Functionality  Operation  

Modular Multiplication The least significant bit of the modulus must be set to 1. 

The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The modulus must not have any leading zero bytes. 

If any other these conditions are not met an abnormal end will occur. 

Note that if both operand1 and operand2 are equal to or greater than 

the modulus, the result can not be guaranteed. 

Modular Reduction The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The data length must be equal or greater than the modulus length. 

The modulus must not have any leading zero bytes. 

If any of these conditions are not met an abnormal end will occur. 

Set AFI This primitive allows an application to update its Application Family 

Indicator,AFI.The AFI data is written to the multos control information for 

that aplication (the currently selected application) 

Set Transaction Protection Bits 7 to 2 of b2 are ignored. That is, the primitive returns the expected 

result regardless of the value of bits 7 to 2 of b2. 

The Hitachi v4 card copies the memory to a temp store and write 

changes to the temp memory. In the case of Commit the temp data is 

rewritten to memory. 

Shift Left and Shift Right ¶ With b2 > 0, if b3 = 0, C= 0 and Z is set appropriately.  

The output block is equal to the input block (the input block is not 

changed). 

¶ With b2 > 0, if b3 > 8 * b2, C = 0 and Z = 1.  

The output block is zero. 

Set ATS Historical Characters In this implementation, data is not written. This primitive returns is C=0, 

Z=1 and data size of written ATS Historical Characters to stack. Data size 

is overwrite as ­0®. 

 

Codelets Available  

There are fourteen codelets available: 
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¶ 0007:M/Chip Select V2.0.5 

¶ 0026:M/Chip Select V4 

¶ 0032:MODS 

¶ 0025:J/Smart V2.0 

¶ 0020:dnPKI. Note that this can only be activated by DNP. 

¶ 000C:DNP/Hitachi MultiPockets. Note that this can only be activated by DNP. 

¶ 0023:JBA(Mach Edition) 

¶ 0029:JICSAP subset 

¶ 002A:JPA (Plet¬s). Note that this can only be activated by DNP. 

¶ 002C:JBA.(Note that this can only be activated by DNP.  

¶ 002E:ETC. Note that this can only be activated by DNP. 

¶ 0036:Korean PKI_036 

¶ 003A:Korean PKI_03A 

¶ 0039:Korean Cash 
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AE44C 4.218a  

External Characteristics  

 

Data Item Value Comments 

External Specification 

MULTOS Version 4.2 plus optional CR 0211, 0216, 0217, 0219, 0220 

and 0222 

Silicon Provider / manufacturer_id Renesas Technology / 

0x20 

 

Implementers / implementer_id Hitachi / MXI / DNP / 0x04  

Mask / ic_types 4.218a / 0x70 / 0x71 0x70 = Test/JSS KMA, 0x71 = Global KMA 

MULTOS Type Approval Status Derivative  

ITSEC E6 High Certificate Status  Derivative of previously certified AE45C 4.032a 

(see below) 

Technical Data 

Power / External Clock 1 to 8 MHz  

Transport Protocol T=0, T=1, T=15  

FI/DI 0x11, 0x12, 0x13, 0x14, 

0x32, 0x33,0x94,0x95 

0x94, 0x95 will only available using a specific 

mode ATR. 

 

Dual ATR Supported  

PPS Supported  

ATR Character Convention Direct LSB (3B) Supported  

ATR Character Convention Indirect MSB (3F) Supported  

Memory Area Sizes 

AMD 0062v001  

ROM 128 K Size is decided by ROM Integration. 

RAM Public 800 bytes  

RAM Dynamic 512 bytes  
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EEPROM Total 18 K  

EEPROM available for applications 15,156 bytes Excludes delegation stack of 576 bytes and 

application history list of 256 bytes 
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Application Related Characteristics  

 

Data Item Value Comments 

Application EEPROM Loading Requirements 

Application Header 256 bytes Per application loaded. 

Total temporary space per protected ALU 0  

Total temporary space per confidential ALU 0   

MULTOS Application Function 

Static Page Size (1 page) 64 bytes  

Maximum write size in pages 9 pages  

Maximum ATR File record size 32 bytes  

Maximum ATR Historical Byte record size 15 bytes  

Maximum DIR File record size 64 bytes  

Maximum FCI record size 64 bytes  

Maximum inbound TPDU size 256 bytes  

Maximum outbound TPDU size 255 bytes Under T=1 the maximum is 258 bytes 

Maximum delegation nest count 1 1 level guaranteed. This value can be customised 

up to 5 using an AMD. 

Maximum application history list entries 0 to 255 Standard configuration is 10. This value can be 

customised using an AMD. 

Retry Counters 

Set MSM Controls 6  

Create MEL Application 32 to 255 Standard configuration is 32. 

Delete MEL Application 32 to 255 Standard configuration is 32. 

Key Lengths 

KCK Public Key length 128 bytes  

Permitted Application Provider Public Key 

lengths 

64, 72, 80, 96, 112 bytes KMA will accept APPK between 72 and 128 bytes 

inclusive. 

MULTOS TKCK length 96 bytes  
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Primitive Support  

The primitives listed here are those that were included in the target specification.  

 

Primitive Supported Optional / Mandatory 

Add BCDN Yes Optional 

Bit Manipulate Byte Yes  

Bit Manipulate Word Yes  

Call Codelet Yes  

Call Extension 0, 1, 2, 3, 4, 5, 6 Yes  

Card Block Yes  

Check Case Yes  

Checksum Yes  

Control Auto Reset WWT Yes  

Delegate Yes  

DES ECB Decipher Yes  

DES ECB Encipher Yes  

DivideN Yes  

Generate Asymmetric Hash  No  

Generate Asymmetric Hash General Yes  

Generate Asymmetric Signature General Yes Optional 

Generate DES CBC Signature Yes  

Generate Random Prime Yes Optional 

Generate Triple DES CBC Signature Yes  

Get Data Yes  

Get Delegator AID Yes  

Get DIR File Record Yes  

Get File Control Information Yes  

Get Manufacturer Data Yes  

Get Memory Reliability Yes  

Get MULTOS Data Yes  
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Primitive Supported Optional / Mandatory 

Get Purse Type Yes  

Get Random Number Yes  

Load CCR Yes  

Lookup Yes  

Memory Compare Yes  

Memory Compare Fixed Length Yes  

Memory Copy Yes  

Memory Copy Fixed Length Yes  

Memory Copy Non-Atomic Yes Optional 

Memory Copy Non-Atomic Fixed Length Yes Optional 

Modular Exponentiation Yes  

Modular Exponentiation CRT Yes  

Modular Inverse Yes Optional 

Modular Multiplication Yes Optional 

Modular Reduction Yes Optional 

MultiplyN Yes  

Query Codelet Yes  

Query Interface Type Yes  

Query0, Query1, Query2, Query3 Yes  

Reset Session Data Yes  

Reset WWT Yes  

Return from Codelet Yes  

SEED ECB Encipher Yes Optional 

SEED ECB Decipher Yes Optional 

Set ATR File Record Yes  

Set ATR Historical Characters Yes  

Set ATS Historical Characters Yes  Optional 

Set FCI Record Yes  

Set Transaction Protection Yes  

Set Select SW Yes  
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Primitive Supported Optional / Mandatory 

SHA-1 Yes  

Shift Left Yes  

Shift Right Yes  

Store CCR Yes  

Subtract BCDN Yes Optional 

Verify Asymmetric and Retrieve General Yes Optional 
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Implementation Specific Characteristics  

Zero Block Size 

The following instructions and primitives have the block size specified in the code (as opposed to being run-time data). The following table 

shows how each will perform if a zero block size is specified. 

 

Type Instruction / Primitive  Operati on 

Instruction LOAD, STORE, LOADI, 

STOREI 

no operation 

CLEARN no operation 

TESTN, INCN, DECN, NOTN Z = 1 

CMPN, ADDN, SUBN C = 0, Z = 1 

ANDN, ORN, XORN Z = 1 

Primitive MultiplyN Z = 1 

DivideN C = 1, Z = unchanged 

ShiftLeft, ShiftRight 

Add BCDN, Subtaract BCDN 

C = 0, Z = 1 

GetDIRFileRecord 

GetFileControlInformation 

One byte set to zero pushed onto stack, 

If the application specified does not exist, C = 

1, Z = 1 

If the application specified exists, C = 0, Z = 0 

GetManufacturerData 

GetMULTOSData 

GetPurseType 

One byte set to zero pushed onto stack, C = 0 

 

MemoryCompareFixedLengt

h 

DT¬ = DT - 4, C = 0, Z = 1 

MemoryCopyFixedLength DT¬ = DT - 4 
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Maximum Number of Pages Permitted in a Single Write  

The maximum rewrite page number is 9. Regardless of whether transaction protection is on or off, an application must not perform a single 

write to Static that spans more than nine pages. If data is written in the 10
th

 page, the system abends. 

The maximum number of rewrite pages includes the number of pages written to EEPROM by primitives shown in the following table: 

Primitives  Pages used 

Card Block 1 

Set Select SW 1 

Set ATR File Record Primitive 1 

Set ATR Historical Characters Primitive 1 

Set FCI Record 2 

Note that the maximum number of pages (9 pages) includes the number of pages used by application as well as the number of pages used by 

primitives. 

 

Condition Code Register  

This implementation does not support signed arithmetic. The N and V flags are present in the CCR, and they may be changed by some 

instructions. However, signed arithmetic is not guaranteed and should be avoided. They may be used by an application using the Load CCR 

and Store CCR primitives, but this may affect the portability of the application. 

 

Supported Modulus Lengths of Cr yptographic Primitives  

All values given are in bytes. 

 

Primitive Lengths supported 

Modular Exponentiation, public exponent 

not 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation, public exponent 

of 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation CRT Greater than or equal to 2 and less than or equal to 256 

Modular Inverse Greater than 0 and less than or equal to 128 

Modular Multiplication Greater than 0 and less than or equal to 128 
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Modular Reduction Greater than 0 and less than or equal to 128 
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Important Remarks  

This section contains important remarks about the Primitives and IFD commands of this implementation. 

 

Functionality  Operation  

Automated sending of Work  Wait Time 

extension 

The Hitachi implementation returns WWT extension request bytes at 

periodic intervals using a timer 

Bit Manipulate Byte  

Bit Manipulate Word 

Bits 6 to 2 of b2 are ignored. That is, the primitives return the expected 

result regardless of the value of bits 6 to 2 of b2. 

Checksum If the checksummed area includes the parameters (the top four bytes of 

Dynamic), the checksum will be correctly calculated. 

Delegate When the application issues the Delegate primitive, Dynamic (Only the 

part used) and application control information on the issued application 

save once to area of EEPROM(Delegation stack). 

Therefore, the application developer should consider EEPROM writes in 

every Delegate primitive issuance. 

Generate Asymmetric Hash If b2 (mode) takes an unsupported value, this primitive performs no 

operation. In particular, no bytes are popped from the stack. The hash 

modulus length must be less than or equal to 128 bytes and greater than 

or equal to 72 bytes, or an abend will occur. 

Mode = 4 and mode = 5  are also supported. In these modes, The hash  

chain length  must be less than or equal to 20 bytes and greater than or 

equal to 16 bytes, or an abend will occur. 
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Functionality  Operation  

Generate Random Prime The flag must be equal to 0x00 or 0x80. 

The conf must not be equal to 0. 

The rgExp must be less than or equal to 128 bytes and greater than or 

equal to 6. 

The rgMin must be less than the rgMax. 

If any other these conditions are not met an abnormal end will occur. 

 

Actual time to timeout depends on a clock rate. 

Time To Timeout (msec) = 10
)(

57.3
³³timeout

MHzClockRate
 

Get Manufacturer Data 

Get MULTOS Data 

Get Purse Type 

Get Data 

If the destination is stack top, the last byte of retrieved data will be 

overwritten by the length of data retrieved. That is, the number of bytes 

copied is always returned on the stack regardless of the destination 

segment address. 

 

Get Memory Reliability MULTOS 4 always indicates memory is reliable: C = 0, Z = 0. 

Lookup If the target value appears more than once in the list, the location of the 

first is reported. The list need not be sorted. If the target value is not 

found, it is left unchanged on the stack. 

SetFCIRecord Regardless of fci_record_size declared by ALC, rewrite always is possible 

up to max_fci_record_size size. 

Memory Copy Non Atomic 

Memory Copy Non Atomic Fixed Length 

Whether the transaction protection status is ­on® or ­off®, the source 

datas that are copied by these primitives will be written to the destination 

directly, not through transaction protection buffers. 
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Functionality  Operation  

Modular Exponentiation This primitive may be used in one of two ways. In both cases the 

modulus value must be odd. 

 

¶ Full exponentiation 

The exponent length and modulus length must be less than or equal 

to 128 bytes. The exponent length and modulus length must be 

greater than 0. The exponent length must be less than or equal to 

that of the modulus. The most significant byte must not be 0. If any 

of these conditions is not met an abnormal end to processing will 

occur. 

¶ Public Exponentiation 

The exponent must be 3, 257 or 65537. 

The modulus length must be greater than or equal to the exponent 

length, but not greater than 128 bytes.  If any of these conditions is 

not met an abnormal end to processing will occur. 

Modular Exponentiation CRT The modulus length must be greater than 0, but not greater than 256 

bytes in length. It must also be an even value. If any of these conditions is 

not met an abnormal end will occur. 

 

Note: 

¶ The most significant byte must not be 0. 

¶ The least significant bit of pq must be 1. 

Modular Inverse The modulus length and the data length must be greater than 0 and less 

than or equal to 128 bytes. 

The modulus must not have any leading zero bytes. 

b2(Prime) value must be 0 or 1. 

If any other these conditions are not met an abnormal end will occur. 

If the modulus value is even number, process is executed by b2(Prime) 

value = 0. 
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Functionality  Operation  

Modular Multiplication The least significant bit of the modulus must be set to 1. 

The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The modulus must not have any leading zero bytes. 

If any other these conditions are not met an abnormal end will occur. 

Note that if both operand1 and operand2 are equal to or greater than 

the modulus, the result can not be guaranteed. 

Modular Reduction The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The data length must be equal or greater than the modulus length. 

The modulus must not have any leading zero bytes. 

If any of these conditions are not met an abnormal end will occur. 

Set Transaction Protection Bits 7 to 2 of b2 are ignored. That is, the primitive returns the expected 

result regardless of the value of bits 7 to 2 of b2. 

The Hitachi v4 card copies the memory to a temp store and write 

changes to the temp memory. In the case of Commit the temp data is 

rewritten to memory. 

Shift Left and Shift Right ¶ With b2 > 0, if b3 = 0, C= 0 and Z is set appropriately.  

The output block is equal to the input block (the input block is not 

changed). 

¶ With b2 > 0, if b3 > 8 * b2, C = 0 and Z = 1.  

The output block is zero. 

Set ATS Historical Characters In this implementation, data is not written. This primitive operate only 

with contact mode, and returns C=0, Z=1 and data size of written ATS 

Historical Characters to stack. Data size is overwrite as ­0®. 

Query Interface Type This primitive operate only with contact mode. C=0, Z=1. This primitive 

pop no stack 

 

Codelets Available  

There are fifteen codelets available: 
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¶ 0007:M/Chip Select V2.0.5 

¶ 0026:M/Chip Select V4 

¶ 0032:MODS 

¶ 0025:J/Smart V2.0 

¶ 0020:dnPKI. Note that this can only be activated by DNP. 

¶ 000C:DNP/Hitachi MultiPockets. Note that this can only be activated by DNP. 

¶ 0029:JICSAP subset 

¶ 002A:JPA (Plet¬s). Note that this can only be activated by DNP. 

¶ 002C:JBA. (Note that this can only be activated by DNP.) 

¶ 002E:ETC. Note that this can only be activated by DNP. 

¶ 0036:Korean PKI_036 

¶ 003A:Korean PKI_03A 

¶ 0039:Korean Cash 

¶ 0024:JBA. (Hitachi Version. Note that this can only be activated by Hitachi.) 

¶ 0044:FingerVein.(by Hitachi) 
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AE44C 4.218aV  

External Characteristics  

 

Data Item Value Comments 

External Specification 

MULTOS Version 4.2 plus optional CR 0211, 0216, 0217, 0219, 0220 

and 0222 

Silicon Provider / manufacturer_id Renesas Technology / 

0x20 

 

Implementers / implementer_id Hitachi / MXI / DNP / 0x04  

Mask / ic_type 4.218aV  

MULTOS Type Approval Status TBC  

ITSEC E6 High Certificate Status  Derivative of previously certified AE45C 4.032a 

(see below) 

Technical Data 

Power / External Clock 1 to 8 MHz  

Transport Protocol T=0, T=1, T=15  

FI/DI 0x11, 0x12, 0x13, 0x14, 

0x32, 0x33,0x94,0x95 

0x94, 0x95 will only available using a specific 

mode ATR. 

 

Dual ATR Supported  

PPS Supported  

ATR Character Convention Direct LSB (3B) Supported  

ATR Character Convention Indirect MSB (3F) Supported  

Memory Area Sizes 

AMD 0068v001  

ROM 128 K Size is decided by ROM Integration. 

RAM Public 800 bytes  

RAM Dynamic 512 bytes  

EEPROM Total 18 K  

EEPROM available for applications 15,156 bytes Excludes delegation stack of 576 bytes and 
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application history list of 256 bytes 
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Application Related Characteristics  

 

Data Item Value Comments 

Application EEPROM Loading Requirements 

Application Header 256 bytes Per application loaded. 

Total temporary space per protected ALU 0  

Total temporary space per confidential ALU 0   

MULTOS Application Function 

Static Page Size (1 page) 64 bytes  

Maximum write size in pages 9 pages  

Maximum ATR File record size 32 bytes  

Maximum ATR Historical Byte record size 15 bytes  

Maximum DIR File record size 64 bytes  

Maximum FCI record size 64 bytes  

Maximum inbound TPDU size 256 bytes  

Maximum outbound TPDU size 255 bytes Under T=1 the maximum is 258 bytes 

Maximum delegation nest count 1 1 level guaranteed. This value can be customised 

up to 5 using an AMD. 

Maximum application history list entries 0 to 255 Standard configuration is 10. This value can be 

customised using an AMD. 

Retry Counters 

Set MSM Controls 6  

Create MEL Application 32 to 255 Standard configuration is 32. 

Delete MEL Application 32 to 255 Standard configuration is 32. 

Key Lengths 

KCK Public Key length 128 bytes  

Permitted Application Provider Public Key 

lengths 

64, 72, 80, 96, 112 bytes KMA will accept APPK between 72 and 128 bytes 

inclusive. 

MULTOS TKCK length 96 bytes  
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Primitive Support  

The primitives listed here are those that were included in the target specification.  

 

Primitive Supported Optional / Mandatory 

Add BCDN Yes Optional 

Bit Manipulate Byte Yes  

Bit Manipulate Word Yes  

Call Codelet Yes  

Call Extension 0, 1, 2, 3, 4, 5, 6 Yes  

Card Block Yes  

Check Case Yes  

Checksum Yes  

Control Auto Reset WWT Yes  

Delegate Yes  

DES ECB Decipher Yes  

DES ECB Encipher Yes  

DivideN Yes  

Generate Asymmetric Hash  No  

Generate Asymmetric Hash General Yes  

Generate Asymmetric Signature General Yes Optional 

Generate DES CBC Signature Yes  

Generate Random Prime Yes Optional 

Generate Triple DES CBC Signature Yes  

Get Data Yes  

Get Delegator AID Yes  

Get DIR File Record Yes  

Get File Control Information Yes  

Get Manufacturer Data Yes  

Get Memory Reliability Yes  

Get MULTOS Data Yes  
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Primitive Supported Optional / Mandatory 

Get Purse Type Yes  

Get Random Number Yes  

Load CCR Yes  

Lookup Yes  

Memory Compare Yes  

Memory Compare Fixed Length Yes  

Memory Copy Yes  

Memory Copy Fixed Length Yes  

Memory Copy Non-Atomic Yes Optional 

Memory Copy Non-Atomic Fixed Length Yes Optional 

Modular Exponentiation Yes  

Modular Exponentiation CRT Yes  

Modular Inverse Yes Optional 

Modular Multiplication Yes Optional 

Modular Reduction Yes Optional 

MultiplyN Yes  

Query Codelet Yes  

Query Interface Type Yes  

Query0, Query1, Query2, Query3 Yes  

Reset Session Data Yes  

Reset WWT Yes  

Return from Codelet Yes  

SEED ECB Encipher Yes Optional 

SEED ECB Decipher Yes Optional 

Set ATR File Record Yes  

Set ATR Historical Characters Yes  

Set ATS Historical Characters Yes  Optional 

Set FCI Record Yes  

Set Transaction Protection Yes  

Set Select SW Yes  
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Primitive Supported Optional / Mandatory 

SHA-1 Yes  

Shift Left Yes  

Shift Right Yes  

Store CCR Yes  

Subtract BCDN Yes Optional 

Verify Asymmetric and Retrieve General Yes Optional 

 



 

© 2010 MAOSCO Limited. MAO-DOC-TEC-010 v1.36a 

MULTOS is a trademark of MULTOS Limited.  49 

MIR 

Implementation Specific Characteristics  

Zero Block Size 

The following instructions and primitives have the block size specified in the code (as opposed to being run-time data). The following table 

shows how each will perform if a zero block size is specified. 

 

Type Instruction / Primitive  Operation  

Instruction LOAD, STORE, LOADI, 

STOREI 

no operation 

CLEARN no operation 

TESTN, INCN, DECN, NOTN Z = 1 

CMPN, ADDN, SUBN C = 0, Z = 1 

ANDN, ORN, XORN Z = 1 

Primitive MultiplyN Z = 1 

DivideN C = 1, Z = unchanged 

ShiftLeft, ShiftRight 

Add BCDN, Subtaract BCDN 

C = 0, Z = 1 

GetDIRFileRecord 

GetFileControlInformation 

One byte set to zero pushed onto stack, 

If the application specified does not exist, C = 

1, Z = 1 

If the application specified exists, C = 0, Z = 0 

GetManufacturerData 

GetMULTOSData 

GetPurseType 

One byte set to zero pushed onto stack, C = 0 

 

MemoryCompareFixedLengt

h 

DT¬ = DT - 4, C = 0, Z = 1 

MemoryCopyFixedLength DT¬ = DT - 4 
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Maximum Number of Pages Permitted in a Single Write  

The maximum rewrite page number is 9. Regardless of whether transaction protection is on or off, an application must not perform a single 

write to Static that spans more than nine pages. If data is written in the 10
th

 page, the system abends. 

The maximum number of rewrite pages includes the number of pages written to EEPROM by primitives shown in the following table: 

Primitives  Pages used 

Card Block 1 

Set Select SW 1 

Set ATR File Record Primitive 1 

Set ATR Historical Characters Primitive 1 

Set FCI Record 2 

Note that the maximum number of pages (9 pages) includes the number of pages used by application as well as the number of pages used by 

primitives. 

 

Condition Code Register  

This implementation does not support signed arithmetic. The N and V flags are present in the CCR, and they may be changed by some 

instructions. However, signed arithmetic is not guaranteed and should be avoided. They may be used by an application using the Load CCR 

and Store CCR primitives, but this may affect the portability of the application. 

 

Supported Modulus Lengths of Crypto graphic Primitives  

All values given are in bytes. 

 

Primitive Lengths supported 

Modular Exponentiation, public exponent 

not 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation, public exponent 

of 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation CRT Greater than or equal to 2 and less than or equal to 256 

Modular Inverse Greater than 0 and less than or equal to 128 

Modular Multiplication Greater than 0 and less than or equal to 128 
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Modular Reduction Greater than 0 and less than or equal to 128 
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Important Remarks  

This section contains important remarks about the Primitives and IFD commands of this implementation. 

 

Functionality  Operation  

Automated sending of Work  Wait Time 

extension 

The Hitachi implementation returns WWT extension request bytes at 

periodic intervals using a timer 

Bit Manipulate Byte  

Bit Manipulate Word 

Bits 6 to 2 of b2 are ignored. That is, the primitives return the expected 

result regardless of the value of bits 6 to 2 of b2. 

Checksum If the checksummed area includes the parameters (the top four bytes of 

Dynamic), the checksum will be correctly calculated. 

Delegate When the application issues the Delegate primitive, Dynamic (Only the 

part used) and application control information on the issued application 

save once to area of EEPROM(Delegation stack). 

Therefore, the application developer should consider EEPROM writes in 

every Delegate primitive issuance. 

Generate Asymmetric Hash If b2 (mode) takes an unsupported value, this primitive performs no 

operation. In particular, no bytes are popped from the stack. The hash 

modulus length must be less than or equal to 128 bytes and greater than 

or equal to 72 bytes, or an abend will occur. 

Mode = 4 and mode = 5  are also supported. In these modes, The hash  

chain length  must be less than or equal to 20 bytes and greater than or 

equal to 16 bytes, or an abend will occur. 
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Functionality  Operation  

Generate Random Prime The flag must be equal to 0x00 or 0x80. 

The conf must not be equal to 0. 

The rgExp must be less than or equal to 128 bytes and greater than or 

equal to 6. 

The rgMin must be less than the rgMax. 

If any other these conditions are not met an abnormal end will occur. 

 

Actual time to timeout depends on a clock rate. 

Time To Timeout (msec) = 10
)(

57.3
³³timeout

MHzClockRate
 

Get Manufacturer Data 

Get MULTOS Data 

Get Purse Type 

Get Data 

If the destination is stack top, the last byte of retrieved data will be 

overwritten by the length of data retrieved. That is, the number of bytes 

copied is always returned on the stack regardless of the destination 

segment address. 

 

Get Memory Reliability MULTOS 4 always indicates memory is reliable: C = 0, Z = 0. 

Lookup If the target value appears more than once in the list, the location of the 

first is reported. The list need not be sorted. If the target value is not 

found, it is left unchanged on the stack. 

SetFCIRecord Regardless of fci_record_size declared by ALC, rewrite always is possible 

up to max_fci_record_size size. 

Memory Copy Non Atomic 

Memory Copy Non Atomic Fixed Length 

Whether the transaction protection status is ­on® or ­off®, the source 

datas that are copied by these primitives will be written to the destination 

directly, not through transaction protection buffers. 
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Functionality  Operation  

Modular Exponentiation This primitive may be used in one of two ways. In both cases the 

modulus value must be odd. 

 

¶ Full exponentiation 

The exponent length and modulus length must be less than or equal 

to 128 bytes. The exponent length and modulus length must be 

greater than 0. The exponent length must be less than or equal to 

that of the modulus. The most significant byte must not be 0. If any 

of these conditions is not met an abnormal end to processing will 

occur. 

¶ Public Exponentiation 

The exponent must be 3, 257 or 65537. 

The modulus length must be greater than or equal to the exponent 

length, but not greater than 128 bytes.  If any of these conditions is 

not met an abnormal end to processing will occur. 

Modular Exponentiation CRT The modulus length must be greater than 0, but not greater than 256 

bytes in length. It must also be an even value. If any of these conditions is 

not met an abnormal end will occur. 

 

Note: 

¶ The most significant byte must not be 0. 

¶ The least significant bit of pq must be 1. 

Modular Inverse The modulus length and the data length must be greater than 0 and less 

than or equal to 128 bytes. 

The modulus must not have any leading zero bytes. 

b2(Prime) value must be 0 or 1. 

If any other these conditions are not met an abnormal end will occur. 

If the modulus value is even number, process is executed by b2(Prime) 

value = 0. 
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Functionality  Operation  

Modular Multiplication The least significant bit of the modulus must be set to 1. 

The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The modulus must not have any leading zero bytes. 

If any other these conditions are not met an abnormal end will occur. 

Note that if both operand1 and operand2 are equal to or greater than 

the modulus, the result can not be guaranteed. 

 

Please be careful that the API of this primitive described in «MULTOS 

Developers Reference Manual V1.40¬ published by MAOSCO Ltd is 

wrong. 

[False] 

Stack Usage 

Stack In 

lenMod 

addrMod 

addrOp1 

addrOp2 

 

[True] 

Stack Usage 

Stack In 

lenMod 

addrOp1 

addrOp2 

addrMod 

 

Modular Reduction The modulus length must be greater than 0 and less than or equal to 128 

bytes. 

The data length must be equal or greater than the modulus length. 

The modulus must not have any leading zero bytes. 

If any of these conditions are not met an abnormal end will occur. 
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Functionality  Operation  

Set Transaction Protection Bits 7 to 2 of b2 are ignored. That is, the primitive returns the expected 

result regardless of the value of bits 7 to 2 of b2. 

The Hitachi v4 card copies the memory to a temp store and write 

changes to the temp memory. In the case of Commit the temp data is 

rewritten to memory. 

Shift Left and Shift Right ¶ With b2 > 0, if b3 = 0, C= 0 and Z is set appropriately.  

The output block is equal to the input block (the input block is not 

changed). 

¶ With b2 > 0, if b3 > 8 * b2, C = 0 and Z = 1.  

The output block is zero. 

Set ATS Historical Characters In this implementation, data is not written. This primitive operate only 

with contact mode, and returns C=0, Z=1 and data size of written ATS 

Historical Characters to stack. Data size is overwrite as ­0®. 

Query Interface Type This primitive operate only with contact mode. C=0, Z=1. This primitive 

pop no stack 

 

Codelets Available  

There are twelve codelets available: 

 

¶ 0020:dnPKI. Note that this can only be activated by DNP. 

¶ 000C:DNP/Hitachi MultiPockets. Note that this can only be activated by DNP. 

¶ 0029:JICSAP subset 

¶ 002A:JPA (Plet¬s). Note that this can only be activated by DNP. 

¶ 002C:JBA. (Note that this can only be activated by DNP.) 

¶ 002E:ETC. Note that this can only be activated by DNP. 

¶ 0036:Korean PKI_036 

¶ 003A:Korean PKI_03A 

¶ 0039:Korean Cash 

¶ 0024:JBA. (Hitachi Version. Note that this can only be activated by Hitachi.) 
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¶ 0044:FingerVein.(by Hitachi) 

¶ 0035:VSDC 
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AE45X -B 4.032Xb  

External Characteristics  

 

Data Item Value Comments 

External Specification 

MULTOS Version 4  

Silicon Provider Renesas Technology  

Implementers Hitachi / DNP  

Mask 4.032Xb 

 

MULTOS specification baseline is 4.06 plus CR 

0031,  0044, 0045, 0066, 0076, 0077, 0078, 

0079, 0082, 0085, 0087, 0089, 0091, 0092, 

0099, 0109, 0113, 0120, 0122, 0123, 0124, 

0126, 0127 and 0130 

ITSEC Certificate Status Derivative Of previous version 4.032a 

Technical Data 

Power / External Clock 5V / 1 to 8 MHz 

3V / 1 to 8 MHz 

 

Transport Protocol T=0, T=1, T=15 

Contactless Type B 

 

FI/DI 0x11, 0x12, 0x13, 0x32, 

0x33 

0x32, 0x33 will only available using a specific 

mode ATR. 

Dual ATR Supported  

PPS Supported  

ATR Character Convention Direct LSB (3B) Supported  

ATR Character Convention Indirect MSB (3F) Supported  

Memory Area Sizes 

AMD 0048v003  

ROM 128 K  

RAM Public 800 bytes  

RAM Dynamic 512 bytes  
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EEPROM Total 36 K  

EEPROM available for applications 32768 bytes Excludes delegation stack of 576 bytes and 

application history list of 256 bytes 
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Application Related Characteristics  

 

Data Item Value Comments 

Application EEPROM Loading Requirements 

Application Header 256 bytes Per application loaded. 

Total temporary space per protected ALU 0 bytes  

Total temporary space per confidential ALU 0 bytes   

MULTOS Application Function 

Static Page Size (1 page) 64 bytes  

Maximum write size in pages 9 pages  

Maximum ATR File record size 32 bytes  

Maximum ATR Historical Byte record size 15 bytes  

Maximum DIR File record size 64 bytes  

Maximum FCI record size 64 bytes  

Maximum inbound TPDU size 256 bytes  

Maximum outbound TPDU size 255 bytes Under T=1 the maximum is 258 bytes 

Maximum delegation nest count 1 1 level guaranteed. This value can be customised 

up to 5 using an AMD. 

Maximum application history list entries 0 to 255 Standard configuration is 10. This value can be 

customised using an AMD. 

Retry Counters 

Set MSM Controls 6  

Create MEL Application 6 to 255 Standard configuration is 32. 

Delete MEL Application 6 to 255 Standard configuration is 32. 

Key Lengths 

KCK Public Key length 128 bytes  

Permitted Application Provider Public Key 

lengths 

64, 72, 80, 96, 112 bytes KMA will accept APPK between 72 and 112 bytes 

inclusive. 

MULTOS TKCK length 96 bytes  
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Primitive Support  

 

The primitives listed here are those that were included in the target specification.  

Primitive Supported Optional / Mandatory 

Bit Manipulate Byte Yes  

Bit Manipulate Word Yes  

Call Codelet Yes  

Call Extension 0, 1, 2, 3, 4, 5, 6 Yes  

Card Block Yes  

Check Case Yes  

Checksum Yes  

Control Auto Reset WWT Yes Optional 

Delegate Yes  

DES ECB Decipher Yes  

DES ECB Encipher Yes  

DivideN Yes  

Generate Asymmetric Hash  Yes  

Generate DES CBC Signature Yes  

Generate Triple DES CBC Signature Yes  

Get Delegator AID Yes  

Get DIR File Record Yes  

Get File Control Information Yes  

Get Manufacturer Data Yes  

Get Memory Reliability Yes  

Get MULTOS Data Yes  

Get Purse Type Yes  

Get Random Number Yes  

Load CCR Yes  

Lookup Yes  

Memory Compare Yes  

Memory Compare Fixed Length Yes  
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Primitive Supported Optional / Mandatory 

Memory opy Yes  

Memory Copy Fixed Length Yes  

Modular Exponentiation Yes  

Modular Exponentiation CRT Yes  

Modular Multiplication NO Optional 

Modular Reduction NO Optional 

MultiplyN Yes  

Query Codelet Yes  

Query0, Query1, Query2, Query3 Yes  

Reset Session Data Yes  

Reset WWT Yes  

Return from Codelet Yes  

Set ATR File Record Yes  

Set ATR Historical Characters Yes  

Set Transaction Protection Yes  

Set Select SW Yes  

SHA-1 Yes  

Shift Left Yes  

Shift Right Yes  

Store CCR Yes  

 

 

Implementation Specific Characteristics  

Zero Block Size 

The following instructions and primitives have the block size specified in the code (as opposed to being run-time data). The following table 

shows how each will perform if a zero block size is specified. 

 

Type Instruction / Primitive  Operation  
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Type Instruction / Primitive  Operation  

Instruction LOAD, STORE, LOADI, 

STOREI 

no operation 

CLEARN no operation 

TESTN, INCN, DECN, NOTN Z = 1 

CMPN, ADDN, SUBN C = 0, Z = 1 

ANDN, ORN, XORN Z = 1 

Primitive MultiplyN Z = 1 

DivideN C = 1, Z = unchanged 

ShiftLeft, ShiftRight C = 0, Z = 1 

GetDIRFileRecord 

GetFileControlInformation 

One byte set to zero pushed onto stack, 

If the application specified does not exist, C = 

1, Z = 1 

If the application specified exists, C = 0, Z = 0 

GetManufacturerData 

GetMULTOSData 

GetPurseType 

One byte set to zero pushed onto stack, C = 0 

Undefined: implementation specific handling 

Undefined: implementation specific handling 

MemoryCompareFixedLengt

h 

DT¬ = DT - 4, C = 0, Z = 1 

MemoryCopyFixedLength DT¬ = DT - 4 

 

 

Maximum Number of Pages Permitted in a Single Write  

The maximum rewrite page number is 9. Regardless of whether transaction protection is on or off, an application must not perform a single 

write to Static that spans more than nine pages. If data is written in the 10
th

 page, the system abends. 

The maximum number of rewrite pages includes the number of pages written to EEPROM by primitives shown in the following table: 

Primitives  Pages used 

Card Block 1 

Set Select SW 1 

Set ATR File Record Primitive 1 
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Set ATR Historical Characters Primitive 1 

Note that the maximum number of pages (9 pages) includes the number of pages used by application as well as the number of pages used by 

primitives. 

 

Condition Code Register  

This implementation does not support signed arithmetic. The N and V flags are present in the CCR, and they may be changed by some 

instructions. However, signed arithmetic is not guaranteed and should be avoided. They may be used by an application using the Load CCR 

and Store CCR primitives, but this may affect the portability of the application. 

 

Supported Modulus Lengths of Cryptographic Primitives  

All values given are in bytes. 

 

Primitive Lengths supported 

Modular Exponentiation, public exponent 

not 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation, public exponent 

of 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation CRT Greater than or equal to 2 and less than or equal to 128 
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Important Remarks  

This section contains important remarks about the Primitives and IFD commands of this implementation. 

 

Functionality  Operation  

ADDN 

ANDN 

CMPN 

ORN 

STORE 

SUBN 

XORN 

An abnormal end will occur if: 

 

(a) both operands are on the stack and 

(b) he size of the operands is greater than or equal to 128 bytes 

Automated sending of Work  Wait Time 

extension 

The Hitachi implementation returns WWT extension request bytes at 

periodic intervals using a timer 

Bit Manipulate Byte  

Bit Manipulate Word 

Bits 6 to 2 of b2 are ignored. That is, the primitives return the expected 

result regardless of the value of bits 6 to 2 of b2. 

Checksum If the checksummed area includes the parameters (the top four bytes of 

Dynamic), the checksum will be correctly calculated. 

Generate Asymmetric Hash If b2 (mode) takes an unsupported value, this primitive performs no 

operation. In particular, no bytes are popped from the stack. The 

MULTOS-4 global data item hash_chain_length is 16. 

Mode = 2 and mode = 3 are also supported. In these modes, the hash 

modulus length must be 72 bytes, or an abend will occur. 

Get Manufacturer Data 

Get MULTOS Data 

Get Purse Type 

If the destination is stack top, the last byte of retrieved data will be 

overwritten by the length of data retrieved. That is, the number of bytes 

copied is always returned on the stack regardless of the destination 

segment address. 

Get Memory Reliability MULTOS 4 always indicates memory is reliable: C = 0, Z = 0. 

Lookup If the target value appears more than once in the list, the location of the 

first is reported. The list need not be sorted. If the target value is not 

found, it is left unchanged on the stack. 
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Functionality  Operation  

Modular Exponentiation This primitive may be used in one of two ways. In both cases the 

modulus value must be odd. 

 

¶ Full exponentiation 

The exponent length and modulus length must be less than or equal 

to 128 bytes. The exponent length and modulus length must be 

greater than 0 and the exponent length must be less than or equal to 

that of the modulus. The most significant byte of the modulus must 

not be 0 and the least significant bit must be 1. If any of these 

conditions is not met an abnormal end to processing will occur. 

¶ Public Exponentiation 

The exponent must be 3 or 65537. 

The modulus length must be greater than or equal to the exponent 

length, but not greater than 128 bytes. The least significant bit of the 

modulus must be 1. If any of these conditions is not met an abnormal 

end to processing will occur. 

Modular Exponentiation CRT The modulus length must be greater than 0, but not greater than 128 

bytes in length. It must also be an even value. If any of these conditions is 

not met an abnormal end will occur. 

 

Note: 

¶ The most significant byte of pq must not be 0. 

¶ The  least significant bit of pq  must be set to 1. 

Set Transaction Protection Bits 7 to 2 of b2 are ignored. That is, the primitive returns the expected 

result regardless of the value of bits 7 to 2 of b2. 

The Hitachi v4 card copies the memory to a temp store and write 

changes to the temp memory. In the case of Commit the temp data is 

rewritten to memory. 
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Functionality  Operation  

Shift Left and Shift Right ¶ With b2 > 0, if b3 = 0, C= 0 and Z is set appropriately.  

The output block is equal to the input block (the input block is not 

changed). 

¶ With b2 > 0, if b3 > 8 * b2, C = 0 and Z = 1.  

The output block is zero. 

 

 

Codelets Available  

There are four codelets available: 

 

¶ 000D DNP PKI (JICSAP) Application. Note that this can only be activated by DNP. 

¶ 000C DNP / Hitachi MultiPockets. Note that this can only be activated by DNP. 

¶ 0020 dnPKI. Note that this can only be activated by DNP. 

¶ 0028 Japanese Residential ID. Note that this can only be activated by DNP. 

 

 

AE43C 4.08b  

External Characteristics  

 

Data Item Value Comments 

External Specification 

MULTOS Version 4  

Silicon Provider Renesas Technology  

Implementers Hitachi / DNP  

Mask 4.08b 

 

MULTOS specification baseline is 4.06 plus CR 

0031, 0045, 0076, 0077, 0078, 0079, 0082, 

0085, 0087, 0089, 0091, 0092, 0099, 0109, 
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0113, 0120, 0122, 0123, 0124, 0126, 0127 and 

0130 

ITSEC Certificate Status Derivative of 4.032a 

Technical Data 

Power / External Clock 5V / 1 to 8 MHz 

3V / 1 to 8 MHz 

 

Transport Protocol T=0, T=1, T=15  

FI/DI 0x11, 0x12, 0x13,  

0x32, 0x33 

0x32, 0x33 will only available using a specific 

mode ATR. 

 

Dual ATR Supported  

PPS Supported  

ATR Character Convention Direct LSB (3B) Supported  

ATR Character Convention Indirect MSB (3F) Supported  

Memory Area Sizes 

AMD 0035v001  

ROM 64 K  

RAM Public 352 bytes  

RAM Dynamic 320 bytes  

EEPROM Total 8.5 K  

EEPROM available for applications 5760 bytes Excludes delegation stack of 384 bytes and 

application history list of 192 bytes 

 

 

Application Related Characteristics  

 

Data Item Value Comments 

Application EEPROM Loading Requirements 

Application Header 256 bytes Per application loaded. 
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Total temporary space per protected ALU 0 bytes  

Total temporary space per confidential ALU 0 bytes   

MULTOS Application Function 

Static Page Size (1 page) 64 bytes  

Maximum write size in pages 9 pages  

Maximum ATR File record size 32 bytes  

Maximum ATR Historical Byte record size 15 bytes  

Maximum DIR File record size 64 bytes  

Maximum FCI record size 64 bytes  

Maximum inbound TPDU size 256 bytes  

Maximum outbound TPDU size 255 bytes Under T=1 the maximum is 258 bytes 

Maximum delegation nest count 1 1 level guaranteed. This value can be customised 

up to 5 using an AMD. 

Maximum application history list entries 0 to 255 Standard configuration is 10. This value can be 

customised using an AMD. 

Retry Counters 

Set MSM Controls 6  

Create MEL Application 6 to 255 Standard configuration is 32. 

Delete MEL Application 6 to 255 Standard configuration is 32. 

Key Lengths 

KCK Public Key length 128 bytes  

Permitted Application Provider Public Key 

lengths 

64, 72, 80, 96, 112 bytes KMA will accept APPK between 72 and 112 bytes 

inclusive. 

MULTOS TKCK length 96 bytes  
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Primitive Support  

The primitives listed here are those that were included in the target specification.  

 

Primitive Supported Optional / Mandatory 

Bit Manipulate Byte Yes  

Bit Manipulate Word Yes  

Call Codelet Yes  

Call Extension 0, 1, 2, 3, 4, 5, 6 Yes  

Card Block Yes  

Check Case Yes  

Checksum Yes  

Control Auto Reset WWT Yes Optional 

Delegate Yes  

DES ECB Decipher Yes  

DES ECB Encipher Yes  

DivideN Yes  

Generate Asymmetric Hash  Yes  

Generate DES CBC Signature Yes  

Generate Triple DES CBC Signature Yes  

Get Delegator AID Yes  

Get DIR File Record Yes  

Get File Control Information Yes  

Get Manufacturer Data Yes  

Get Memory Reliability Yes  

Get MULTOS Data Yes  

Get Purse Type Yes  

Get Random Number Yes  

Load CCR Yes  

Lookup Yes  

Memory Compare Yes  



 

© 2010 MAOSCO Limited. MAO-DOC-TEC-010 v1.36a 

MULTOS is a trademark of MULTOS Limited.  71 

MIR 

Primitive Supported Optional / Mandatory 

Memory Compare Fixed Length Yes  

Memory Copy Yes  

Memory Copy Fixed Length Yes  

Modular Exponentiation Yes  

Modular Exponentiation CRT Yes  

Modular Multiplication NO Optional 

Modular Reduction NO Optional 

MultiplyN Yes  

Query Codelet Yes  

Query0, Query1, Query2, Query3 Yes  

Reset Session Data Yes  

Reset WWT Yes  

Return from Codelet Yes  

Set ATR File Record Yes  

Set ATR Historical Characters Yes  

Set Transaction Protection Yes  

Set Select SW Yes  

SHA-1 Yes  

Shift Left Yes  

Shift Right Yes  

Store CCR Yes  

 

 

Implementation Specific Characteristics  

Zero Block Size 

The following instructions and primitives have the block size specified in the code (as opposed to being run-time data). The following table 

shows how each will perform if a zero block size is specified. 

 

Type Instruction / Primitive  Operation  
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Type Instruction / Primitive  Operation  

Instruction LOAD, STORE, LOADI, 

STOREI 

no operation 

CLEARN no operation 

TESTN, INCN, DECN, NOTN Z = 1 

CMPN, ADDN, SUBN C = 0, Z = 1 

ANDN, ORN, XORN Z = 1 

Primitive MultiplyN Z = 1 

DivideN C = 1, Z = unchanged 

ShiftLeft, ShiftRight C = 0, Z = 1 

GetDIRFileRecord 

GetFileControlInformation 

One byte set to zero pushed onto stack, 

If the application specified does not exist, C = 

1, Z = 1 

If the application specified exists, C = 0, Z = 0 

GetManufacturerData 

GetMULTOSData 

GetPurseType 

One byte set to zero pushed onto stack, C = 0 

Undefined: implementation specific handling 

Undefined: implementation specific handling 

MemoryCompareFixedLengt

h 

DT¬ = DT - 4, C = 0, Z = 1 

MemoryCopyFixedLength DT¬ = DT - 4 

 

 

Maximum Number of Pages Permitted in a Single Write  

The maximum rewrite page number is 9. Regardless of whether transaction protection is on or off, an application must not perform a single 

write to Static that spans more than nine pages. If data is written in the 10
th

 page, the system abends. 

The maximum number of rewrite pages includes the number of pages written to EEPROM by primitives shown in the following table: 

Primitives  Pages used 

Card Block 1 

Set Select SW 1 
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Set ATR File Record Primitive 1 

Set ATR Historical Characters Primitive 1 

Note that the maximum number of pages (9 pages) includes the number of pages used by application as well as the number of pages used by 

primitives. 

 

Condition Code Register  

This implementation does not support signed arithmetic. The N and V flags are present in the CCR, and they may be changed by some 

instructions. However, signed arithmetic is not guaranteed and should be avoided. They may be used by an application using the Load CCR 

and Store CCR primitives, but this may affect the portability of the application. 

 

Supported Modulus Leng ths of Cryptographic Primitives  

All values given are in bytes. 

 

Primitive Lengths supported 

Modular Exponentiation, public exponent 

not 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation, public exponent 

of 3 

Greater than 0 and less than or equal to 128 

Modular Exponentiation CRT Greater than or equal to 2 and less than or equal to 128 
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Important Remarks  

This section contains important remarks about the Primitives and IFD commands of this implementation. 

 

Functionality  Operation  

ADDN 

ANDN 

CMPN 

ORN 

STORE 

SUBN 

XORN 

An abnormal end will occur if: 

 

¶ both operands are on the stack and 

¶ the size of the operands is greater than or equal to 128 bytes 

Automated sending of Work  Wait Time 

extension 

The Hitachi implementation returns WWT extension request bytes at 

periodic intervals using a timer 

Bit Manipulate Byte  

Bit Manipulate Word 

Bits 6 to 2 of b2 are ignored. That is, the primitives return the expected 

result regardless of the value of bits 6 to 2 of b2. 

Checksum If the checksummed area includes the parameters (the top four bytes of 

Dynamic), the checksum will be correctly calculated. 

Generate Asymmetric Hash If b2 (mode) takes an unsupported value, this primitive performs no 

operation. In particular, no bytes are popped from the stack. The 

MULTOS-4 global data item hash_chain_length is 16. 

Mode = 2 and mode = 3 are also supported. In these modes, the hash 

modulus length must be 72 bytes, or an abend will occur. 

Get Manufacturer Data 

Get MULTOS Data 

Get Purse Type 

If the destination is stack top, the last byte of retrieved data will be 

overwritten by the length of data retrieved. That is, the number of bytes 

copied is always returned on the stack regardless of the destination 

segment address. 

Get Memory Reliability MULTOS 4 always indicates memory is reliable: C = 0, Z = 0. 

Lookup If the target value appears more than once in the list, the location of the 

first is reported. The list need not be sorted. If the target value is not 

found, it is left unchanged on the stack. 
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Functionality  Operation  

Modular Exponentiation This primitive may be used in one of two ways. In both cases the 

modulus value must be odd. 

 

¶ Full exponentiation 

The exponent length and modulus length must be less than or equal 

to 128 bytes. The exponent length and modulus length must be 

greater than 0. The exponent length must be less than or equal to 

that of the modulus. The most significant byte must not be 0. The 

least significant bit must be 1. If any of these conditions is not met an 

abnormal end to processing will occur. 

¶ Public Exponentiation 

The exponent must be 3 or 65537. 

The modulus length must be greater than the exponent length, but 

not greater than 128 bytes. The least significant bit of the modulus 

must be 1. If any of these conditions is not met an abnormal end to 

processing will occur. 

Modular Exponentiation CRT The modulus length must be greater than 0, but not greater than 128 

bytes in length. It must also be an even value. If any of these conditions is 

not met an abnormal end will occur. 

 

Note: 

¶ The most significant byte of pq must not be 0l 

¶ The least significant bit of pq must be set to 1. 

Set Transaction Protection Bits 7 to 2 of b2 are ignored. That is, the primitive returns the expected 

result regardless of the value of bits 7 to 2 of b2. 

The Hitachi v4 card copies the memory to a temp store and write 

changes to the temp memory. In the case of Commit the temp data is 

rewritten to memory. 
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Functionality  Operation  

Shift Left and Shift Right ¶ With b2 > 0, if b3 = 0, C= 0 and Z is set appropriately.  

The output block is equal to the input block (the input block is not 

changed). 

¶ With b2 > 0, if b3 > 8 * b2, C = 0 and Z = 1.  

The output block is zero. 

 

 

Codelets Available  

There are four codelets available: 

 

¶ 001D Mondex Purse 2 

¶ 0015 Mondex Purse 2+ (SR2) 

¶ 0007 M/Chip Select V2.0.5 

¶ 0020 dnPKI. Note that this can only be activated by DNP. 

  

 

AE45CH 4.016b  

External Characteristics  

 

Data Item Value Comments 

External Specification 

MULTOS Version 4  

Silicon Provider Renesas Technology  

Implementers Hitachi / MXI / DNP  

Mask 4.016b 

 

MULTOS specification baseline is 4.06 plus CR 

0031, 0041, 0045, 0076, 0077, 0078, 0079, 
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0080, 0082, 0085, 0087, 0089, 0091, 0092, 

0099, 0109, 0113, 0120, 0122, 0123, 0124, 

0126, 0127, 0130 and 0136 

ITSEC Certificate Status Derivative Of 4.032a 

Technical Data 

Power / External Clock 5V / 1 to 8 MHz 

3V / 1 to 8 MHz 

 

Transport Protocol T=0, T=1, T=15  

FI/DI 0x11, 0x12, 0x13,  

0x32, 0x33 

0x32, 0x33 will only available using a specific 

mode ATR. 

 

Dual ATR Supported  

PPS Supported  

ATR Character Convention Direct LSB (3B) Supported  

ATR Character Convention Indirect MSB (3F) Supported  

Memory Area Sizes 

AMD 0046v001  

ROM 96 K  

RAM Public 800 bytes  

RAM Dynamic 512 bytes  

EEPROM Total 20.5 K  

EEPROM available for applications 16576 bytes Excludes delegation stack of 576 bytes and 

application history list of 256 bytes 

 

 

Application Related Characteristics  

 

Data Item Value Comments 

Application EEPROM Loading Requirements 

Application Header 256 bytes Per application loaded. 












































































































































































































































































































































































































































































































































































































































































































































