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This Agreement is made between MAOSCO Limited, a company incorporated under the laws of England (registered number 3290648pse registered office is at St Andrews House, Kelvin Close, The
Links, Brichwood, Warrington, WA3 PB, England (MAOSCO), a subsidiary BJULTOS Limitecand the Licensee.

IT IS AGREED as follows:

1. GRANT AND EXTENT OF LICENCE

1) In consideration of the mutual covenants and undertaikgs contained in this Agreement and subject to the terms of this Agreement, MAOSCO grants to the Licensee and each of itfliates
(for so long as it remains an Affiliate of the Licensee), and the Licensee accepts from MAOSCO, a-eanlusive, worldwide licence to use the Licensed Rights and the MULTOS Developer Documents for
the sole purpose of developing, using, exploiting, improving and maintaining one or more MULTOS Applications and tools foettievelopment of MULTOS Applications. For the avoidaeof doubt,

neither the Licensee nor any of its Affiliates shall be entitled, under this Agreement, to use the Licensed Rights and thelMIOS Developer Documents (a) to develop MULTOS Implementations or (b) for
any purpose other than as specifically authdsed under this subclause.

) The rights granted by MAOSCO to Affiliates of the Licensee under subclause (1) shall only apply to those Affiliates of tleerisee whose name and principal place of business have been
notified in writing, physically or ele¢ronically, to MAOSCO (each an "Authorised Affiliate”). The Licensee undertakes to ensure that each Authorised Affiliateaigare of the extent of the Licensee's rights
and the Licensee's obligations under this Agreement and shall procure that each Auttised Affiliate observes those rights and obligations. The Licensee shall assume responsibility for any breach by an
Authorised Affiliate of the terms of this Agreement and any such breach shall be deemed to be a breach by the Licensee.

3) Other than the Licensed Rights, any Intellectual Property subsisting in any MULTOS Application developed by the Licensee or any of itataéfipursuant to subclause (1) shall, as between
MAOSCO and the Licensee, vest in the Licensee ("Licensee MULTOS Intellectugety)’). The parties acknowledge that the MULTOS Developer Documents are intended to be an industry standard. The
Licensee covenants not to sue, and shall procure that its Affiliates shall not sMJLTOS LimitedMAOSCO (or any of its sublicesees) with respect to the use, for any purpose, of the Licensee MULTOS
Intellectual Property in relation to any MULTOS Application or MULTOS Implementation to the extent that the Licensee MUL@Hectual Property is comprised or incorporated in the MUTOS Developer
Documents.

2. CRYPTOGRAPHIC CERTIFICATION

1) The Licensee acknowledges that:

(@) the MULTOS Card issuer will be required to obtain MULTOS Application load and MULTOS Application delete certificates from BIBO and to pay to MAOSCO a feetd be determined by
MAOSCO) in respect of each loading onto, and each deletion from, a MULTOS Card of a MULTOS Application although the MULTQ8idgtions will not be required to be submitted to MAOSCO;

(b) the cryptographic certification process enablethe MULTOS Card issuer to control which MULTOS Applications are loaded onto its MULTOS Cards;

(c) the cryptographic certificate may also determine whether MULTOS Applications shall be able to call certain cryptographic fioms from the relevant MULTOSmplementation;

(d) the cryptographic certification process is not a quality control process for MULTOS Applications and that it will remain #&LTOS Card issuer's responsibility to ensure that (i) MULTOS

Applications meet its requirements and qualitytandards and (ii) any territorial specific commercial cryptographic licensing requirements have been fulfilled;

(e) legislation in certain jurisdictions restricts the use of some cryptographic functions and, therefore, MULTOS Card issuedsthe Licenseemay be required to demonstrate to MAOSCO that
they have received approval from the appropriate authorities before access to these cryptographic functions will be grantadd

() the MULTOS Card issuer shall contact the MULTOS security manager (detdilstoom are published on the MULTOS website on http://www.MULTOS.com), in order to make arrangements
for Cryptographic Certification.

2) MAOSCO shall have the right to subcontract the performance of Cryptographic Certification telULTOS Limitecor an Affiliate of MULTOS Limitedbr any other person.

3. LICENSEE'S UNDERTAKINGS

1) The Licensee undertakes to MAOSCO that it shall:

(a) not alter or modify the whole or any part of the MULTOS Developer Documents; and

b) not alter, obscure,remove or interfere with all or any, and shall reproduce on all authorised copies all, of titeademarks trade names, markings or notices affixed to or contained in any part
of the MULTOS Developer Documents and shall mark all authorised copief the MULTOS Developer Documents with those notices or marks or both as may be required by law;

(c) not to disclose all or part of the MULTOS Developer Documents except to the extent expressly permitted by this Agreement.
?) The Licensee agrees thahe use of all copies of the MULTOS Developer Documents is subject to the terms of this Agreement.
[©)] The Licensee shall comply with the Specification Management Procedures.

4. MULTOS DEVELOPER DOCUMENTS AND TECHNICAL ASSISTANCE
1) MAOSCO undertakes tagive the Licensee access via website to the MULTOS Developer Documents, with a right to download copies of the MULTOS Derdlyuments, for the purposes
set out in clause 1(1) as soon as reasonably practicable after MAOSCO has received electronicicatiibn of the Licensee's acceptance of this Agreement.

) MAOSCO shall comply with the Specification Management Procedures.

3) MAOSCO shall, at the reasonable request of the Licensee from time to time, use its reasonable endeavours to assist thedaeein dealing with any technical problems which have arisen in
the Licensee's use of the MULTOS Developer Documents insofar as MAOSCO is able to do so (including, but not limited to adiiéty of personnel). Such assistance will be provided byreail or website
only.

4) If the Licensee requires more assistance than can be provided under clause 4(3), the Licensee should submit a written refpreassistance to MAOSCO (by letter, fax or-mail). The
Request should provide details of the nature oftte assistance required. If MAOSCO agrees to accept the request MAOSCO's assistance shall be chargeable at its standar@fatearge applicable from
time to time. The Licensee shall also reimburse MAOSCO all reasonable expenses incurred by MAOSC@vwuidprg that assistance. Any request for assistance from the Licensee to MAOSCO shall be
made only by the designated Licensee's Nominated Representative (or such other person as the Licensee has notified to MAGS&€Eordance with clause 10) to the MULDS Representative at MAOSCO
(details of whom are published on the MULTOS website on http://www.MULTOS.com).

5. PAYMENTS BY LICENSEE TO MAOSCO
1) The Licensee shall pay to MAOSCO, against issue of a valid VAT invoice, the amount of any VAT chargeablesupply by MAOSCO to the Licensee and, without limiting that payment, each
sum payable by the Licensee under the terms of this Agreement is exclusive of VAT (if any) and is accordingly to be constasealreference to that sum plus any VAT in respect df i

6. WARRANTY AND INFRINGEMENT
1) Each party warrants to the other that it has all requisite corporate power and authority to enter into this Agreement and fslly capable of performing its obligations under this Agreement on
the terms provided for inthis Agreement.

) The Licensee shall promptly inform MAOSCO of any proceedings involving the validity, or any infringement or threatened irfement, of the Licensed Rights and of any unauthorised use of
the Licensed Rights or the MULTOS Developer Darents coming to its notice. MAOSCO shall take all action reasonably necessary to prevent the infringement or defend procegslifor revocation or to
prevent that unauthorised use, and the Licensee shall, at MAOSCO's request and expense, render all reasienassistance in connection with that action.

[©)] Subject to clause 9, the Licensee shall indemnify MAOSCO and its Affiliates from and against all and any damages, losseis, expenses and other liabilities awarded against or incurred by
MAOSCO and/orany of its Affiliates as a result of or in connection with any claim or action arising out of or relating to any MULTOS Apggaltions developed by or on behalf of the Licensee including,
without limitation, any product liability claim ("Claim"), except to the extent that the Claim (if it is a product liability claim) arises out of any specific product feature or functionalitipressly mandated by
the MULTOS Developer Documents, provided that:

(a) MAOSCO promptly notifies the Licensee in writing of any [@im of which it has notice;
(b) MAOSCO does not make any admission as to liability or agree to any settlement of or compromise any Claim without the prioiitren consent of the Licensee which shall not be
unreasonably withheld or delayed; and

(c) the Licensee may, at its request and expense, conduct all negotiations and (to the extent legally permissible) litigation, andtfeextent legally permissible) settle all litigation, arising from
any Claim and MAOSCO shall, at the Licensee'srequestandexpee, gi ve t he Licensee all reasonable assistance, at Licensee-s ex
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4) NO REPRESENTATION, WARRANTY OR CONDITION, EXPRESS OR IMPLIED, STATUTORY OR OTHERWISE, AS TO CONDITION, QUALITY RAERREEMARREPORPOSE IS GIVEN OR
ASSUMED BY MAOSCO IN RESPECT OF THE MULTOS DEVELOPER DOCUMENTS AND ALL SUCH REPRESENTATIONS, WARRANTIES AND CONIDEDS8WREG®XHE EXTENT THAT SUCH
EXCLUSION IS PROHIBITED BY LAW.

Il

7. TERMINATION
1) MAOSCO slall have the right, without prejudice to its other rights or remedies, to terminate this Agreement immediately by written nate to the Licensee if the Licensee:

(a) shall have failed to pay, in accordance with the terms of this Agreement, any sum due tdAOSCO under the terms of this Agreement and that sum remains unpaid for 30 days after
receiving written notice from MAOSCO that it has not been paid;

(b) is in material breach of any of its obligations under this Agreement and either that breach is incaple of remedy or the Licensee shall have failed to remedy that breach within 30 days after
receiving written notice from MAOSCO requiring it to remedy that breach;

(c) challenges the validity of, or MAOSCO's rights in, any of the Licensed Rights providéxt compliance by the Licensee of its obligations under clause 6(2) shall not constitute such a
challenge; or

(d) becomes insolvent or an order is made or a resolution passed for its liquidation, administration, windiugp or dissolution (otherwise thanfor the purposes of a solvent amalgamation or
reconstruction) or an administrative or other receiver, manager, liquidator, administrator, trustee or similar officer is appted over all or any substantial part of its assets or it enters into or proposesy
composition or arrangement with its creditors generally or anything analogous to the foregoing occurs in any applicable jalittion.

) The Licensee shall have the right to terminate this Agreement immediately by written notice to MAOSCO.

3) Any termination of this Agreement shall not affect any accrued rights or liabilities of either party nor shall it affect the congrinto force or the continuance in force of any provision of this
Agreement which is intended to come into force or continue in foce on or after that termination.

8. CONSEQUENCES OF TERMINATION
1) On termination of this Agreement the Licensee shall, subject to subclause (2), immediately cease all use of the Licensed<Ragid the MULTOS Developer Documents.

) Within 30 days after the termination of this Agreement the Licensee shall return to MAOSCO or, at MAOSCO's direction, destroy) all documentsl anaterials (whether in tangible or
electronic form) supplied by MAOSCO to the Licensee pursuant to this Agreement and/or whichrtain or disclose any information contained in or relating to the MULTOS Developer Documents) and all
copies then in the possession or under the control of the Licensee and shall use its reasonable endeavours to return to MAD &Gy documents and other maerials supplied by the Licensee to a third
party.

3) The obligations of the Licensee under clause 1(3) shall survive the termination of this Agreement for whatever reason.
9. LIABILITY
1) The aggregate liability of MAOSCO and its Affiliates to the Licsee under this Agreement, whether arising under any indemnity or from negligence, breach of contract or otherwise, shall not

exceed in aggregate £10,000.

) The aggregate liability of the Licensee to MAOSCO and its Affiliates under this Agreement, whetharising under this indemnity or from negligence, breach of contract or otherwise, shall not
exceed in aggregate £10,000.

3) Each party and its Affiliates does not limit its liability for death or personal injury arising from it negligence or that @6 employees, agents or sulzontractors.

4) Each party and its Affiliates shall not be liable to the other party for any indirect or consequential loss or damages indhgg without limitation, loss of business or profits, whether arising
under any indemmity or from negligence, breach of contract or otherwise.

5) MAOSCO and its Affiliates shall not be liable to the Licensee for any loss or damages, howsoever arising, in relation to@ryptographic Technology that is not owned by MAOSCO or
MULTOS Limitedncluding, without limitation, ECC, RSA, AES and DES encryption technology.

(6) The limitations of liability contained in this clause shall not affect MAOSCO's right to be paid by the Licensee, and theigations of the Licensee to pay to MAOSCO, the amounts payable to
MAOSCO under this Agreement when due.

10. NOTICES
Any notice or other document to be served under this Agreement may be delivered or sent by prepaid first class registeredhait or facsimile process to the party to be serveds follows:

(a) to MAOSCO at St Andrews House, Kelvin Close, The Links, Birchwood, Warrington, WA3 7PB;
fax no: +44 (0) 1925 882051; marked for the attention of the Company Secretary,

(b) to Licensee at its address and fax number and marked for the @ittion of the Licensee's Nominated Representative, all identified in the Developer's Licence Agreement electronic registnatio
form, or at any other address or to any other facsimile number or addressee as it may have notified to the other in accordanith this clause.

11. ASSIGNMENT
) The Licensee shall not assign, sdizense, transfer, mortgage, charge or part with any of its rights, or sulzontract any of its duties or obligations, under this Agreement provided that the
Licensee shall be entitledd sub-license (subject to the terms of this Agreement):

(a) the Licensed Rights and the MULTOS Developer Documents to a contractor, for such contractor to develop MULTOS Applicatiorthéd_icensee under the control of the Licensee and for no
other purpose; and

(b) the Licensed Rights to customers of the Licensee as end users of the Licensee's MULTOS Applications to the extent thatd#eskeid Rights subsist in those MULTOS Applications.

) Nothing in this Agreement shall preclude the Licensee fromngering into any collaborative arrangements for the development and/or exploitation of MULTOS Applications with any person
who has entered into an agreement with MAOSCO on substantially the same terms as this Agreement.

12. GENERAL

1) A waiver (whether express or implied) by one of the parties of any of the provisions of this Agreement or of any breach of or default by the @hparty in performing any of those provisions
shall not constitute a continuing waiver and that waiver shall not prevent the waing party from subsequently enforcing any of the provisions of this Agreement not waived or from acting on any
subsequent breach of or default by the other party under any of the provisions of this Agreement.

) Except in relation to the Schedules, any aendment, waiver or variation of this Agreement shall not be binding on the parties unless set out in writing, expressed to and this Agreement
and signed by or on behalf of each of the parties.

3) The invalidity, illegality or unenforceability of any ofhe provisions of this Agreement shall not affect the validity, legality and enforceability of the remaining provisions ofithAgreement.

4) This Agreement and the documents referred to in it contain the whole agreement between the parties relating tihe subject matter of this Agreement and supersede all previous agreements
between the parties relating to that subject matter. In entering into this Agreement, neither party may rely on any repres@tion, warranty, collateral contract or other assurancgexcept those set out in

this Agreement and the documents referred to in it, and any confidentiality agreement in relation to the MULTOS Developer Doments) made by or on behalf of the other party before the signing of this
Agreement and each party waivs all rights and remedies which, but for this subclause, might otherwise be available to it in respect of any such represéntg warranty, collateral contract or other
assurance provided that nothing in this subclause shall limit or exclude any liability wilful misrepresentation or fraud.

5) This Agreement is governed by and shall be construed in accordance with English law. Each party submits to the exclusiisgljation of the English courts for all purposes relating to this
Agreement.
(6) ThisAgreement will come into effect when MAOSCO has received electronic notification from the Licensee that the Licensee has ptee the terms of this Agreement

13. INTERPRETATION
In this Agreement:
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"Affiliate" means, in relation to any person, any other person that, directly or indirectly through one or more intermediaries, controls, or is controlled by, or is under common cwal with, such person.
The term "control" (including, with its correlative meanings, "controlled by" and "under common control with") means possession, directly or indirectly, of power to direct or cause the direction of
management or policies (whether through ownership of securities or partnership or other ownership interests, by contract aherwise), and provided that if any peson:

(a) beneficially owns voting securities of another person conferring more than 50 per cent. of the votes eligible to be cast lmetelection of directors or any similar matter; or

(b) has the right (by contract or otherwise) to appoint or remove dectors (or members of a governing body having functions similar to a board of directors) representing more than 50 per cent.
of the votes exercisable by all the directors (or persons having similar functions) of another person, then the first pergoanclusively deemed to control the other person for the purposes of this definition.

"Cryptographic Certification" means the process described in clause 2(1).

"Cryptographic Technology" means those mechanisms that are functionally designed (a) to presete confidentiality, authenticity or integrity of digitally stored and/or transmitted data or (b) to
authenticate information as part of a security service through the use of algorithms that involve secret parameters, commokifyown as keys.

"IC Card" means an integrated circuit card.

"Intellectual Property" means patents, patent applications, patented and unpatented inventions, design rights, copyrights ¢lnding, without limitation, rights in computer software), topography rights,
know-how and trade secret rights, and all other intellectual property rights and the rights or forms of protection of a similar nature or havinggeiivalent or similar effect to any of these rights which may
subsist anywhere in the world (whether or not any of these rights isegistered and including, without limitation, applications for registration of, and rights to apply for, any such rights).

"Licensed Rights" means all Intellectual Property in and to the MULTOS Developer Documents.

"MULTOS Application" means a program wiiten to run, in a compiled, interpretative, executable or any other form, on or interface with, any MULTOS Implementation or which processes data to be used
on or in conjunction with any MULTOS Implementation.

"MULTOS Card" means an IC Card which incorpates a MULTOS Implementation.
"MULTOS Developer Documents" means the documents listed in Schedule 1, as amended by MAOSCO from time to time.

"MULTOS Implementation" means an operating system (including the silicon platform) which (a) supports multiplpications, (b) conforms, or is intended to conform, to the MULTOS Specification and
(c) uses Cryptographic Certification.

"MULTOS Specification" means the specifications, licensed by MAOSCO, defining the functional and security requirements areldpplication programming interface for multi-application architectures, as
amended by MAOSCO from time to time.

"MULTOS Limiteimeans MULTOS Limited, a UK based company

"Specification Management Procedures” means the procedures set out in Schedule 2 or any other procedures which MAOSCO may notify the Licensee itingrfrom time to time.
"Update" means all and any updates or new releases or new versions of the MULTOS Developer Documents.

"VAT" means any value added tax chargeable by virtue of any enactment in a territory introduced by reason of the Sixth CounditBtive 77/388/EC or its predecessors or similar subsequent legislation or
any similar tax.

SCHEDULE 1

MULTOS Developer Documés

MULTOS Developers Guide (MDG)

MULTOS Developers Reference Manual (MDRM)

Guide to Loading and Deleting MULTOS Applications (GLDA)

Guide to Generating Application Load Units (GALU)

MULTOS Implementation Report (MIR)

Developer Card: User Guidelines (DCUG)

MULTOS Standard C API (CAPI)

Plus other documents made available from time to time by MAOSCO.

SCHEDULE 2
Specification Management Procedures

1. MAQOSCO shall, as soon as practicable after they become available, make available to the Licensee alhagdUpdates which are issued generally by MAOSCO to other persons who have
been licensed by MAOSCO to use the MULTOS Developer Documents.

2. The Licensee shall ensure that within 30 days after access to any Updates is permitted by MAOSCO to the Licedleopcuments or materials (whether in tangible or electronic form)
supplied by MAOSCO pursuant to this Agreement which contain or reference that part of the MULTOS Developer Documents whicls haen substituted or amended by any Update supplied by MAOSCO
are returned to MAOSCO (or, at MAOSCO's direction, destroyed).

3. The details of the person responsible on behalf of MAOSCO for the Specification Management Procedures as set out in this Gdeeare published on the MULTOS website on
http://mww.MULTOS.can.
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Copyright

a Copyright 1999 ° 2009 MAOSCO limited. This document contains confidential and proprietary

information. No part of this document may be reproduced, published or disclosed in whole or part, by

any means: mechanical, electronicphotocopying, recording or otherwise without the prior written

permission of MAOSCO imited.

Trademarks

MULTOS is a trademark of MULTOSLimited.

All other trademarks, trade names or company names referenced herein are used for identification

only and are the property of their respective owners

Published by

MAOSCO Limited
St. Andrews House
Kelvin Close

The Links
Birchwood
WARRINGTON
Cheshire

WA3 7PB

United Kingdom

General Enquiries

Email:info@multos.com

Tel: +44 (0) 1925 882 050
Fax: +44 (0) 1925 882051
Web: http://www.multos.com

Technical Enquiries

Email:dev.support@multos.com
Web: http://www.multos.com
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Document References

All references to other available docurantation is followed by the document acronym in square
[ ] brackets. The latest versions are always available from the MULTOS web site
http://www.multos.com.

[MDG]

[MIR]

[OFFCARD]

Version Information

1.00

1.10
111

1.20

1.30
131

mao-doc-refFf0 05 MULTOS Devel oper as Gu
Avai | abl e under the - MULTOS Apr¢g

download visit http://www.multos.com

mao-doc-ref-010 MULTOS Implementation Report
Avail able under the -MULTOS Ap

download visit http://www.multos.com

mao-one-off-001 MULTOS step/one OfCard Specification

Available under license from MAOSCO Limited. For furthe

information, please contactinfo @multos.com

March
1999

Aug 1999
Aug 1999

Aug 1999

Sept 1999
Jan 2001

First Issue for release

Formatted to new MULTOS standard

Minor changes. Section 4 moved to new page

Error in 3ADESCBC example

Moved ISO QuickReference from MDG

Few minor changes

Minor changes to MultipyN address map and example.

Moved last section with bureaux specific data into main
document

Changes based on reviews and CR65, CR67, CR70.

Addition of Control Auto Reset WWT Primitive

Added info on CHECK CASE availability

In ISO section the table entry for 6Cxx incorrect

Correction in section3.2 Check Data command It is not always
available.

Added more information in Codelet Primitives

Added warnings about retry cainters to Set MSM Controls,
Create MEL Application and Delete MEL Application commands
Added details of ECC primitives (ECC Addition, ECC Convert
Representation, ECC Equality Test, ECC Inverse, ECC Scalar
Multiplication, ECC Verify Point, Modular Inversg)CR21)
Generate Asymmetric Hash extended to allow Hash Modulus to
be supplied (CR31)
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1.32

1.40
1.41
1.42
1.43
1.44
1.45

Nov 2001

Dec 2001
Jul 2002
Jul 2004
Sep 2006
Mar 2007
Oct 2009

- MDRM
|

Addition of two new primitives Generate Asymmetric Signature
General and Verify Asymmetric And Retrieve General for
manipulating MULTOS certificates(CR31)
Update of primitives optional at MULTOS v4 but mandated at
MULTOS v5 (CR38)
Addition of new primitive Generate Random Prime to generate a
random prime value (CR41)
Added Contactless 'Set ATS Historical Characters' and ' Query
Interface Type ' Primitives and impact on DeleMELApplication
primitive(CR44,CR101)
Signed arithmetic was optional at MULTOS v4 but never
supported by an implementor. It has been removed from MULTO.
v5 (CR45)
Added details of Delegate to Operating System to Delegate
primitive (CR47)
Detailed changeso Open MEL command to allow data to be sent
in multiple APDUs (CR62)
Addition of Get Configuration Data command (CR68)
Addition of Exchange Data and Query Channel primitives (CR71)
Addition of Set FCI File Record primitive (CR74 and CR106)
Addition of 'Case 6' for check case which responds with '6C XX
For 'Case 2' Commands Using T=0 (CR76)
Create MEL Application command additions to describe new retry
counter (CR84)
Add mode 3 for RSA exponentiation with exponent 0x10001
(CR85)
Added notes to Modular Expmentiation and CRT that some
implementations may only work on fixed key lengths and addition
of noted limitations (CR87)
Addition of new primitive GSM_authenticate (CR94)
Added details of extended Check Data Primitive (CR99)
Added Get Data Command and Prirttive allowing MAOS card
type to be determined (CR112)
Added two primitives for BCD handling (Add BCDN and Subtract
BCDN) (CR115)
Added two primitives for Non-Atomic Memory Copy handling
(Memory Copy NonAtomic and Memory Copy NonAtomic Fixed
Length) (CR117
Removed ISO 7816 Quick Guide
Added Primitive Listing
Added Primitive Set Listing
Release version
Updated ATS Historical Character primitive
Reformatted and updated for MULTOS 4.2 and MULTOS stene
Reformatted
Corrections to GET MULTOS DATA response data
Added MULTOS 4.3 features
Corrections to

Modular Multiplication (the Stack In order)

Set FCFile Record (the Stack In content)
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VDRIV

In troduction

TheMUL T OS D e \Reféraacp Manuakis intended to be a concise presentation of the MULTOS
low-level APl and associated informationAll of the instructions and primitives are defined without
reference to any implementation. The MULTOS Implementation Report should be consultedrfany
specific implementation requirements.

MULTOS step/one

A new MULTOS specification product is now available, MULTOS step/one. This product is intended to
provide issuers a low cost, high security, MULTOS compatible platform that can be used to deploy
EMV applications using Static Data Authentication only. MULTOS step/one platforms support all
instructions described in this document. However, for MULTOS step/one all primitives are considered
to be optional. If implemented they will support the API @scribed in this document. For further
information regarding primitive support for MULTOS step/one, se@ww.multos.com.

Conventions and Assumptions
When reading this document there are some conventions and assumptisrin place. They are:

1T Hexadeci mal numbers are i Roexanple dbiziani ng a pr
hexadecimal value equal to 22 decimal.

1 MULTOS is bigendian; i.e., the most significant byte is found at the lowest segment address
and the least siguificant byte at the highest.

1 Byteblocks are always treated as unsigned.

T The stack operates on the principle of -1ast

This documentattempts to avoid development tool specific syntax.If you wish to try the examples
given, you may needto modify the code to work within your particular development environment.
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Instructions

The following sub-sections define the instructions available to an application. In addition to the
conventions and assumptions given in the introduction there are soenadditional points to take into
account. They are:

T

If a label can be used, but is not specified, then the instruction will execute using a value of the

appropriate size found on the stack. For ex
the stack.

A label can be a named memory location that the assembler will translate into an address or it
can be an address. For example, -ADDB myVar

|l ocation myVar, while - ADDB d&f@hdaithe badseRof puldlicd s f
memory.

MAO-DOGTEG006 v1.45 © 2009 MAOSCO Limited.
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ADDB

This instruction adds the literal byte to either the byte at the top of the stack or the byte held at the
location specified by the label.

Syntax
ADDB [label], byte
Remarks
The result of the addition is writtento either the byte at the top of the stack or, if specified, the label.
If the result of the addition is greater than 255 the condition code register is updated as below and

the value returned is truncated to one byte.

Condition Code

L-l-1-1-1IxX[-]-[]X]|
C Set if result of the addition is greater than 255, cleared otherwise
\% Unchanged
N Unchanged
Z Set if the resultof the addition is zero, cleared otherwise
Example

The following line adds 32 to the tenth byte of static memory:
ADDB SB[9], 0x20
The following example adds 16 to the value held at a named location:

/I declare session variable
myNumber DYNAMIC BYTE
ADDB myNumber, 0x10

The next example adds 27 to the value placed on the top of the stack:
ADDB , 0x1B
The following examples show how the CCR is updated upon completion of the addition:
OxFF + 0x01 = 0x00; Carry is set and Zero is set
OxFF + 0x02 = 0x01; Carry is set and Zero is cleared

0x10 + 0x20 = 0x30; Carry and Zero are cleared
0x00 + 0x00 = 0x00; Carry isclearedand Zero is set
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ADDN

This instruction adds the byteblock at the top of the stack to a byte-block specified by the label. If
the label is omitted then the top two byte-blocks on the stack are used.

Syntax
ADDN [label], block_length
Remarks

The block_length value is spéfied using a single byte. Therefore,ie maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a lzel is not specified, then the operands
of size block_length will be taken from the stack.

The result of the addition will be written to the address corresponding to the label or, if no label is
given, to the byte block immediately below the topmost block In no case is the top byte block
changed by the operation.

The operation will work if the two blocks overlap

Condition Code

L-l-1-[-IxX[-]-[x]
C Set if a carry occurs, cleared otherwise
Vv Unchanged
N Unchanged
Z Set if the result is zero, teared otherwise.
Example

The following example adds the four bytes at the top of the stack to the four bytest the base of the
static area:

ADDN SBJ[0],4

The following example is the same as the previous example, but uses a label to identify the variable
instead of using a register/offset pair directly.

myVar STATIC BYTE 4
ADDN myVar,4

MAO-DOGTEG006 v1.45 © 2009 MAOSCO Limited.
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The following example adds the four bytes at the top of the stack to the four bytes immediately
below them on the stack.

/IStack = (bottom)  10,00,00,00,12,34,56,78 (top)
ADDN 4
/[Stack = (bottom)  22,34,56,78,12,34,56,78 (top)

The following example performs the addition of OXxOOFF and 0x1001 on the stack and then adds the
result, 0x1100, to a variable held in the static segment.

sResult STATIC Word = 0x1111

PUSHW 0x00 FF //Stack = 00,FF
PUSHW 0x1001 //Stack = 00,FF,10,01

ADDN 2 //Stack = 11,00,10,01

POPW /[Stack = 11,00

ADDN sResult,2 //sResult now equals 0x2211

POPW /[Leave stack as found.

The following examples show how the CCR flags are set:

OxFFFFFFFF + 0x00000001 = 0x00000000; Carry is set and Zero is set
OxFFFFFFFF + 0x00000002 = 0x00000001; Carry is set and Zero is cleared
0x10000000 + 0x200000000 = 0x30000000; Carry andZero are cleared
0x00000000 + 0x00000000 = 0x00000000; Carry isclearedand Zero is set
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ADDW

This instruction adds the literal word to either the word at the top of the stack or the word held at the
location specified by the label.

Syntax
ADDW [label], word
Remarks
The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a label is not specified, then the operands

will be taken from the stack

The result of the addition will be written to the address corresponding to the label or, if no label is
given, to the topmost word.

Condition Code

L-l-1-[-IxX]-]-[X]
C Set ifresult is greater than 65535 cleared otherwise
Vv Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise
Example

The following line adds 0x2020 tothe word at the bottom of the static segment:
ADDW SB[0000],0x2020

The following line adds 0x1010 to the variable declared as myNum:
ADDW myNum ,0x1010

The following line adds 0x1010 to the current stack word.
ADDW ,0x1010

The following examples show how the CCR is set:

OxFFOO0 + 0x0100 = 0x0000; Carry is set and Zero is set
OxFFOO0 + 0x0200 = 0x0100; Carry is set and Zero is cleared
0x1000 + 0x2000 = 0x3000; Carry and Zero are cleared
0x0000 + 0x0000 = 0x0000; Carry is reset and Zero is set
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ANDN

This instruction performs a bitwise AND on a byteblock at the top of the stack with another byte-
block specified by a label. If the label is omitted then thedp two byte-blocks on the stack are used.

Syntax
ANDN [label], block_length
Remarks

The block_length value is specified using a single byte. Thereforegtmaximum length of a block is
255 bytes

The label, if present, may be either a named memory lodan, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a label is not specified, then the operands
of size block_length will be taken from the stack.

The result of the AND will be written to the address corresponding to the label or, if no label is given,
to the byte block immediately below the topmost block. In no case is the top byte block changed by
the operation.

The operation will work if the two blocks overlap

The Carry Flag is not affectedby this instruction.

Condition Code

-1 -[-1-T-T7T-1-7x]
C Unchanged
Vv Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise

© 2009 MAOSCO Limited MAO-DOGTEG006 v1.45
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Example

The following example performs a bitwise AND operation between the four bytes at the top of the
stack to the four bytes at the base of the static area. The result is written to SB[O0].

ANDN SB[0],4

The following example is the same as the previous example, but uses a label to identify the variable
instead of usinga register/offset pair directly:

myar STATIC BYTE 4
ANDN myVar,4

The following example performs a biwise AND operation between the four bytes at the top of the
stack to the four bytes immediately below it on the stack.

//Stack = FO,F0,F0,F0,12,34,56,78
ANDN 4
//Stack = 10,30,50 ,70,12,34,56,78

The following example pushes two blocks of four bytes onto the stacknd uses them as operands in
a bit-wise ANDoperation. To further illustrate the use of the instruction atwo byte bit-wise AND is
then performed with a static variable

sResult STATIC WORD = 0xFOFO

PUSHW OxFFO0O0 //Stack = FF,00

PUSHW OxFFOO //Stack = FF,00,FF,00

PUSHW 0x1234 //Stack = FF,00,FF,00,12,34

PUSHW 0x5678 //Stack = FF,00,FF,00,12,34,56,78
ANDN 4 / IStack = 12,0 0,56,00,12,34,56,78

Il the operation is: FOFO AND 5678
ANDN sResult,2 //sResult = 0x5070

The following examples show how the CCR is set:

OxFFOO0 & 0xO0FF = 0x0000; Zero is set
OxFOFO & 0xO0FF = Ox00FO; Zero is cleared

MAO-DOGTEG006 v1.45 © 2009 MAOSCO Limited.
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BRANCH

The branch instruction is used tomove the code pointerto a location in the application relative to the
current location. The branch may be made conditional on the current values of the condition register.

Syntax
BRA offset /[Branch always
BEQ offset /[Branch if Equal
BLE offset /[Branch if Less Than or Equal
BLT offset /[Branch if Less Than
BGT offset /[Branch if Greater Than
BGE offset /[Branch if Greater Than or Equal
BNE offset /[Branch if Not Equal
Remarks
The offset value refers to a location relative tothecurret i nstructi on within t
Sspace. It can be expressed as a fixed numeric v

code. The latter case relies on the assembler to calculate the appropriate relative offset.

The BRANCH irtsuction has a range of-128 to 127 bytes inclusive; i.e., the branch can refer to a
location 128 bytes prior to the current location of the code pointer or 127 bytes ahead of that
location. If the branch destination lies outside of this range then alUMPinstruction should be used.
Note that if the destination is within the given range, abranch is preferred because of the reduced
code size produced.

The Code Pointer will point to the next instruction to execute and therefore a branch to relative
addresszero will have no effect, whilst a branch of-2 will branch back to the branch instruction.
However, in most applications the value of the relative jump will be calculated automatically by the
assembler.

The following table shows the condition code flag which are checked for each of the conditional
branch instructions.

Mnemonic Condition - description
BEQ Z° CCR Z flag set
BLT C° CCR C flag set
BLE C or Z° either CCR C or CCR Z flag set
BGT I(C or Z2)° neither CCR C nor CCR Z flag set
BGE IC° CCR C flag not set
BNE IZ ° CCR Z flag not set
BRA always

The conditions based on the state of thecarry flag (LT, LE, GT, and GEye determined using

unsigned comparisons. MULTOS does natterrogate the V or N flags and, therefore, does not

directly support conditional program flow based on signed comparisons. fequired, the application
developer could implementsuch a flow by interrogating the N and V flags in the application source
code. These values are made CLRai. | d&Nwlte udhiang tthlee
platform may not set the N or V flags.

© 2009 MAOSCO Limited MAO-DOGTEG006 v1.45
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C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following example is a fragment of code that uses a conditional branch instruons to implement
a loop.

loopCounter DYNAMIC BYTE

/I put zero value on stack

PUSHZ 1

/I store it to counter

STORE loopCounter, 1
labelStartofLoop

/[ carry out processing

/l increment loop counter

INCN loopCounter, 1

/I compare counter to literal maximum loop value
CMPB loopCounter, 5

I if loop counter <5 go around again

BLT labelStartofLoop

The next example illustrates the use of BRANCH when handling the instruction byte of an APDU
command.

pINS EQU PT[ -12]
CMPB pINS, OxA 4
BEQ cmdSelectFile
CMPB pINS, 0x10
BEQ cmdINS10
CMPB pINS, 0x20
BEQ cmdINS20

errNoINS
EXITSW 0x6D,0x00

MAO-DOGTEG006 v1.45 © 2009 MAOSCO Limited.
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CALL

This instruction is used to call a function.

Syntax
CALL [function] /[Call always
CEQ function //Call if Equal
CLE function //Call if Less Than/Equal
CLT function //Callif Less Than
CGT function //Call if Greater Than
CGE function //Call if Greater Than/Equal
CNE function //Call if Not Equal

Remarks

The following table shows the o©ndition code flags which are checked for each of the conditionatall
instructions.

Mnemonic Condition - description
CEQ Z° CCR Z flag set
CLT C ° CCR C flag set
CLE C or Z° either CCR C or CCR Z flag set
CGT I(C or Z)° neither CCR C nor CCR Z flaset
CGE IC° CCR C flag not set
CNE IZ ° CCR Z flag not set
CALL always

The conditions based on the state of thecarry flag (LT, LE, GT, and GE&ye determined using

unsigned comparisons. MULTOS does natterrogate the V or N flags and, therefore,does not

directly support conditional program flow based on signed comparisons. tequired, the application
developer could implementsuch a flow by interrogating the N and V flags in the application source

code. These values are made available usingtper i mi ti ve «Load CCR-. Not e
platform may not set the N or V flags

The CALL instruction is used to call a functionThiswould be written in assembler as a label and in
MEL as a code addresdt is also possible to omit the function tocall from the instruction. In this case
the code address to call is taken athe top two bytes of the stack, which the instruction will pop
from the stack. Furthermore, he top two bytes of the stack mustbe a valid code address andkte call
must not be conditional.

Prior to the execution of the called function thisinstruction places four bytes of data on the stack. The
first two bytes represent the values of the current code pointer register and the current local base
register. The current code pointeregister will point to the next instruction after the call, i.e., the
location where execution willresumeonce the function returns. The value of the Local Base register
to match the new Dynamic Top.

Provided that the called function has not changed th default value of the previous code pointer
addressexecution continues from the instruction directly after the CALL instructiorOtherwise,
execution resumes at the code address given.

© 2009 MAOSCO Limited MAO-DOGTEG006 v1.45
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C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following example shows a simple function call. A function called fnBiggest accepts two words
as input parameters and returns the largest of the two words. After the CALL instruction the value of
0x1000 will be left on the stack.

start
PUSHW 0x0100
PUSHW 0x1000
CALL fnBiggest
EXIT

/[ Input Param = wValuel, wValue2

/[ Ouptut Param = wBigg est

1

/ WBiggest is the larger of the two input words

/\Wordl IN WORD
/IWord2 IN WORD
/'l The negative address relative to this f
/I Lower Base include the 4 bytes of data that the
/I call instruction places on the stack
IWordl EQU LB[ - 8]
IWord2 EQU LB[ - 6]
LOAD IWord1,2
LOAD IWord2,2
CMPN ,2
BLT fnBiggest_leave
POPW
fnBiggest_leave
RET 4,2

CLEARN
This instruction sets a byteblock to zero.

MAO-DOGTEG006 v1.45 © 2009 MAOSCO Limited.
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Syntax

CLEARN [label] ,block_length
Remarks

The block_length value is specified using a single byte. Thereforegtmaximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offse pair, or an explicit register / offset pair. If a label is not specified, then the data of
size block_length on the stack will be cleared.

The Condition Code Register is not affected by this instruction.

Condition Code

C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following example clears the first 255 bytes of the public area and the top ten bytes of the stack.
pBase EQU PBJ[0000]

CLEARN pBase,0xFF
CLEARN ,0x0A

© 2009 MAOSCO Limited MAO-DOGTEG006 v1.45
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CMPB

This instruction compares diteral byte with either the byte at the top of the stack or the byte held at
the location specified by the label.

Syntax

CMPB [label], byte
Remarks
The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a label is not specified, then the instruction
will compare the literal byte with the byte value at the top of the stack.
The comparison is performed by subtracting the literal byte fromhie value given. Tie result is
discarded but the condition code register is updatedNote that the byte values are treated as

unsigned values.

The result of the comparison is heldn the Condition Code Register based on the criteria given in the
table below.

Carry Zero Description
0 0 Target Byte > Literal Byte
0 1 Target Byte = Literal Byte
1 0 Target Byte < Literal Byte
1 1 Not possible

Condition Code

-1 -1-T-[x]-1-]x]
C See table above
\% Unchanged
N Unchanged
Z See table above
Example

The following example compares the byte helét PT{12], to the literal value 0x90.
CMPB PT[ -12], 0x90
The following example is the same as the above example but uses a label to define they t lecat®n.

pINS EQU PT[ - 12]
CMPB pINS, 0x90

The folowing example compares the byte held at the top of the stack to the literal byte 0x90.

MAO-DOGTEG006 v1.45 © 2009 MAOSCO Limited.
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CMPB ,0x90

The following example compares the class byte of the current APDU and jumps if it does not match
what is expected.

pCLA EQU PT[ -13]
CMPB pCLA, 0x90
JNE errWrongClass

/[continue processing

errwrongClass
/linsert error code
EXITSW O0x6E,0x00
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CMPN
This instruction compares a bytdlock of size n with another of the same size.

Syntax
CMPN [label], block _length
Remarks

The block_lengthvalue is specified using a single byte. Thereforehe maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offsepair. If a label is not specified, then the two blocks
of data of size block_length on the stack will be compared.

The result of the comparison is heldn the Condition Code Register based on the criteria given in the
table below.

Carry Zero Description
0 0 LabelledByte-block > Stack TopByte-block
0 1 Labelled Byteblock = Stack TopByte-block
1 0 Labelled Byteblock < Stack TopByte-block
1 1 Not possible

The byteblock occupying the top of the stack is used as the basis of the comparison. Thabelled
byte-block is the block of size block length found at the location given. If no label is given, then
labelled byteblock is the data of size block length below the block occupying the top of the stack.
The operation willwork if the two blocks overlap.

Condition Code

See table above
Unchanged
Unchanged
See table above

NZ<O
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Example

The following example compares the four bytes at the top of the stack to the four bytes at the base
of public.

CMPN PB[0],4

The following example is the same as the previous example, but uses a label to identify the four bytes
of public.

pPIN EQU PB[0]
CMPN pPIN,4

The following examples comparethe four bytes at the top of the stack with the four bytes
immediately below them on the stad.

PUSHW 0x1234

PUSHW 0x5678

PUSHW 0x1234

PUSHW 0x5678

CMPN , 4

POPN 8 /I clean up stack

BEQ somelLabel // conditional branch will fire
PUSHW 0x1234

PUSHW 0x5678

PUSHW 0x1234

PUSHW 0x6789

CMPN 4

POPN 8 /I clean up stack
BEQ somelLabel // conditional branch will not fire

The following example compares a block of bytes held at the base of public to a bytdock held in
static memory. This could typically be used to perform PIN verification.

sPIN STATICBYTE 04 =1,2,3,4
pPIN EQU PBJ0]

LOAD pPIN,4

CMPN sPIN,4

BNE PinDoesNotMatch

/IPin Matches

/lIinsert code to flag a valid pin

EXITSW 0x90,0x00
PinDoesNotMatch

EXITSW 0x64,0x00
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CMPW
This instructon compares aword value against a word literal.

Syntax
CMPW [label], word
Remarks
The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a label is n&pecified, then the word on

top of the stack will be compared to the literal word.

The result of the comparison is held in the Condition Code Register based on the criteria given in the
table below.

Carry Zero Description
0 0 Target Word > Literal Word
0 1 Target Word = Literal Word
1 0 Target Word < Literal Word
1 1 Not possible

Condition Code

See table above
Unchanged
Unchanged
See table above

NZ<O
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Example

The following example compares the literal word 0x000Qvith the word whose starting address is
eleven bytes from the top of the public area, PFL1].

CMPW PT[- 11],0x0000

The following example is the same as the previous example except that a label is used to identify
start address,. which corresponds tohe P1 and P2 parameter bytes.

pP1P2 EQU PT[ - 11]
CMPW pP1P2, 0x0000

The following example compares the word at the top of the stack with the literal word 0x000.
CMPW ,0x0000

The following example compares the parameter bytes of the current APDU and jumighey do not
match what is expected.

pP1P2 EQU PT[ - 11]

CMPW pP1P2, OXO1FF
JNE errWrongParameters
/ I if equal processing  continue s

errWrongParameters

/linsert error code
EXIT
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DECN
This instruction performs a block decremente., it subtracts one from the value of a byteblock.

Syntax
DECN [label], block _length
Remarks

The block_length value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a namedemory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a label is not specified, then the data of
size block_length o the stack will be decremented.

The CCR zero flag is updated by tkiinstruction. For example,

DECN (0x000001) = 0x00000000; Zero is set
DECN (0x000011) = 0x00000010; Zero is reset

However, DECN does not modify the carry flag of the condition registetDecrementing a zero value
by one results in OXFFFF...FF. This does set zero flag.

Condition Code

L-l-1-[-7T-7-7]-[x]
C Unchanged
Vv Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise
Example

The following example decrements the four byteblock at the base of the static area by one.
DECN SB[0],4

The following example is the same as the previous example except that it uses a label to identify the
variable to be decremented

sVar STATIC BYTE 4
DECN sVar,4
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INCN
This instruction performs a block incrementi.e., it adds one to the valueof a byte-block.
Syntax

INCN [label], block_length
Remarks

The block_length value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assemblerlMranslate into
a register / offset pair, or an explicit register / offset pair. If a label is not specified, then the data of
size block_length an the stack will be incremented.

The CCR zero flag is updated by this instructiorzor example,

INCN (0»000001) = 0x00000000; Zero is set
INCN (0x000011) = 0x00000010; Zero is reset

However, INCN does not modify the carry flag of the condition register

Condition Code

L-l-1-{-1T-71-7-[X]
C Unchanged
Vv Unchanged
N Unchanged
Z Set if the result iszero, cleared otherwise
Example

The following exampleincrements the four byte-block at the base of the static area by one.
INCN SB[0],4

The following example is the same as the previous example except that it uses a label to identify the
variable to beincremented

sVar STATIC BYTE 4
IN CN sVar,4

The following example decrements the word stored at the top of the stack by one.
INCN ,2
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INDEX
This instruction calculates the address of a record within an array of fixed length records.

Syntax
INDEX label, record_ length
Remarks
This instruction also uses the top byte of the stack to indicate which record index is required. As this
value is held in a single byte the maximum number of records is 256. Note also that the array index

value uses zero based couirig; e.g., the first record is at offset 0.

Therecord length value is specified using a single byte. Therefore, the maximum length ofecord is
255 bytes

The label,which must be present, may be either a named memory location, which the assembler will
translate into a register / offset pair, or an explicit register / offset pair.

The result of the index instruction is a two byte value, which indicates the starting address of the
record requested. Note, however, here is no requirement for the resultig addressbe valid. This
instruction will calculatea two byte value based solelyon the values passed to it.

The Index instruction performs the following calculation
result = address(label) + ( record_ length * record _indicator )

where, address(label)s the segment address of the label or register/offset pairecord_lengthis a
literal byte representing the record lengthand record_indicator is the top byte of the stack

Condition Code

L-l-1-1-1xXJ]-]-]X]|
C Set if a carry occurs, clearedtherwise
\% Unchanged
N Unchanged
Z

Set if the result is zero, cleared otherwise
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Example

The following extended example

/I sByteArray assumed to start at Static Bottom;
/l'i.e., start address is SB[0]
sByteArray STATIC BYTE = OxFF, OXEF, OxDF, OXxCF

/I sWord Array assumed to follw previous array;
/l'i.e., start address is SB[4]
sWordArray STATIC WORD = 0x1010, 0x0101, OxA5A5, Ox5A5A

/I Get address of 3 "4 byte of sByteArray
PUSHB 2
INDEX sByteArray, 1

/I calculation would be result =0 + (1 * 2) =2.
/I Therefore address of third byte is SB[2]

POPN 3 // clean stack of record_index and result

Il Get4 ™ word of sWordArray
PUSHB 3
INDEX sWordArray, 2

/I calculation would be result =4 + (2 *3) = 10
Il Therefore starting address of third word is SB[10]

The following example calculates the address of the twelfth record of an array of records, then copies
this onto the stack. Unlike the previous example no assumption regarding the starting address of the
array is made.

recNumber EQU 16
re cLength EQU 32
sArray STATIC BYTE recNumber*recLength

PUSHB 11 //the twelfth record

INDEX sArray, recLength
LOADI ,recLength
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JUMP

This instruction causes execution to continue from a differeribcation in the applicatiorms c o @.e s |
The jump may be made conditional on the current values of the condition register.

Syntax
JMP [label] /[Jump always
JEQ label /[Jump if Equal
JLE label /[Jump if Less Than/Equal
JLT label /[Jump if Less Than
JGT label /[Jump if Greater Than
JGE labe |  //[Jump if Greater Than/Equal
JNE label /[Jump if Not Equal
Remarks

This instruction differs from BRANCH in that the specified instruction is absolute from the start of the
code rather than relative to the current instruction. The resulting machine cadfor JUMP is also one
byte larger than that for BRANCH.

The | abel can be expressed as a fixed numeric v
source code. The latter case relies on the assembler to calculate the appropriate offset.

Similar to CALL, it is possible to omit the label from the instruction. In this caste code address to
which to jump is takento be the top two bytes of the stack, which the instruction will pop from the
stack. Furthermore, he top two bytes of the stack mustbe a valid code address andre jump must
not be conditional.

The following table shows the condition code flags which are checked for each of the conditional
branch instructions.

Mnemonic Condition - description
EQ Z° CCR Z flag set
LT C ° CCR C flagset
LE C or Z° either CCR C or CCR Z flag set
JGT I(C or Z2)° neither CCR C nor CCR Z flag set
JGE IC° CCR C flag not set
NE IZ ° CCR Zflag not set
RA always
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The conditions based on the state of thecarry flag (LT, LE, GT, and GEye detemined using

unsigned comparisons. MULTOS does naoiterrogate the V or N flags and, therefore, does not

directly support conditional program flow based on signed comparisons. tequired, the application
developer could implementsuch a flow by interrogating the N and V flags in the application source
code. These values are made available using the
platform may not set the N or V flags.

Condition Code

C Unchanged

\% Unchanged

N Unchanged

Z Unchanged

Example

Il n this example the | abels «Setl D- and «Queryl D

function, the proper APDU command instruction byte must be sent.

pINS EQU PT[ - 12]
LOAD pINS,1

Il'if pINS = 0x10 the n goto SetlD
CMPB ,0x10
JEQ SetID

I if pINS = 0x20 then goto QuerylD
CMPB ,0x20
JEQ QuerylD

/I if neither if statement applies

// then exit and return 6D00
UnrecognisedInstruction

EXITSW 0x6D,0x00

SetlD
//Se tID command processing
EXIT

QuerylD

//IQuerylD command processing
EXIT
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LOAD

This instruction pushes a bytélock onto the stack from either the current top of the stack or a
location specified by the label.

Syntax
LOAD [label], block _ length
Remarks

The block_length value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

If the label is omitted then the byteblock at the top of the stack is pushed;.e., the top of the stack is
duplicated.

Condition Code

C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following example pushes the eight bytes held at the base of public onto the stack.
LOAD PB[0],8

The following example is the same as the previous example exceptt it uses a label to identify the
location of the eight bytes at the base of public

pKey EQU PBJ0]
LOAD pKey,8

The following example pushes the top four bytes of the stack back onto the stack; that is it duplicates
the top four bytes of the stack.

LOAD 4

The following example loads a four byte number from the bottom of the public segment onto the
stack, doubles itby adding the value to itself and leaves the result on the stack.

LOAD PB[0000],4
LOAD ,4
ADDN ,4
POPN 4
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LOADA
This instruction pushes tk address of a variable or register/offset onto the stack.
Syntax
LOADA label
Remarks

The label may be either a named memory location, which the assembler will translate into a register /
offset pair, or an explicit register / offset pair.

There is no regiirement that the address is a valid address.

Condition Code

C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following example pushes the address of the top byte of static onto the stack.
LOADA ST[- 1]
The following example pushes the address of a variable onto the sack.

sMyVar STATIC WORD
LOADA sMyVar
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LOADI
This instruction pushes a block of bytes to the stack using indirect addressing.

Syntax
LOADI [label],length
Remarks
If the label is given then the two bye address held at the label are used as the address of the byte
block to push onto the stack. If the label is omitted then the two bytes on the top of the stack are

used as the address of the bytdlock to push onto the stack.

The bytes storedat the label are not loaded. They are interpreted as the address of the bytblock to
push onto the stack

Condition Code

C Unchanged
Vv Unchanged
N Unchanged
Z Unchanged
Example

The following example pushes a variable onto the stacksing indirect addressing. The variable
sAddrVar is used to hold the address of the variable to push onto the stack. In this case the variable is
assumed to be eight bytes long.

sAddrVar STATIC WORD
LOADI sAddrVar,8

The following example pushes a blockf bytes onto the stack using the top two bytes of the stack as
an address.

LOADI ,2
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The following example calculates the address of the twelfth record of an array of recordsd then
copies this record onto the stack. The Index instruction is used talculate the address of the record
and leave this on the stack; the LOADI instruction is used to push the record indirectly using the
address on the top of the stack.

recNumber EQU 16

recLength EQU 32

sArray STATIC BYTE recNumber*recLength
PUSHB 1 1 //the twelfth record
INDEX sArray, recLength
LOADI ,recLength

The following example uses a variable, recAddr, to hold the address of the current recondhich is
then moved to the base of public.

recAddr DYNAMIC BYTE 2

// Put address of sArr ay on stack
LOADA sArray

/l Move value to recAddr
STORE recAddr, 2

/I Copy current record to public
LOADI recAddr,recLength
STORE PBJ0],recLength
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NOTN
This instruction performs a bitwise NOT on a byteblock.

Syntax
NOTN [label],b  lock_length
Remarks

The block_length value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offsetpair, or an explicit register / offset paithat gives the address of the block to be
inverted bit-wise. If a label is not specified, then the data of size block_length on the stack will be
inverted.

The result is written to the label or the byteblock on the stack.

Condition Code

L-l-1-{-1T-7-7-[X]
C Unchanged
Vv Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise
Example

The following example performs a bitwise NOT operation on the first two bytes of the static area.
NOTN SHO0],2

The following example is the same as the previous example except that it uses a label to identify the
bytes to perform the bit-wise NOT operation on.

myVar STATIC WORD
NOTN myVar,2

The following example performs a biwise NOT on the top eight bytesof the stack.
NOTN ,8
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ORN

This instruction performs a bitwise OR on a byteblock at the top of the stack with another byte-
block specified by a label. If the label is omitted then the top two byteblocks on the stack are used.

Syntax
ORN [label],block length
Remarks

The block_length value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair,or an explicit register / offset pair. If a label is not specified, then the data of
size Hock_length on the top of the stack and the byte block of size block length below it on the

stack will be the OR operands

The result of the OR operation is writte to the lower byte-block on the stack, or if specified, the byte
block held at the label. The byteblock at the top of the stack is not changed by this instruction.

The resul of the operation updates the zero flag in the Condition Code RegisterFor example,

0x0000 OR 0x0000 = 0x0000; Zero is set
OxFOFO OR OxFOFF = OxFOFF; Zero is reset

The Carry Flag is not affected by this instruction.
The operation will work if the two blocks overlap.

Condition Code

-1 -[-1T-T-T-7T-7x]
C Unchanged
\% Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise
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Example

The following example performs a bitwise OR operation on the first two bytes of the static area.
ORN SBJ0],2

The following example issimilar to the previous example except thait uses a label to identify the
bytes to perform the bit-wise OR operation on.

myVar STATIC WORD
ORN myVar,2

The following exampleuses two 8-byte blocks on the stack as operands.
ORN ,8

The following example the top stack byte and the byte below it on thestack are the OR operands.
Note that the result is written to the lower stack byte.

PUSHB 0x10 // Stack =10
PUSHB 0x02 // Stack =10,02
ORN 1 /| Stack = 12,02
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PRIMRET

This instruction is used to call a primitive or return frona function call.

Syntax

PRIM primitive [,bytel [,byte2 [,byte3]]]
RET [ [inBytes] [,outBytes]]

Remarks
This instruction performs two different operations @pending upon the syntax used:

1 The RRIMmnemonic is used to call a primitive withup to three bytes of arguments.

1 The RET mnemonic is used to return from a function. The inBytes and outBytes are used to
specify the number of bytes used by input parameters and the number of bytes which are to
be returned as result bytes respectively. These are usedMyLTOS to clean up the stack
following the function's return.

Both the inBytes and outBytewalues are specified using a single byte. Therefore, the maximum
number of parameter bytes or returned bytess 255 bytes

After returning from a function the stack will be cleaned up.The upper part of the following diagram
shows the state of the stackwhile a function is executing. The lower portion illustrates the stack after
the RET instruction executes.

Stack
© Function :
App Stack :_Control ©  Stack
DB . . : : . T%T
I T, 1T [ I I I ] I T T : I T : I I i I T :
session data / /
1 | | | | | 1 1 1 1 L1 1 L 1 1 1 | 1 1 | 1
| , LB| :
< >
 input Furiction :
. parameters Locals -
collapsed T {result
Ibytes
T T, [ I I I I T T 1T 17T I
‘se‘ss‘lo‘n qat\a L | ‘L T O O o ‘ |

LB

The size of the input parameters is given in inBytaesghile the size of the result bytes is given in
outBytes. For details on the control bytes see the CALL instructioAny stack used by the function,
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shown as Function Stack in the above diagram, is removed along with any local variables declared by
the function. Local variables are shown as Function Locals in the above diagrahhe overall effect of
this is to remove the input parameters, return the output bytes and restore the LB and CP registers.

Condition Code

Unchanged
Unchanged
Unchanged
Unchanged

NZ<O

Although this instruction does not change any of the condition code flags the primitive called may
itself have an effect on the flags.
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Example

The following examples illustrate the use of the mnemonic PRIM. See theimitives section of this
document for explanations of the primitives used.

/I Call CheckCase for ISO APDU Command Case3
PUSHB 3
PRIM 0x01

/[ Call MultiplyN to multiply two 2 - byte values
PUSHW 6

PUSHW 1289

PRIM 0x10, 2

/[ Call Shift Right T shi ft value placed on stack 2 bits to the
left

BLOCKSIZE EQU 8

MULTIPLYBYFOUR EQU 2

LOAD PB[0], BLOCKSIZE
PRIM 0x0 3, BLOCKSIZE MULTIPLYBYFOUR

The following examples illustrate the uses of the RET mnemonic.

/I Return from function w ith no Input or Output

;7 ER-I(;turn from function with two Input and no Output bytes

}7 ER-lc;tirn from function with no Input and three Output bytes
}7 ER-lt;t’urnsfrom function with two Input and three Output bytes
RET 2, 3
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SETB

This instructioncopies the literal byte to either the byte at the top of the stack or the byte held at the
location specified by the label.

Syntax
SETB [label], byte
Remarks
The label, if present, may be either a named memory location, which the assembler will translatgo
a register / offset pair, or an explicit register / offset pair. If a label is not specified, then the/te set

will be that on top of the stack.

The SETB instruction overwrites the top stack byte, it does not push a value onto the stack. So if ther
is no byte on the stack, the AAM will abend if the SETB instruction is executed.

Condition Code

C Unchanged
Vv Unchanged
N Unchanged
Z Unchanged
Example

The following example sets the byte at the top of the stack to 10
SETB ,10
The following example sets the byte held at pPSW2 to O

pSW2 EQU PT[ -1]
SETB pSW2,0
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SETW

This instruction copies the literal word to either the word at the top of the stack or the word held at
the location specified by the label.

Syntax

SETW [lab el], word
Remarks
If a label is given then the word stored at the label is set to the literal word. The assembler will
translate this into the corresponding register/offset pair during assembly, or alternatively the
register/offset pair may be given exjptitly.

If the label is omitted then the literal word is copied to the byte at the top of the stack.

Condition Code

C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following example sets the word held at P¥4] to 16.
SETW PT[ -4], 16

The following example is the same as the previous example, bas PT{4] is the location of the La
value ituses a label to identify the variable pLa instead of using a register/offset pair directly.

pLa EQUPT[ -4]
SETW plLa, 16

The following example sets the word at the top of the stack
SETW |, OXFFFF
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STACK
This instruction allows bytes or words to be pushednto and popped from the stack.

Syntax
PUSHZ block_ length // Pushs block of zeros onto the stack
PUSHB byte /[ Pushes a byte onto the stack
PUSHW word /[ Pushes a word onto the stack
POPN block length // Pops block of bytes from the stack
POPB /[ Pops a byte from the stack
POPW /[ Pops a word from the stack

Remarks

The action performed by this instruction depends upon the mnemoniased. There are six operations:

)l
il
il
)l

)l
)l

Push ZerdPUSHZ)A block of zeros is pushed onto the stack.The block_length value is
specified using a single byte. Therefore, the maximum length & block is 255 bytes

Push Byte(PUSHB)A literal byte is pushed onto the stack

Push Word(PUSHW)A literal word is pushed onto the stack

Pop Byteblock (POPN): A block of bytes is popped from the stack. The block_length value
is specified using a sin@ byte. Therefore, the maximum length of a block is 255 bytes

Pop Byte(POPB)A single byte is popped from the stack.

Pop Word (POPW)A single word, two bytes, is popped from the stack.

If an attempt is made to pop more bytes off the stack than are preent on the stack then theMULTOS
devicewill abend. Likewise, if there is insufficient space in dynamic memory to hold any bytes pushed
onto the stack then the MULTOS devicavill also abend.

Condition Code

NZ<O

Unchanged
Unchanged
Unchanged
Unchanged
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Example

The following example uses the different mnemonics to manipulate the stack. The stack is empty at
the start.

PUSHZ 3 //Stack = 00,00,00
PUSHB 10 //Stack = 00,00,00,0A

PUSHW 0x1234 //Stack = 00,00 ,00,0A,12,34
POPN 3 //Stack = 00,00,00

POPB //Stack = 00,00

POPW /IStack = EMPTY

STORE
This instruction moves a block of bytes from the stack to a given location.
Syntax
STORE [label], block  length
Remarks

The block_lemth value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / dset pair. If a label is not specified, then the data of
size block_length on the stack will bemoved to the byte block below that on the top of the stack.

This instruction will pop the byteblock from the stack;i.e., the operation is a move and not acopy.

Condition Code

C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following example copies the first eight bytes of thgublic area to the first eight bytes of the
static area.

LOAD PB[0], 8
STORE SB[0], 8

The next example illustrates how the instruction functions when the label is not specified.
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PUSHW 0x0000 // Stack = 00,00
PUSHW 0x1234 // Stack = 00,00,12,34
STORE , 2 Il Stack = 12,34
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STOREI
This instruction moves a block of bies from the stack to a given location using indirect addressing.

Syntax
STOREI [label], length
Remarks

The block_length value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be eithea hamed memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a label is not specified, then the
destination address will be taken to be the two bytes below the bloclof size block_lendgh on the top
of the stack. In other words, the destination address must be placed onto the stack followed by the
bytes to move.

This instruction will pop the byteblock from the stack;i.e., the operation is a move and not a copy.

Condition Code

Unchanged
Unchanged
Unchanged
Unchanged

NZ<O
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Example

The following example copies the bytes 0x12rad 0x34 to the base of static, which has an address of
0.

LOADA SB[0] /I Stack = 00,00
PUSHW 0x1234 /I Stack = 00,00,12,3 4
STOREI 2 |l Stack = 00,00

The following example copies thevord 0x1234 to the memory locationin sValue as calculated using
the INDEX instruction.

dAddr DYNAMIC WORD
sValue STATIC WORD = 0xABCD, 0x4567, 0x0000, OXxEF89

// use INDEX to get address of 3 " word in sValue array
PUSHB 2

INDEX sValue, 2

/ move address to session variable

STORE dAddr, 2

/I remove pushed byte

POPB

/I now push literal word and store at calculated address
PUSHW 0x1234 // Stack =12,34
STOREI sAddr,2 // Stack = {empty}
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)
SUBB

This instruction subtracts the literal byte from either the byte at the top of the stack or the byte held
at the location specified by the label.

Syntax

SUBB [label], byte
Remarks
The result of the operation is written to either the byte at the top of the stack or, if specified, the label.
If a label is specified then the literal byte is subtracted from the byte held at the label. The assembler
will translate the label into the corresponding regster/offset pair during assembly, or alternatively the
register/offset pair may be given explicitlyif the label is omitted then the literal byte is subtracted
from the byte at the top of the stack.
The result of the subtraction updates the Condition Cod Registerthe carry flag is &t if the result of
the operation would be less than zero, while the zero flag iseg if the result of the operation is equal
to zero. For example,
0x10 - 0x20 = OxFO; Carry is set and Zero is reset
0x10 - 0x10 = 0x00; Carly is reset and Zero is set
0x20 - 0x10 = 0x10; Carry and Zero are reset

Condition Code

-1 -[-T-Ix]-1-1X]
C Set if a borrow occurs, cleared otherwise
Vv Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise
Example

The following line subtracts32 from the tenth byte of the Static Area.
SUBB SB[9] , 32

The following example issimilar to the previous example, but uses a label to identify the variable
instead of using a register/offset pair directly.

myNum1 STATIC BYTE
SUBB myNuml, 32
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SUBN

This instruction subtracts the byteblock at the top of the stack from a byte-block specified by the
label. If the label is omitted then the top two byte-blocks on the stack are used.

Syntax
SUBN [label], block_length
Remarks

The block_length \alue is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset gir. If a label is not specified, then both operands
of size block_length will be taken from the stack..

The result of the subtraction is written to the lower byteblock on the stack, or if specified, the byte
block held at the label. The byteblock at the top of the stack is not changed by this instruction.

The subtraction of the byteblocks is performed as though the entire byteblock represents a single
unsigned number and bits may be carried over from the least significant bytes to the most significa
bytes.

The result of the addition updates the Condition Code RegisteiThe arryflag is st if the result of the
operation would be less than zero, while the ero flag is st if the resul of the operation is equal to
zero. For example,

0x20000000 - 0x20000000 = 0x00000000; Carry is reset and Zero is set

0x20000000 - 0x40000000 = 0XEO00000O0; Carry is set and Zero is reset

0x20000000 - 0x100000000 = 0x10000000; Carry and Zero are reset

The operation will work if the two blocks overlap.

Condition Code

L -1 -[-1T-IxX]-]-]x]
C Set if a borrow occurs, cleared otherwise
\% Unchanged
N Unchanged
Z

Set if the result is zero, cleared otherwise
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D
Example

The following example subtracts the four bytes at the top of the stack from the four bytes at the bse
of the static area.

SUBN SB[0],4

The following example issimilar to as the previous example, but uses a label to identify the variable
instead of using a register/offset pair directly.

myVar STATIC BYTE 4
SUBN myVar,4

The following example subtracts lhe four bytes at the top of the stack from the four bytes
immediately below them on the stack.

//Stack = BB,BB,BB,BB,11,11,11,11
SUBN ,4
//Stack = AA,AA,AAAA,11,11,11,11

The following example performs a subtraction on the stack and then subtracts thesult from a
variable held in the static segment.

sResult STATIC Word = 0x3000

PUSHW Ox00FF /IStack = 21,00
PUSHW 0x1001 //Stack = 21,00,10,01

SUBN , 2 //Stack = 10,FF,10,01

POPW /[Stack = 10 ,FF
SUBN sResult,2 //sResult now equals Ox1F01
POPW /[Leave stack as found.
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SUBW

This instruction subtracts the literal word from either the word at the top of the stack or the word
held at the location specified by the I&el.

Syntax
SUBW [label], word
Remarks

The result of the operation is written to either theword at the top of the stack or, if specified, the
label.

If a label is specified then the literalvord is subtracted from theword held at the label. The
assenbler will translate the label into the corresponding register/offset pair during assembly, or
alternatively the register/offset pair may be given explicitlyf the label is omitted then the literalword
is subtracted from theword at the top of the stack.

The result of the subtraction updates the Condition Code Registemhe arryflag is st if the result of
the operation is less than zero and the ero flag is st if the result of the operation is equal to zero.
For example,

0x1000 - 0x2000 = 0xF000; Garry is set and Zero is reset
0x1000 - 0x1000 = 0x0000; Carry is reset and Zero is set
0x2000 - 0x1000 = 0x1000; Carry and Zero are reset

Condition Code

-1 -[-T-Ix]-1T-1X]
C Set if a borrow occurs, cleared otherwise
\% Unchanged
N Unchanged
Z Sd if the result is zero, cleared otherwise
Example

The following line subtracts 0x2020 from the word at the bottom of the Static Segment.
SUBB SBJ0], 0x2020

The following example issimilar to the previous example, but uses a label to identify the vaiide
instead of using a register/offset pair directly.

myNuml STATIC WORD
SUBW myNuml, 0x2020
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SYSTEM

With the exception of NOP, gstem instructions perform an operation relating to setting the response
that the application will return to the IFD and exing an application.

Syntax

NOP

SETSW  SW1,SW2
SETLA La

SETSWLA SW1,SW2,La
EXIT

EXITSW SW1,SW2
EXITLA La

EXITSWLA SW1,SW2,La

Remarks

The notation SW1refers to the most significant byte andSW2 refers to the least significant byte of
the status word. The notation La corresponds to the actual length of response data value.

When a MEL application exits the response returned to thierminal consistsof two bytes, the Status
Word. The default value i s «0x9 edtdmagfanwadplication functioth.i ¢ a t

An application mayalsoreturn response data back to the IFD. If data is to be sent, then the La,
Length of Actual Response, should be set to the number of bytes that are to be returnedlhe default
value is 0x00.

The operation of this instruction depends upon the mnemonic used.

Operation Description

NOP No operation

SETSW Setthe status word

SETLA Set the kength of response data returned

SETSWLA Setthe status word and length of response data returned

EXIT Ext from the application

EXITSW Set the status word and exit from the application

EXITLA Set thelength of response data returned and exits from the application
EXITSWLA Set the status word, length of response data and exit from the application.
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C Unchanged
\% Unchanged
N Unchanged
Z Unchanged
Example

The following extended example shows how an application could handle an APDU command INS.
Note the use of EXITSW to exit the application and return the relevastatus word.

pINS EQUPT[ -12] /I pINS is a label for Public Top - 12

chkCLA90 I/l Code block chkCLA90
LOAD pINS,1 //Load the 1 byte instruction to stack
CMPB ,0x10 /I Compare with the hex value 0x10

BEQ c¢mdl0 //If equal jump to code block cmd10

CMPB ,0x20 /I Compare with the hex value 0x20

BEQ cmd20 //If equal branch to code block cmd20
UnrecINS /I Instruction not recognised by the class

EXITSW 0x6D,0x00 /I Set SW1 to 0x6D and Sw2 to 0x00

Continuing from the previous example, the code snippet below illustrates a memory copy. Note that
instruction EXITLA uses the default status word and set the actual length of response data.

cmdl10 /I Code block cmd10
/I Pop pCLA & pINS bytes off stack (1 WORD)
POPW

/[ assume sData of size 8 exists

/I copy to public using memory copy fixed length
LOADA PBI0]

LOADA sData

PRIM  OxOE, 8

/I default 9000 SW used and LA set

EXITLA 8
cmd20 /I Code block cmd20
POPW /I Pop pCLA & pINS bytes off stack

/I Command processing for Instruction 20

EXIT /I Exit the application
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TESTN
This instruction compares a bytélock with zero and sets the zero flag in CCR accordingly.
Syntax
TESTN [label], block_length
Remarks

The block_length value is specified using a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an expliit register / offset pair. If a label is not specified, then the data of
size block_length on the stack will be tested.

The result of the operation updates the Condition Code Registef he zro flag is st if the operation
is performed a byte-block with a value of zero.For example,

TESTN 0x000000; Zero is set
TESTN 0x000010; Zero is cleared

The TESTN instruction does not modify the carry flag of theondition register.

Condition Code

L-l-1-1-1-7-7-]X]|
C Unchanged
Vv Unchanged
N Unchanged
Z Set if the byte-block equals zero, cleared otherwise
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Example

The following example tests the four bytes at the top of the stack to determine if they are equal to
zero.

TESTN SB[0], 4

The following example is the same as the previous example, but uses adhto identify the variable
instead of using a register/offset pair directly.

myVar STATIC BYTE 4
TESTN myVar, 4

The following example tests the four bytes at the top of the stack then the top five bytes of the stack
to determine if they are all equal tozero.

/I Stack = FF,00,00,00,00
TESTN, 4 //ICCR Z = Set
TESTN, 5 //ICCR Z = Cleared
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XORN
This instruction performs a biwise XOR ontwo bye blocks of the same size.
Syntax
XORN [label], block_length
Remarks

The block_length value is specified usg a single byte. Therefore, the maximum length of a block is
255 bytes

The label, if present, may be either a named memory location, which the assembler will translate into
a register / offset pair, or an explicit register / offset pair. If a label is n@pecified, then the both
operands of size block_length are taken from the stack.

The result of the XOR operation is written to the lower byteéblock on the stack, or if specified, the
byte-block held at the label. The byteblock at the top of the stack is not changed by this instruction.

The result of the operation updates thezero flag condition code register. The flag is €t if the result of
the operation is equal to zero.For example,

OxFOFO XOR 0xFOFO = 0x0000; Zero is set
OxFOFO XOR Ox0O0FF = Ox®®; Zero is reset

The operation will work if the two blocks overlap

Condition Code

L-l-1-[-7T-7-7]-[x]
C Unchanged
Vv Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise
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Example

The following example performs a bitwise XOR opeation on the four bytes at the top of the stack
with the four bytes at the base of the static area.

XORN SB[0], 4

The following example issimilar to the previous example, but uses a label to identify the variable
instead of using a register/offset pair dectly.

myVar STATIC BYTE 4
XORN myVar,4

The following example pushes two words onto the stack and performs a bitvise XOR on them
before performing a two byte bit-wise XOR with a static variable. Note the way in which the stack
and static variable changeduring the XORN operations.

sResult STATIC WORD = 0x1111

PUSHW OxFF0O0 // Stack = FF,00
PUSHW 0x1234 // Stack = FF,00,12,34
XORN , 2 1l Stack = ED,34,12,34
XORN sResult,2 // sResult = FC, 25
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Primitives

MULTOSdefines builtin functions, known as primitives, are available for use by any application. The
MULTOS specification states whether a primitive is mandatory or optional for implementation and a
type approved MULTOS implementation must comply with a statedpecification. Each suksection
lists the availability and mandatory / optional status of the primitive. Unavailable primitives are
identified thus, W, optional are identified thus, , and available are identified thus,X. As

mentioned in the introduction, for MULTOS step/one products, all primitives available in MULT@f
considered optional and a developer should check the specific implementation.

The conventions and assumptions given in the introductory section apply here. There are also ferth
points of note:

1 Primitives are divided into sets: Set Zero, Set One, Set Two and Set Three. The classification is
based on the number of arguments included in line with the primitive call. For example,
-PRI'M 0x01® is part ofarSeprZzermtas mMHowanvgume
part of Set One as there is a single in line argument.

1 Allarguments are 1 byte in size and must be compile time constants. Stack based parameters
are used for variable values used by the primitives.

1 Thestackope at es on the principle -last in, first
usage is illustrated using diagrams such as:

Stack In OperandA | OperandB |
Stack Out Output

The Stack In values are referred to as input parameters and those in Stack @te referred to
as output parameters. The leftmost value is considered to be the first in. In the example
above, OperandA is placed on the stack first followed by OperandB. In terms of addressing
the rightmost value is below dynamic top (DT) and each e can be located using negative
offsets. If the size of the operands is 2 bytes, then OperandA starts at B4] and OperandB at
DTE2].

1 The illustrations use relative sizes to show which operand is larger. So, ylte value should
be shown as smallethan a 2-byte value. The actual size of the operands is given in the
description that follows the illustration.
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Add BCDN

This primitive adds twostack residentunsigned byte blocks of the same size where the blocks hold
binary coded decimal(BCD)values. The resultis placed on the stack.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

W W X

Syntax

/[Stack holds Operandl, Operand2 bytes
PRIM 0x11, length

Arguments
The argumentlength gives the size of the byte blocks to be added

Stack Usage

Stack In Operandl | Operand2 |
Stack Out Output

The parametersOperandland Operand2are both of sizelength and these are the values that will be
added. The parameterOutput is of sizelength and holds the result of the addition.

Remarks

The value dsignated byan operand should be in BCD format. If not in BCD format, the processing in
MULTOSdevicewill abnormally end the application

The CCRC flag is <t if the result of the operation is greaterthan that which can be held inlength
bytes TheZflag is set ifthe result is zero.

Condition Code

-l -[-T-Ix]-]-]Xx]
C Set ifa carry occurs, cleared otherwise
\% Unchanged
N Unchanged
Z

Set if the result is zero, cleared otherwise.
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Primitive set and number

Set one, number 0x11

Examples

The following examples are meant to demonstrate how the primitive may be used as well as indicate
how the CCR C and Z bit flags are set.

/199 +1 =100

PUSHB 0x99 /I stack = 0x99

PUSHB 0x01 /I stack = 0x99, 0x01

PRIM 0x11, 1 /I stack = 0x00 and CCR C and Z are set

/I NOTE: as length = 1, the normal addition
I result of 100 is truncated to 00

/199 +2 =101

PUSHB 0x99 /I stack = 0x99

PUSHB 0x02 /I stack = 0x99, 0x02

PRIM 0x11, 1 /I stack = 0x01 and CCR C set and Z cleared

/I NOTE: as len gth = 1, the normal addition
/I result of 101 is truncated to 01

// 101 + 150 = 251

PUSHW 0x0101 I stack = 0x01, 0x01

PUSHW 0x0150// stack = 0x01, 0x01, 0x01, 0x50

PRIM 0x11, 2 /I stack = 0x02, 0x51 both CCR C and Z are cleared
/I NOTE: as length = 2, the normal addition
Il result of 251 is expressed as 0251

/10+0=0

PUSHW 0x0000 /I stack = 0x00, 0x00

PUSHW 0x0000// stack = 0x00, 0x00, 0x00, 0x00

PRIM 0x11, 2 // stack = 0x00, 0x00 and CCR C cleared, Z set
/I NOTE: as length = 2, the norma | addition
I result of 0 is expressed as 0000
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AES ECB Decipher

This primitive performs AES ECB Decipher on a sixteen byte block of memory in accordance with
[FIPS197].

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

W W X

Syntax

PRIM Ox D6
Arguments
None.

Stack Usage

Stack In | KeyAddr | KeyLen | OutputAddr | InputAddr |
Stack Out {empty}

The 2 byte parameter KeyAddr is the starting address of the AES key to be used.

The 1 byte parameter KeyLen is the length in bytes of the AES key at address KeyAddr
The 2 byte parameter OutputAddr is the starting address of the resultant 2Bytes of plaintext.
The 2 byte parameter InputAddr is the starting address of the 8ytes of ciphertext.

Remarks

This primitive performs the AES ECB decipher operation on a-byte block of memory. The AES key is
held in a blockof length KeyLen

The output is written at the specified segment address and this may be the same as the address of the
input; i.e., the output overwrites the input.

This primitive is only available o an application i f -Strong Crypt
access_list when loaded.

Condition Code

C Unchanged
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\ Unchanged
N Unchanged
Z Unchanged

Primitive set and number
Set one, number 0)D6
Example

The following example declares 16 bytes of static memory to hold th&6 byte (128-bit) length AES
Key, the ciphertext is held as session data, while the resulting plaintext will be written to public. The
address for each of these is loaded onto the stack and the AEDecipher primitive is called.

prmAESDecipher EQU 0xD6
KEYLEN EQU 16

sKey STATIC BYTE 16 =
0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08,0x09,0x0A,0x0B,0x0C,0x0D
,OXOE,0x0F,0x10

dCiphertext DYNAMIC BYTE 16

pPlaintext PUBLIC BYTE 16

LOADA sKey
PUSHB KEYLEN
LOADA pPlaintext
LOADA dCiphertext
PRIM prmAESDecipher
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AES ECB Encipher

This primitive performs AES ECB Encipher on a sixteen byte block of memory in accordance with
[FIPS197].

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

W W X

Syntax

PRIM 0OxD7
Arguments
None.

Stack Usage

Stack In | KeyAddr | KeyLen | OutputAddr | InputAddr |
Stack Out {empty}

The 2 byte parameter KeyAddr is the starting address of the AES key to be used.

The 1 byte parameter KeyLen is the lengtmibytes of the AES key at address KeyAddr.

The 2 byte parameter OutputAddr is the starting address of the resultant XBytes of ciphertext.
The 2 byte parameter InputAddr is the starting address of the 6ytes of plaintext.

Remarks

This primitive perforns the AES ECB encipher operation on a Uiéyte block of memory. The AES key is
held in a block of length KeyLen

The output is written at the specified segment address and this may be the same as the address of the
input; i.e., the output overwrites the input.

This primitive is only available to an applicat
access_list when loaded.

Condition Code

C Unchanged
\% Unchanged
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N Unchanged
Z Unchanged

Primitive Set and Numbe r
Set zero, number OxD7
Example

The following example declares 24 bytes of static memory to hold th24-byte (192-bit) AES Key, the
plaintext is held as session data, while the resulting ciphertext will be written to public. The address
for each of these & loaded onto the stack and the AES Encipher primitive is called.

prmAESEncipher EQU 0xD7
KEYLEN EQU 24

sKey STATIC BYTE 24 =
0x01,0x02,0x03,0x04,0x05,0x06,0x07,0x08,0x09,0x0A,0x0B,0x0C,0x0D
,OXOE,0x0F,0x10, 0x11, 0x12, 0x13, 0x14, 0x15, x01 6, 0x17, 0x18
dPlaintext DYNAMIC BYTE 16

pCiphertext PUBLIC BYTE 16

LOADA sKey
PUSHB KEYLEN
LOADA pPlaintext
LOADA dCiphertext
PRIM prmAESEnNcipher
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Bit Manipulate Byte
This primitive performs bitwise operations on the t@ byte of the stack.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

X X X X

Syntax

/[Stack holds Byteln parameter bytes
PRIM 0x01, Option, MaskByte

Arguments

The argumentOption is a kitmap controlling what logical operation is performedand MaskBye is a
literal byte holding the mask to use for operation.

Stack Usage

Stack In Byteln
Stack Out ByteOut

The 1-byte parameterBytelnis the byte value that will be manipulated according to the binary
operation specified byOption using the literal MaskByte as the second operand. The

1-byte value ByteOutdepends on theOptions argument. It may bethe original byte or the result of
the logical operation

Remarks

Depending on the Option argument this primitive performs one of four binary logical operaions. They
are:

AND: which returns a true bit only if both corresponding bits in the irput and mask are true
OR which returns a true bit if either of the corresponding bits in the nput or mask are true
XOR This is a logical Exclusive OR operatiowhich returns a true bit only if either of the
corresponding bits in the input or mask are itue, but false if both are true

1 EQU This logical operationis also known as a Exclusive NOEXRNOR, which returns a true bit
only if both corresponding bits in theinput and mask are of the same value

= =4 =
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The following table shows how the Option argument is coded.The numbers in the top row
correspond to the bit offset, where the most significant bit occupies offset 7.

6 5 4 3 2 1 O Comments

- - - - - - - Donot modify Byteln

Overwrite Bytelnwith result of operation
Any other values are undefined
CalculateByteInXORMaskByte
CalculateByteInEQUMaskByte
CalculateByteInORMaskByte
CalculateByteInAND MaskByte

=Y <N

1

1

1

1

1

1
= OO
R ORFr O

Regardless of whether theBytelnvalueis modified, the Condition Code Register reflects the result of
the operation.

Condition Code

-1 -1-T-T-7T-1-7]x]
C Unchanged
\% Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise

Primitive Set and Number
Set two, number 0x01
Example

The following table lists acceptable values for th@©ption argument.

Option Interpretation

Value

0x00 Bytelnremains unchanged after XOR; i.eByteOut = Byeln
0x01 Bytelnremains unchanged after EQU; i.eByteOut = Byteln
0x02 Bytelnremains unchanged after OR; i.eByteOut = Byteln
0x03 Bytelnremains unchanged after AND; i.eByteOut = Byteln
0x80 ByteOutholds result of ByteInXORMaskByte

0x81 ByteOut holds result of ByteInEQUMaskByte

0x82 ByteOutholds result of BytelInORMaskByte

0x83 ByteOutholds result of ByteInAND MaskByte
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The following code snippet uses the primitive to ascertain the value of a bit flag held at bit offset six.
The primitive number and option value have been defined using the assembler directive EQU, which is
similar in function to the C expression #define and should not be confused with the exclusive NOR
operation.

prmBitManipByte EQU 0x01
optANDwithResult EQU 0x83

flagValueSet EQU 0x40 // bit 6 set
dynFlags DYNAMIC BYTE 1

LOAD dynFlags, 1

PRIM prmBitManipByte, optANDwithResult, flagValueSet
CMPB, flagValueSet

POPB

BEQ label _flag set

The next example tests the value of the flag variable and will set biti@it is equal to an expected
value.

optEQUnNoResult EQU 0x01
optXORwithResult EQU 0x80
flagExpectedValue EQU Ox5A
flageVCheckOK EQU 0x01

LOAD dynFlags, 1

PRIM prmBitManipByte, optEQUnoResult, flagExpectedValue

BNE label_expected_value_check fail ed

/I use primitive again to update flag value on stack

PRIM prmBitManipByte, optXORwithResult, flageVCheckOK
/ move new value back to session variable

STORE dynFlags, 1
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Bit Manipulate Word

This primitive performs bitwise operations on the topword of the stack.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 43

X X X X

Syntax

/[Stack holds WordIn parameter bytes
PRIM 0x01, Option, Mask Word

Arguments

The argumentOption is a kitmap controlling what logical operation is performedand MaskWord is a
literal word holding the mask to use for operation.

Stack Usage

Stack In WordIn
Stack Out WordOut

The 2-byte parameterWordIin is the value that will be manipulated according to the binary operation
specified byOption using the literal MaskWord as the second operand. The zbyte valueWordOut
depends on theOptions argument. It may bethe original word or the result of the logical operation

Remarks

Depending on the Option argument this primitive performs one of four binary logical operations. They
are:

AND: which returns a true bit only if both corresponding bits in the irput and mask are true
OR which returns a true bit if either of the corresponding bits in the nput or mask are true
XOR This is a logical Exclusive OR operationhich returns a true bit only if either of the
corresponding bits in the input or mask are tue, but false if both are true

1 EQU This logical operationis also known as a Exclusive NO®XNOR, which returns a true bit
only if both corresponding bits in the inputand mask are of the same value

= =4 =4
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The following table shows how theOption argument is coded.The numbers in the top row
correspond to the bit offset, where the most significant bit occupies offset 7.

6 5 4 3 2 1 O Comments

- - Do not modify WordIn

- - - - - - - Overwrite WordIn with result of operation
Any other values are undefined
CalculateWordIin XORMaskWord
CalculateWordIn EQUMaskWord
CalculateWordIin ORMaskWord
CalculateWordIn AND MaskWord

RO~
1
1
1
1

1

1

1

1

1

1
PR OO
P OR O

Regardless of whether theNordIn valueis modified, the Condition Code Register reflects the result of
the operation.

Condition Code

-l -fT-1-T-1T-7T-7x]
C Unchanged
\% Unchanged
N Unchanged
Z Set if the result is zero, cleared otherwise

Primitive Set and Number
Set three, number 0x01
Example

The following table lists acceptable values for th€©ption argument.

Option Interpretation

Value

0x00 WordIn remains unchanged after XOR; i.eWordOut = WordIn
0x01 WordIn remains unchanged after EQU; i.eWordOut = WordIn
0x02 WordIn remains unchanged after OR; i.eWordOut = WordIn
0x03 WordIn remains unchanged after AND; i.eWordOut = WordIn
0x80 WordOut holds result of Wordin XORMaskWord

0x81 WordOut holds result of Wordin EQUMaskWord

0x82 WordOut holds result of Wordin ORMaskWord

0x83 WordOut holds result of Wordin AND MaskWord
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The following code snippet uses the primitive to set the four least significant bytes of the word on top
of the stack. The primitive number and option value have been defined using the assembler directive
EQU, which is similar in function to the C expression #define and should not be confused with the
exclusive NOR operation.

prmBitManipByte EQU 0x01
optORwithResult EQU 0x82

dynFlags DYNAMIC WORD

LOAD dynFlags, 2
PRIM prmBitManipByte, optORwithResult, 0OxO00F

© 2009 MAOSCO Limited MAO-DOGTEG006 v1.45
MULTOS is a trademarkof MULTOSLimited. 65



Block Decipher

This primitive performs a Block Decipher on a block of memory. The algorithms that may be used are
DES, Triple DES, SEED and AES in ECB and CBdemof operation.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

W W X

Syntax
PRIM OxDA, AlgorithmID, ChainingMode
Arguments

The 1-byte argument AlgorithmID indicatesthe type of decipher algorithm to be used.

AlgorithmID Algorithm 4.2 4.3
0x03 DES [FIPS48] Optional Mandatory
0x04 Triple DES [FIPS48 | Optional Mandatory
0x05 SEED [KISA] Optional Optional*
0x06 AES [FIPS197] Optional Optional*

*mandatory if the algorithm is supported by an implementation

The 1-byte argument Chaining Modeindicatesthe block cipher mode of operation to be used

ChainingMode
0x01 | ECB
0x02 | CBC
Stack Usage
ECB mode
Stack In InputLe | KeyAddr | KeyLen OutputAddr | InputAddr

n
Stack Out {empty}

- The 2-byte parameterinputLen specifies the number of bytes talecipher.
- The 2-byte parameter KeyAddr is the address of the key(s) to be used. The size and format of the
key(s)at this address depends upon the specified algorithm, as follows.
1 DES: one 8byte DES key.
1 Two key triple DES: two 8byte DES keys. Tharkt key is located at address KeyAddr and the
second key is located at address KeyAddr+8.
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1 Three key triple DES: three-Byte DES keys. The first key is located at address KeyAddr and
the second key is located at address KeyAddr+8 and the third key is &ied at address
KeyAddr+16.

1 SEED: one 1léyte key.
1 AES (128 bit key): one 128 bit (16 byte) AES key.

- The 1-byte parameter KeyLen is the length of the key(s) to be used.

- The 2-byte parameter OutputAddr is the start address of the resultant plaintext.

- The 2-byte parameter InputAddr is the start address of the ciphertext to be deciphered.
CBC mode

CBC mode requires the addition of an Initiasation Vector of length equal to the block size for the
selected algorithm. The stack for this mode is:

StackIn IVLen IVAddr | InputLen | KeyAddr | KeyLen | OutputAdd | InputAddr
r

Stack Out {empty}

- The 1-byte parameter IVLen specifies the size of thaitialisation Vector

- The 2-byte parameter IVAddr is the address of thénitialisation Vector The size of thelnitialisation
Vector depends upon the specified algorithm, as follows.

DES: 8 bytes.

Two key triple DES: 8 bytes.

Three key triple DES: 8 bytes.

SEED: 16 bytes.

AES(128-bit key): 16 bytes.

= =4 =4 4 -9

- The 2-byte parameterinputLen specifies the number of bytes® decipher.
- The 2byte parameter KeyAddr is the address of the key(s) to be used. The size and format of the
key at this address depends upon the specified algorithm, as follows.

1 DES: one 8byte DES key.

1 Two key triple DES: two 8byte DES keys. The fitkey is located at address KeyAddr and the

second key is located at address KeyAddr+8.

1 Three key triple DES: three-Byte DES keys. The first key is located at address KeyAddr and
the second key is located at address KeyAddr+8 and the third key is locdtat address
KeyAddr+16.

1 SEED: one lébyte key.

1 AES (128 bit key): one 128 bit (16 byte) AES key.

- The 1 byte parameter KeyLen is the length in bytes of the key at address KeyAddr.
- The 2byte parameter OutputAddr is the starting address of the resultanplaintext.
- The 2byte parameter InputAddr is the start address of the ciphertext to be deciphered.

Remarks
This primitive performs the block decipher operation on a block of memory dhputLenbytes. The

algorithm used may be DES, Two Key Triple DE®yde Key Triple DES, SEED and 188 Key AES.
The key is held ina block of the appropriate length for the algorithm.
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The DES algorithms require that the ciphertext length is a multiple of 8 bytes and the SEED and AES
128 algorithms require that the ciphertext is a multiple of 16 bytes. If the ciphertext length does not
meet these restrictions then the primitive will abend. Padding is not removed during the block
decipher operation.

The output is written at the specified segment address and this mayetthe same as the address of the
input; i.e., the output overwrites the input. However, the output plaintext cannot partially overlap the
input ciphertext. If the primitive is called with partially overlapping input and output memory areas
then it abends If an Initialisation Vectoris used then this can be at any segment address, including in
the input ciphertext or output plaintext memory areas.

MULTOS 4.2 implementations may support any combination of algorithms and chaining modes.

MULTOS 4.3 implerentations shall support all combinations of algorithms and chaining modes
(except where an algorithm is not supported by an implementation)

This primitive is only avail abl earesebonmthe appl i cat
applicat i lstwhenloadedc e s s

Condition Code

Unchanged
Unchanged
Unchanged
Unchanged

NZ<O

Primitive Set and Number

Set two, number OxDA
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Block Encipher

This primitive performs a Block Encipher on a block of memory. The algorithrtisat may be used are
DES, Triple DES, SEED and AES in ECB and CBC modes of operation.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

W W X

Syntax
PRIM 0xDB, AlgorithmID, ChainingMode
Arguments

The 1-byte argument AlgorithmID indicatesthe type of decipher algorithm to be used.

AlgorithmID Algorithm 4.2 4.3
0x03 DES [FIPS48] Optional Mandatory
0x04 Triple DES [FIPS48 | Optional Mandatory
0x05 SEED [KISA] Optional Optional*
0x06 AES [FIPS197] Optional Optional*

*mandatory if the algorithm is supported by an implementation

The 1-byte argument Chaining Mode indicateshe block cipher mode of operation to be used

ChainingMode
0x01 | ECB
0x02 | CBC
Stack Usage
ECB mode
Stack In InputLe | KeyAddr | KeyLen OutputAddr | InputAddr

n
Stack Out {empty}

- The 2byte parameterinputLen specifies the number of bytes to encipher.
- The 2byte parameter KeyAddr is the address of the key(s) to be used. The size and format of the
key(s)at this address depends upon the specified algorithm, as follows.
1 DES:.one 8-byte DES key.
1 Two key triple DES: two 8byte DES keys. The first key is located at address KeyAddr and the
second key is located at address KeyAddr+8.
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1 Three key triple DES: three-Byte DES keys. The first key is located at address KeyAddr and
the second key is located at address KeyAddr+8 and the third key is located at address
KeyAddr+16.

1 SEED: one 1léyte key.

1 AES (128 bit key): one 128 bit (16 byte) AES key.

- The 1-byte parameter KeyLen is the length of the key(s) to be used.
- The 2-byte parameter OutputAddr is the start address of the resultant ciphertext.
- The 2-byte parameter InputAddr is the start address of the plaintext to be enciphered.

CBC chaining mode

Stack In IVLen IVAddr | InputLen | KeyAddr | KeyLen | OutputAdd | InputAddr
r

Stack Out {empty}

- The 1-byte parameter IVLen specifies the size of thaitialisation Vector
- The 2-byte parameter IVAddr is the address of thénitialisation Vector The size of thelnitialisation
Vector depends upon the specified algorithm, as follows.

1 DES: 8 bytes.

1 Two key triple DES: 8 bytes.

1 Three key triple DES: 8 bytes.

1 SEED: 16 bytes.

1 AES: 16 bytes.

- The 2-byte parameterinputLen specifies the number of bytes to encipher.
- The 2-byte parameter KeyAddr is the address of the key(s) to be used. Theesand format of the
key at this address depends upon the specified algorithm, as follows.

1 DES: one 8byte DES key.

1 Two key triple DES: two 8byte DES keys. The first key is located at address KeyAddr and the

second key is located at address KeyAddr+8.

1 Three key triple DES: three ®yte DES keys. The first key is located at address KeyAddr and
the second key is located at address KeyAddr+8 and the third key is located at address
KeyAddr+16.

1 SEED: one 1&yte key.

1 AES (128 bit key): one 128 bit (16 bytepES key.

- The 1 byte parameter KeyLen is the length in bytes of the key at address KeyAddr.
- The 2byte parameter OutputAddr is the starting address of the resultant ciphertext.
- The 2byte parameter InputAddr is the start address of the plaintext to benciphered.

Remarks
This primitive performs the block encipher operation on a block of memory dhputLenbytes. The

algorithm used may be DES, Two Key Triple DES, Three Key Triple DES, SEED arultl8y AES.
The key is held ina block of the appropriate length for the algorithm.
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The DES algorithms require that the plaintext length is a multiple of 8 bytes and the SEED and AES

128 algorithms require that the plaintext is a multiple of 16 bytes. If the plaintext length does not
meet these restrictiors then the primitive will abend.

The output is written at the specified segment address and this may be the same as the address of the
input; i.e., the output overwrites the input. However, the output ciphertext cannot partially overlap

the input plaintext. If the primitive is called with partially overlapping input and output memory areas
then it abends. If anlnitialisation Vectoris used then this can be at any segment address, including in
the input plaintext or output ciphertext memory areas.

MULTOS 4.2 implementations may support any combination of algorithms and chaining modes.

MULTOS 4.3 implementations shall support all combinations of algorithms and chaining modes
(except where an algorithm is not supported by an implementation)

Thisprimi ve i s only available to anarasptpininteceat i on i f
application-s access _ | ist when | oaded.

Condition Code

Unchanged
Unchanged
Unchanged
Unchanged

NZ<O

Primitive Set and Number

Set two, number 0xDB
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Call Codelet
This primitiveis used to access a code held in a codelet.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 43

W X X X

Syntax

PRIM 0x83
Arguments
None.

Stack Usage

Stack In CodeletlD | codeAddr |
Stack Out LinkageData |

The 2-byte CodeletIDidentifies which codelet to execute, while the 2byte codeAddr is the start
address within the codel et -s c 0he6&byte kinkeggeDatafieldudh i ¢ h
automatically handled by the operating system. These values are presantthat when the codelet

uses the primitive« Ret ur n f r MUTOS cath eohtiaue the normal execution of the

application.

Remarks

This primitiveis used to call acodelet that is stored on the MULTOSlevice When the codelet is
calleditisconsiderd t o be part of the executing begxgdéletcat
is able toread from and write to any data areaofthea p p | i craemeryo n = s

The 2-byte codelet ID is a unigue MULTOS KMA registered value, which identifies a particular clade
If a codelet with ID of O is called, the AAM will execute the currently selected application from the

code segment offset specified by the second parameter placed on the stadidse of this primitive with
a codelet ID which is not stored on thedevicewill result in the abnormal end of application execution

The valueCodeAddris the code address of the entry point within the Codelet where execution will
begin. Valid Codelet Entry Addresses for the codelet must be obtained from the provider of the
codelet.

This primitive is used in conjunction with the
control to the application code.
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Condition Code

Unchanged
Unchanged
Unchanged
Unchanged

NZ<O

Primitive set and number
set zero, number 0x83
Example

The following example checks that a particular codelet exists and if so proceeds to call the codelet.
Note that the codelet ID used below is fictitious.

prmCallCodelet EQU 0x83
prmQueryCodelet EQU 0x84
CODELETID EQU OxF1F2

PUSHWCODELETID

PRIM  prmQueryCodelet

/l CCR Z flag cleared if does not exist
BEQ warning_CodeletUnsupported
/I otherwise call the codelet from start
/I codelet ID remained on stack
PUSHZ 2

PRIM prmCallCodelet
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Call Extension 0,1,2,3,4,5,6
Theseprimitives call an proprietary extension primitive.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 43

W

Syntax

PRIM 0x80, PrimType_LSB, PrimType_MSB, ParamByte
PRIM 0x81, PrimType LSB, PrimType_ MSB, ParamByte
PRIM 0x82, PrimType_LSB, PrimType_MSB, ParamByte
PRIM 0x83, PrimType_LSB, PrimType_MSB, ParamByte
PRIM 0x84, PrimType_LSB, PrimType_MSB, ParamByte
PRIM 0x85, PrimType_LSB, PrimType_MSB, ParamByte
PRIM 0x86, PrimType_LSB, PrimType_MSB, ParamB yte

Arguments

The 1-byte argumentsPrimType_MSEnd PrimType_LSBepresent the most significant byte and least
significant byte of the primitive type. The tbyte argument ParamBytes an goptional parameter that
may be passed to the primitive.

Stack Usage

Stack In {empty}
Stack Out {empty}

Remarks
These primitives are intended to permit up to six implementors to introduce proprietary extension
primitives; i.e., primitives that are not described in this document. As these are proprietatyet exact

usage ofthese primitives are dependent upon the implementation.

MAOSCO will assign each MULTOS implementor one of the Call Extension Primitive Numbers, from
zero to six, and each is able to add up to 65535 new primitives to their MULTOS implementations.
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Conditi on Code

Unchanged
Unchanged
Unchanged
Unchanged

NZ<O

Primitive S et and Number

Set Three, Numbers 0x80,0x81,0x82,0x83,0x84,0x85,0x86
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CardBlock
This primitive blocks the MULTOS8evice

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

W X X X

Syntax

PRIM 0x05, MSB_ StartAddress_ MAC, LSB_ StartAddress_ MAC

Argument s

The 1-byte arguments MSB_ StartAddress_ MA@nd LSB_ StartAddress_ MAC represent the most
significant and least significant byte of the offset in Public memory where the MAC value is held.

In MULTOS 4.3 and above, the 2 arguments are ignored and may contain any value.
Stack Usage

Stack In {empty}
Sack Out {empty}

Remarks

For MULTOS 4.2 and below:
In order for an application to use this primitive to block a MULTOS deviceGard Block MAC
(CBMACQ) must be supplied tothe application to authenticate the card block operation.

For MULTOS 4.3 and above
This primitive is successful 1 f the -card_block

If successful tie zero flag is set, and the devicés blocked. A blockeddevicewill not allow any

applications to be selected either implicitlyas is the cae with default and shell mode or explicitly

through the Select File commandHowever, during the session in which a device is blocked the

application that called the primitiveis still operationaland may continue to process commandsOnce

the application session endst and all applicationscan not be seleced. Once a device is blocked

MULTOS will return a response status of "6A81, Function Not Supported” if an attempt is made to
selectan applicaton unl ess that applicatietn ihrast hé eapmlairc
access_list

If unsuccessful the zero flag is reset, and thdevicés blocked status is not changed. The application
may continue processing as normal and the MULTQ#fvicewill continue to process as before.
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The Card Block printive is closely associated with the EMV command Card BlocRlease note that
the EMV MAC supplied is intended to permit an application to verify the authenticity of the APDU

command data. On the other hand he CBMAC allows the MULTO®.2 and below devie to
authenticate that the request to block thedevice

Condition Code

L-l-1-1-1-7-7-]X]|
C Unchanged
\% Unchanged
N Unchanged
Z Set if the deviceis successfully blocked, and cleared otherwise.

Primitive Set and Number
set two, number 0x05
Examples

The following example illustrates the use of this primitive when the CBMAC value is held at the base
of public memory. The incoming data is structured as given in the example.

prmCardBlock EQU 0x05

/[ assumes public data starts here
pCBMACPUBLIC BY TE 8
pEMVMARUBLIC BYTE 8

/I assumes a CheckEMVMAC function with 8 - byte MAC as parameter
LOAD pEMVMAC, 8

CALL CheckEMVMAC

/l assumes function cleans stack and sets CCR.Z

BNE label_failed EMVMAC_check

/I otherwise, do card block with CBMAC at PB[0] = PB[0000]
PRIM prmCardBlock, 0, 0

Il check result

BEQ label card blocked

This second example assumes that the CBMAC is placed at different offsets within public and that the
first two bytes of incoming command data correspond to the most significant ad least significant
bytes respectively. No EMV MAC handling is shown.

/l assumes public starts here

pMSB PUBLIC BYTE 1
pLSB PUBLIC BYTE 1
pVariableData PUBLIC BYTE 32

/l'just do card block
PRIM prmCardBlock, pMSB, pLSB
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Card UnBlock
This primitiveunblocks the MULTOSlevice

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

W W W X

Syntax
PRIM 0x13

Argument s
None.
Stack Usage

Stack In {empty}

Stack Out {empty}
Remarks
This primitive is successful i f _tumédl deki®c diits ic
application-s access _|list is set.

If successful tke zero flag is set, and the devicés unblocked.
If unsuccessful the zero flag is reset, and thdevicés blocked status is not changed.

Condition Code

L-l-1-1-1-7-7-]X]
C Unchanged
\% Unchanged
N Unchanged
Z Set if the deviceis successfullyinblocked, and cleared otherwise.

Primitive Set and Number
set zero, number 0x13
Examples

The following example illustrates the use of this primitive to unblock a device.
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prmCardBlock EQU 0x13

PRIM prmCardUnBlock

Il check result
BEQ label _card_unblocked
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Check Case
This primitive performs three vital functions in that it:

1 instructs the operating system how to interpret incoming command APDU
1 validates the incoming command as far as possible under the transport protocol
1 permits MULTOS to handle low level communication between the device and the terminal

Availability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 43

W X X X

Syntax

/[Stack holds ISOCase parameter byte
PRIM 0x01

Stack Usage

Stack In

Stack Out {empty}
The 1-byte parameter ISOCase indicates which ISO Command Case is expected.
Arguments
None.
Remarks

ISO/IEC 7816 4 describes thefour possiblecommand cases. In brief, they are

Case Command Data Sent Response Dat&xpected
1 No No
2 No Yes
3 Yes No
4 Yes Yes

Once an incoming command has been identified by the application as being one that it can process,
Check Case should be called using the expected ISO command case as the stack based parameter. If
the data in public is consistent with the expected command case, the CCR Z flag will be set and
cleared otherwise. If thelSOCasgarameter is not a valid command case indicator the primitive will
consider this to be an inconsistency and clear the CCR Z flag.
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Theoperatlng system-s handling of a Case cC o mma
There are, however, some interface devices that expect an acknowledgement byte to be transmltted
prior to the status word. In order to cater for these devices bdt MULTOS 4 and MULTOS 4.2 support

an ISOCasgarameter value of 5. The handling of this case value is exactly the same as that for Case

1 with the exception that an acknowledgement byte is transmitted.

The amount of APDU command checking that can be perfoned by the primitive is based on the
transport protocol in use. In most cases an application does not need to be aware of the low level
transport handling that occurs as MULTOS ensures that it is takes place. In those cases where more
information is required, please see [MDG].

Condition Code

L-l-r-1-7-7-7-]X]
C Unchanged
\% Unchanged
N Unchanged
Z Set if the specified case is consistent with the data in Public, cleared if it is not

Primitive Set and Number
Set zero, number 0x01
Example

The following example checks that the ISO Case of the current APDU is ISO Case 2 and jumps to an
error handler if the wrong case is detected.

prmCheckCase EQU 0x01

PUSHB 0x02

PRIM prmCheckCase

JNE errWrongCase
/[continue processing ISO Case 2
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Checksum
This prmitive generates a four byte checksum over a block of memoryf variable size

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 43

X X X

Syntax
//Stack holds Length, BlockAddr parameter
PRIM 0x82

Arguments

None.

Stack Usage

Stack In Length | BlockAddr
Stack Out CheckSum

The 2-byte parameterLength is the size in bytes of the area over which to calculate a checksum value.
The BlockAddr parameter is 2 bytes in size and indicates the start address of the input block. Both of
these are overwritten by 4byte result of the checksum algorithm given aCheckSumabove.

Remarks

The following C code illustrates an implementation of the checksum algorithm:

unsigned byte message[Length]
unsigned byte checksum([4];

checksum[0] = 0x5 A,

checksum[1] = OxA  5;

checksum[2 ]=0x5 A

checksum[3] =0x  Ab;

for (j=0;]<Length; ++])

{
/l add data byte into most significant byte of checksum
checksum[0] += message[j];
/[ add each byte of checksum into the next byte
checksum[1] += checksum[0];
checksum[2] += checksum [1];
checksum|[3] += checksum[2];
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The result of each byte addition is held in single byte, where any result greater than 255 is truncated

in such a way that the least significant byte of the result is maintained. That is to salgd carries are
dropped from each addition. For example, OXFF + 0x02 = 0x01.

If the block is in Static and transaction protection is on, the checksum calculation takes pending writes
into account. This is an exception to the general rule that pending writes are not visible to the
application until they are committed.

It is valid to calculate the checksum of a block of length zero; the result is ORAS5AAS.

Condition Code

Unchanged
Unchanged
Unchanged
Unchanged

NZ<O

Primitive Set and Number
Set zero, number 0x82
Example

The first examplecode fragment calculates the checksum of the word 0x9988:

CheckSumMe DYNAMIC BYTE 2 = 0x99, 0x88

PUSHW 0x0002 /I length of block to check sum
LOADA CheckSumMe // 2  byte address of block to check sum
/I stack now has 4 bytes
PRIM 0x82 /I invoke CheckSum primitive
/l result on stack = 0x7B, 0x13, 0x05, 0x9C
/I overwrites 4 byte input

The result where all the operands and results are hexadecimal values calculated as follows:

Checksum|[0] Checksum|[1] Checksum|[2] Checksum|[3]
Initial value 5A A5 5A A5
1st Byte (0x99) 5A +99 =F3 A5+ F3 =98 5A +98 =F2 A5+ F2 =97
2nd Byte (0x88) F3+88=7B 98 + 7B =13 F2+13=05 97 +05=9C

The following example performs a check sum over a block of the static area. This may be used to

verify that data has been loaded into the variables correctly. It is assumed that the correct value for
the checksumis held in the bottom four bytes of public

prmCheckSum EQU 0x82
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sName STATIC BYTE 10

PUSHW
LOADA
PRIM
CMPN
JNE

S MULTOS

10

sName
prmCheckSum
PB[0000],4
InvalidCheckSum
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VDRIV

N
D
Configure READ BINARY

This primitiveconfigures/deactivates the accelerated MULTOS READ BINARY command to directly
access a spefied application Static memory space with optional secure messaging.

Avalilability

MULTOS 3 MULTOS 4 MULTOS 4.2 MULTOS 4.3

w W

Syntax
PRIM OxDC, Option s
Arguments

The 1 byte argumentOptionsis used to configure or deactivate the accelerated READNRARY
command as follows.

b7-b4 | b3-b0 Meaning
0 0 Deactivate the accelerated READ BINARY command
0 1-F | RFU
1 0 Activate accelerated ICAO READ BINARY command with no BAC
1 1 Activate accelerated ICAO READ BINARY command with optional
BAC
1 2 Activate accelerated ICAO READ BINARY command with mandato
BAC
1 3-F | Reserved for future ICAO Read Binary secure messaging modes (¢
BAC Lite)
2-F X RFU

Stack Usage (Options = 0x00)
If Options = 0x00 then the stack will contain the following:

Stack In {empty}
Stack Out {empty}

Stack Usage (Options = 0x10)

If Options = 0x10 then the stack will contain the following:

Stack In | Channel | DataAddr |
Stack Out {empty}
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The 1-byte Channelvalue identifies the channel containing the data to be directly accessdyy the
accelerated READ BINARY command. A value of 0 specifies the applications Static memory; all other
values are RFU.

The 2byte DataAddr value identifies the segment address of the parameter block for the specified
channel. For channel O the paramier block contains the following parameters, from low address to
high address:

1 4-byte offset from the start of Static of the data that is to be directly accessed by the
accelerated READ BINARY command.

1 4-byte length of the Static data that is to be direcly accessed by the accelerated READ BINARY
command.

Stack Usage (Options = 0x11 or 0x12)

If Options = 0x11 or 0x12 then the stack will contain the following:

Stack In | SSCAddr | KeyMacAddr | KeyEncAddr | Channel | DataAddr |
Stack Out {empty}

The 2-byte vdues SSCAddr KeyMacAddrand KeyEncAddridentify the segment address of the 8byte
counter, 16-byte MAC key and 16byte encryption key that are used by the secure messaging.

The 1-byte Channelvalue identifies the channel containing the data to be direcyl accessed by the
accelerated READ BINARY command. A value of O specifies the applications Static memory; all other
values are RFU.

The 2byte DataAddr value identifies the segment address of the parameter block for the specified
channel. For channel Othe parameter block contains the following parameters, from low address to
high address:

1 4-byte offset from the start of Static of the data that is to be directly accessed by the

accelerated READ BINARY command.

1 4-byte length of the Static data that is tobe directly accessed by the accelerated READ BINARY
command.

Remarks
The Z flag is set if theconfiguration/deactivation is successful. Itis cleared if the Options argument

contains an unsupported value. Invalid segment or Static addresses will caaseabend.

Condition Code
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C V. N Z

x|

Unchanged
Unchanged
Unchanged

NZ<O

Primitive Set and Number

Set one, number 0xDC
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Set if successful cleared otherwise.




































































































































































































































































































































































































































































































































































































































