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This is Precise Biometrics  

Å World - leading supplier of technology and solutions 
based on fingerprint recognition and smart cards ï 
Precise Match - on -CardÊ 
 

Å Founded in 1997  
 

Å Headquartered in Lund, Sweden  
 

Å Subsidiaries  in Sweden and USA  

 

Å Listed at  the  Nordic Exchange, Stockholm Small Cap  
since year 2000  
 

 



The Logic  

Å Smart Cards  

ï Security  

ï Capacity  

ï CVM 

Å Biometry  

ï Personalization  

ï Ease of use  

ï Accessibility  

Å Match on Card  

ï Integration in secure  

 architecture  

ï Scalability  

ï Economy  

ï Unmanned / Offline Operation  

 



How Match - on - Card works  

Å Stores and matches 
fingerprints in the 
chip of a smart card  

 

Å A successful match 
generates access to 
a service on the card. 
e.g. computer logon, 
door opensé 

 

Å No database  
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What is Match - on - Card?  

Å Using your fingerprint as your biometric PIN  

 

Å The fingerprint information is both stored and 
matched securely on the smart card  

 

Å The smart card is considered tamper - proof, 
making it virtually impossible to extract the data  

 

Å Only a n authorized user can access the protected 
data  by using his finger!  



Why Precise Match - on - Card Ê? 

Å Flexible  
ï Different cards, applications, readers can be chosen to fit changing 

system requirements, budgets and needs  

Å Cost - effective  
ï Flexibility also means cost efficiency  

Å Scalable  
ï Scales naturally with number of users  

Å Available  
ï The technology is available with all major smart card vendors and we 

have a global network of partners within several market fields  

Å Reliable  
ï Deployed in large -scale projects world wide the technology is proved 

and accepted  

Å Privacy  
ï Fingeprint information is both stored and matched inside the secure 

environment of the smart card. Since the information never leaves the 
card the card holderôs privacy is preserved. 
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Technology interoperability  

Å Through open standards and cooperation with 
several partners, Precise Biometricsô products 
work with various security applications, smart 
cards and readers.  

Å This allows us to provide solutions that address 
user needs and are not limited by proprietary 
and implementation concerns   

 

Readers 

Smart cards 

Applications 



References  

 
National ID Cards  
Å Close to 100 million contracted  

Å 25+ million in use  

 

Travel/Transportation  
Å 11 million pax/year  

ï Scandinavian Airlines (SAS)  

ï Bornholmstrafikken  

 

Employee ID Cards  
Å US Department of State  

Å AXA  

Å Bank  employee projects in 
Europe, Asia, Middle East  

Å Government ID programs  

 

 

 

 
 



Bank  

Å Compatible with EMV offering Match - on - Card 
as a compliment to PIN for verifying 
transactions  

 

Å Enables offerings for micro - financing and 
under - banked groups  
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How EMV Biometrics works?  

Æ The card is issued with a customized CVM 

Code (indicating proprietary* fingerprint -

biometrics) on top of its CVM List  

Æ Biometric -enhanced EMV Terminals 

recognize this code and perform fingerprint 

authentication whenever they find 

biometric EMV cards  

Æ Non -biometric EMV Terminals will skip this 

unsupported method and perform the next 

supported method (usually, off - line PIN)  

*  Because there is no standardization towards the use of biometrics as a cardholder 

authentication method for EMV so far, the CVM code used is a proprietary one (0x08). 



Enrollment  

Æ During enrollment ï 

cardholderôs biometric 

information is collected and 

stored on the chip  

Æ Due to the nature of the 

process ï which is independent 

from the EMV transaction itself 

ï the enrollment can be 

performed at a PC Terminal 

connected to a PC/SC EMV 

(Level 1) smart card reader  

Æ Because minutiae extraction 

and biometric storage occur 

within the same device, the 

cardholder biometric 

information is never exposed  



Terminalôs perspective during 
operation  

Æ When analyzing the cardôs 

CVMList , the Biometric -

enhanced terminal realizes 

that the card currently 

inserted supports biometric 

cardholder authentication.  



Terminalôs perspective during 
operation  

Æ During the Cardholder Verification 

phase of the EMV transaction, the 

Terminal, using its embedded 

fingerprint reader, prompts the user 

for fingerprint authentication, collects 

fingerprint images and performs 

minutiae extraction*  

Æ The Terminal sends the minutiae data 

to the card as part of a customized** 

VERIFY APDU command. The card will 

perform the match itself . 

*  Many biometric sensors already implement such functionality so 

the code that actually needs to be implemented within the 

terminal is quite small. 

**  The P2 parameter indicates a proprietary method ï fingerprint 

biometrics 



Cardôs perspective during the 
operation  

Æ The EMV applet* receives the 

customized VERIFY command (1), 

which contains the minutiae, and 

delegates it to the biometric applet (2) 

in order to perform the match 
Terminal 

Card 

Smartconôs 

EMV Applet 

Precise Biometricsô 
BioMatch Applet 

PTC 

Biometric 

Template 

PIN 

VERIFY 

(P2=BIO) 1 

2 
3 

OK 

(9000) 

4 Æ Upon receiving a response from the 

Bio applet (3), the EMV applet handles 

the PIN Try Counter and translates (4) 

the biometric applet response codes to 

EMV codes (validated, failed and xx 

attempts left or validation blocked) so 

they can be easily interpreted by EMV 

Terminals 

Æ Everything else proceeds exactly as 

in a normal EMV transaction 



Pros and Cons of EMV Biometrics  

Key benefits  

Æ More convenience for the cardholder ï who can 

authenticate himself/herself without typing 

anything ï with the same security offered as off -

line PIN: like the PIN, the biometric template is 

securely stored and never leaves the chip  

Æ Cardholder privacy: match - on - card technology 

assures that the template is stored only on the chip 

and not in a database, etc.  

Æ Avoids the most trivial of all EMV attacks:  

PIN social - engineering  

Æ Backward compatible -  non - biometric EMV 

Terminals and non - biometrics EMV cards 

interoperate seamlessly with biometric - enhanced 

EMV Terminals and cards  



 

Thank you!  
 

 

www.precisebiometrics.com  


