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No, not “"Room 101"

‘You asked once, said O’Brien, ‘what was in
Room 101. | told you that you knew the
answer already. Everyone knows it. The
thing that is in Room 101 is the worst thing

in the world.”
-Nineteen Eighty-Four, George Orwell, 1949
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(probably) the best smart
card platform in the world
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Today's objective

« “What is MULTOS? And why should I care?”
« Address some myths and misunderstandings.
* Present some of our customer’s successes

« Explain how YOU could take advantage of the
technology

 Demonstrate and explain some actual
products

* |Inspire you to consider the MULTOS platform
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Q: What is MULTOS?

a) “Multi-application Smart Card Operating
System”

b) Standards-making organisation

¢) Programming language for smart cards X
d) Difficult and complex

e) Expensive (too expensive) X

f) Not very widely supported X

g) Just what | need for a successful card
project




Not just a smart card OS...
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MULTOS Consortium - 1998
& DNP ruitsu

HITACHI

Inspire the Next

MasterCard
Worldwide MOTOROLA

Infineon
technologies

KEYCORP LIMITED

Q@

developed the MULTOS Specification

- decided the rules for OS implementers

- decided the open licensing policy

- decided upon the brand and marketing approach




MULTOS Consortium - 2010

| @
S£ABnote bel I .!(.S CARTA f:;‘;‘é':_'on ) CRYPTOMAThIC

worklwide

&+ cpi card group: CTS# CALIB-R DNP DatacardGroup |oC§l @’I’BILO

GD Giesecke & Devrient _HITACHI (Infineon__ MS;:M mLIItOS @694}[/{[&

lnspirc the Nex t Worldwide Technologies

I swwsunsos EBESMANCON % rechtrexine. THALES UbiVelox

- develops enhancements to the MULTOS Specification
- decides the rules for OS implementers

- maintains the open licensing policy

- directs the marketing approach and activities




Specifications and
Interoperability

» specification for the complete OS:
— On-card Application environment

— Security mechanisms to manage MULTQOS cards and
applications

— Functional testing requirements
— Security evaluation requirements

* Requirement for compliance with specification
and strong Type Approval = Interoperability




Why is interoperability so
important?

* Minimises the impact on issuers who change
OS or card vendor, or multi-source

| ssuer s “iI nvest ment
A P‘\, On-card applications, card

\ personalisation software and equipment,
processes, testing, etc...
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Platform Security
 Security is designed into MULTOS, not added on

Chip

Issuer
Manufacturer

complex supply chain of many
secure companies and distribution paths

manufagturing MULTOS Key
Management

secure
ance

Authority
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Platform Security - Secure
Manufacturing & Distribution

Inert, commodity chips/cards
In a secured state for easy
distribution through the chip
supply and card
Chip manufacturing chain

Manufacturer

Issuer

securefchips in the

supplychain MULTOS Key
Management
Authority

single chip to
an issu¢r and
permit issuer
control of the
chip




Platform Security - Issuer

contro' MULTOS cards will only accept
} applications to be loaded with the
[ J correct permissions

MULTOS Card

Issuer

L
Request “Qermission”
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Authorit o
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MULTOS Jargon Alert!

“KMA"” — MULTOS Key Management Authority

“Issuer” — the owner of the card... usually the bank
who issues the card

“Enablement Data” - data to bind an individual chip
to an issuer and configure the chip for issuance

“Application” — Executable application code and
personalised data (probably cardholder data)

“Application Provider” — the organisation who owns
the data of an application (e.g. the bank in the case of
a payment application)
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MULTOS Jargon Alert!

« “ALC" — Application Load Certificate, the permission to
load an application to a card

« “ADC" - Application Delete Certificate, the permission
to delete an application from a card

« "Application Signature” — a digital signature of the
Application, made by the Application Provider

« "KTU" — Key Transformation Unit, tells an individual
card HOW to decrypt the Application when loaded -
the KTU is encrypted and targeted at ONE card only
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MULTOS KMA “StepXpress” -

Enabling Issuer Control
MULTOS KMA
3r
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Platform Security - Application
Provier Privacy

MULTOS cards check the application

USVECIN  signature before decrypting the
Payment Application
Application PP
Application
1. encrypt application Signature

2. sign encrypted Key
application Transformation

Unit
3. encrypt encryption keys -
using card-specific public key

MULTOS Key

Management T AL G . |
Authority o contarns U
| | Application Provi
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Application Load Umt

Unprotected ALU Protected ALU

dll=

MEL code

Signed by App Signature

Application Provider ':1D|”":—
Private Key Encrypted with
KTU=Key Transformation Unit MULTOS Chlp

Public Key

oooooooo
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Platform Security - On Card

» on-card security is as important as
manufacturing, distribution and issuance
security

store’s
| )valt‘/
application
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Platform Security - “Firewall”

* How is the “firewall” implemented?

» Execution time checking of EVERY
application’s attempt to access memory either
directly or via the MULTOS API

* Only MULTOS does runtime checking... other
platforms rely on the applications being
written correctly and not mis-behaving




Platform Security

 All the security mechanisms are in the MULTOS
Specification and work together to give a
totally secure system — “Security Assured.”

* On card application security and the “firewall”
means applications may co-exist without being
designed to work together in a secure manner

» Applications may be loaded at issuance or
after issuance with exactly the same security
using the same mechanisms — no compromise
in platform security




Card Applications

« Many applications are available off-the-shelf

M/Chip

J/Smart Welcome XLS
loyalty
QVSDC

Interac PKI/Digital
Signature
KCASH

MULTOS OS and memory space




Application Development

anst, Mhaa gy

MEL is
executed, but
there are
choices of
development
language

MEL
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Benefits of MIULTOS VIV1 & MEL
_ —14350%

MULTOS C,5.6 KB [somer" Small application size

Fast execution speed
Java Card, 5.7 KB

MULTOS MEL, 4.2 KB Low memory requirements

Portable to any MULTOS

0 5 However, C is the
Europay benchmark using * M/Chr%commeen’dedlanguage
Application. for MULTOS

Source: MAOS Platforms Technical Status Report 2001
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Application Development

MYTH : Application Development is difficult

TRUTH : MULTOS Application Development uses
the “C"” programming language and is very
simple.

(Most Windows, Mac OS and Linux applications
are developed in variant of the C language)

MYTH : Cis more difficult than Java
TRUTH : No. Cissimpler than Java
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Application Development

MYTH : Java developers can easily develop for
Javacard

TRUTH : Javacard is a small, very limited subset
of the Java language - experienced Java
developers are often frustrated by the
limitations

MYTH : The development language matters
TRUTH : maybe, but not very much!




Application Development

MULTQOS Developer Tools are FREE and available to
download from www.stepdeveloper.com

ALL MULTOS Technical Documentation is available FREE
to download from www.multos.com/developer

Develop an application ONCE - REALLY deploy your
application on any MULTOS platform without any
changes

Develop your personalisation system ONCE — REALLY
support any MULTOS platform without any changes

Consortium


http://www.stepdeveloper.com/
http://www.multos.com/developer

Licensing & Vendor choice

* Everything in MULTOS is openly licensed

— MULTOS OS is a paid-for licence, but available to
any company on a non-discrimatory basis. There

are

NO per-chip royalties for MULTOS

— MULTOS Application Developer licence is FREE and
permits applications and personalisation systems to
be developed without royalty

— MU
for
MU

_ TOS step/one Off-Card Specification is a paid-
icence, required to support the low-cost

_ TOS step/one platform for SDA EMV




Licensing & Vendor choice

 MULTOS OS Licensees:
— Multos International (and Infineon)
— DNP / Hitachi

— Samsung SDS
— UbiVelox

 All the products from the licensees are Type
Approved and fully interoperable, so issuers
may easily swap and change OS




Licensing & Vendor choice

* ALL the major card manufacturers supply MULTQOS

— including consortium members ABnote, CPI, DNP, Gemalto,
G&D & Oberthur

 MOST of the other card manufacturers supply
MULTOS - over 30 companies worldwide

« Almost all smart card system software suppliers
support MULTOS

— including consortium members, Bell ID, Cryptomathic, CTS-
Caliber, Datacard, DCS, Smartcon, Techtrex, Thales




Much more than an 0S...
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MULTOS “101”

Any questions?

Alan Johnson
Technical Director
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