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Aims and Objectives

nTo g/ ve an overview of Step
that it proviaes.

To highlight where StepNexus and StepXpress can assist
yvou I n achieving your
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Presentation Summary

StepXpress Overview

StepXpress Security Features

StepNexus Services Partner Program

StepXpress Implementation Options
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StepXpress Overview

StepXpress StepXpress

Hosted

A solution hosted by
StepNexus;
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Web system with
Intuitive interfaces;
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Powered by StepServer.
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StepXpress Lifecycle
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StepXpress Features

StepXpress for MULTOS

Generate
ALUs

l

Enablement Process
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Application
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Certificate

StepXpress

Personalized
Cards
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operates through the web.

StepXpress can be used to:

Register Issuers;

Register Users;

Request Enablement Data;
Register Applications;

Request Application Load and
Delete Certificates. p
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StepXpress for MULTOS Trust Architecture

StepXpress underpins the end-to-end trust architecture for:

I MULTOS card issuance. This architecture ensures that:
Only Applications and Data authorized by the Issuer can be loaded to
their cards;

I The integrity and confidentiality of Applications loaded onto their cards
IS protected;

I The trust architecture is a collaboration of technology, processes,
physical and logical security arrangements between StepXpress and
other organizations, including the IC manufacturer;

I The trust architecture represents one of the most secure commercially
available systems for smart card issuance;

I Auditable and traceable system;

I Defined user roles to control system accessibility.
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Sovereign and Private Solution
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MULTOS uses the STEPw (Secure Trusted Environment Provisioning)
scheme to enforce issuer sovereignty;

A StepServer (or Key Management Authority) with public key
methods binds the control of the chip to the Issuing Bank or
Government for creation of the secure silicon.
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StepXpress Access Control

All users are required to have a StepXpress login
certificate:

I The certificate authenticates users and authorizes
communication over the Web:;

I An Access Code is required prior to generating and obtaining
your Certificate.
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Services Partner Benefits

i The SPP allows you maximizing your return on investment through
streamlining the entire process;

i The SPP for MULTQOS startup costs are lower than alternative industry
offerings;

i The resource required to support multiple applications is minimal, due to
effective user role definitions;

] StepNexus work with the customer to support and develop their MULTOS
business;

i As volumes increase, StepNexus offers pricing discounts;
i Billing and reporting is automated between the customer and StepNexus;

i The service offered is in line with most financial issuers requirements,
focusing on low price, rather than in depth technology and control.
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Services Partner Benefits (continued)

T Becoming a StepNexus Services Partner allows you to offer your customers
a complete end to end MULTOS solution;

T StepNexus services can be packaged with any other aspect of your
offerings. StepNexus encourages the growth of long-term relationships
between Partners and their customers;

i The customer manages the relationship with the Issuer to provide
enablement data and certificates. The benefit to the Issuer is that they can
take advantage of your MULTOS expertise;

i You are responsible for billing your own customers at a price which you
have determined;

i Your customer are able to take advantage of any volume pricing discounts
achieved by you;

i StepXpress provides you with the flexibility to control which attributes of
the system should be required for the customer.
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The StepNexus Services Partner Scheme

I Supplier registers as a MULTOS Issuer with
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Services Partner Setup

StepNexus Services will create a

Services Partner Account; :
StepNexus Services

An Account Administrator will be
assigned to the account (Services
Partner personnel);

The Account Administrator will
be responsible for:

I Managing Issuers
A Creating Issuers;
A Editing Issuers;
A Activating / De-activating.
I Managing Users Issuer Issuer Issuer
A Creating Users;
A User access rights.

Account Administrator |
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Accounts and Issuers

StepXpress can maintain one or more Accounts.
An Account:
I Can manage one Issuer only OR;
I Multiple Issuers.
Issuer IDs are unique;

The system automatically allocates an ID to each new Issuer.
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Account Administrator Role

The Account Administrator Is responsible for:
Creating user accounts;
Maintaining critical user data;
I Enabling user access;
I Disabling user access.
Supporting users
I Unlocking users;

I System administration.
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User Roles

A User Role can be tailored to individual requirements as assigned
by the Account Administrator.

The following levels of access can be assigned:
I No access is given to a particular function for the user;
I User can view data but not edit;
I User can create/edit data.

In addition, a user can be restricted to accessing data for a single
Issuer only;

User roles provide great flexibility, allowing users from third party
organizations access to download data generated, but not request
data.
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StepXpress Implementation Options

Issuers have multiple Implementation Options:

Option 1: StepNexus host a StepXpress KMA service from one
of their secure sites in the UK;

Option 2: A StepServer system can be installed and controlled
within their secure environment.

Examples of previous customer based systems include:
I HK Immigration;
I Turkish Military;

I Saudi Arabian Ministry of Interior;
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Thank You
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