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ÇMULTOSÊ Secure Access Module (SAM)



About Smartcon



About Smartcon (www.smartcon.com.br)

Smartcon: smart card consultancy & solutions

Ç Smart card applications:

Á Private-label EMV

Á VSDC and qVSDC 

Á PKI (including Biometric PKI)

Á SAM (Secure Access Module) for Public 
Transportation

Ç PC middleware:

Á EMV for terminals (EMV Kernel)

Á PC Middleware for PKI cards 
(CSP/PKCS#11)

Á EMV Authorization Libraries



EMV Applications for MULTOS



Private Label EMV

Advantages of Private Label EMV

Ç Implement debit & credit products on 

MULTOS - contact and contact -less 

interfaces

Ç Use off-the-shelf EMV terminals to capture 

private label transactions on chip

Ç Benefit from years of hard -earned EMV 

operational experience while maintaining 

independence

Off -the-shelf

EMV Terminal

Private

Label 

EMV card

EMV



Issuer processing

Cryptogram Generation

Risk Management

Smartcon EMVCore ðModular Architecture

Modular EMV application can be 
enhanced with óplug-inô modules

Cardholder Verification 

Core Extension 
Visa PayWave 

Core plug-in

Visa PayWave 

RM plug-in

Pay WaveCCD



VSDC (Visa Smart Card Debit Credit)

Smartcon VSDC implementation for MULTOS is fully-featured Visa 

compliant payment application. 

Highlights:

Ç Highly optimized : fastest VSDC implementation for MULTOS today

Ç Multi -interface : contact and contactless

Ç Multi -profile : PayWave (qVSDC), VLP and standard VSDC

Ç Advanced authentication methods : DDA, CDA, fDDA

Ç Off-line transactions : including on -chip transaction log 

Ç Secure Offline PIN : off -line enciphered PIN (RSA) 

Ç Configurable at runtime : parameter update via scripts

Ç Flexible : supports MULTOS and MULTOS Step/One



VSDC (Visa Smart Card Debit Credit)

New Customization Utility Interface:



PKI Application for



Smartcon PKI - overview

Æ Protected e -mail

Æ Secure access to web sites such as e-gov 

portals and Internet Banking

Æ Logon to Windows and Linux workstations

Æ Document signing and encrypting

Smartcon PKI is compliant with the òICP-Brasiló PKI 

standard and support all ICP -Brasil certificates.

Smartcon PKI is a MULTOS application that enables a 

number of digital signature applications, including:



Smartcon PKI - Features

Alphanumeric Password (Plaintext PIN)

RSA Enciphered Password (Enciphered PIN)

Global Platform -like Global PIN** validation

Match-on-cardÊ fingerprint biometric validation***;

****

****

** Requires Smartcon Security Domain (SCCD) Application for MULTOS

*** Requires Precise Biometrics Match-on-card Application for MULTOS

Various options for authentication mechanisms:

Ç Configurable : customizable with a variable number of keys and 

certificate storage area (e.g. 3 keys and 16 KB for certificates)

Ç Very small footprint : less than 2,5 KB of EEPROM for code

Ç Fast: objects are stored directly as PKCS#11 data elements 

(rather than PCKS#15), which reflects in increased performance 

during certificate retrieval

Summary of features:

http://www.matchoncard.com/
http://www.matchoncard.com/
http://www.matchoncard.com/
http://www.matchoncard.com/
http://www.matchoncard.com/


Smartcon PKI - Extensions

Æ MULTOS applications have fixed-size data-space

Æ Issuer must trade-off between: 

Æ Space reserved for future keys and certificates, and 

Æ Free space available for other applications

Common problem of MULTOS PKI Applications :

Solution :

Æ Thin-layer (~500 bytes) extension app allow post -issuance 

without pre -allocation of card memory

Æ Configurable extension for storing both keys and certificates

Æ User authentication (PIN, PUK and biometric) services provided 

by main PKI application

Æ Especially useful for attribute -type and intermediate 

certificates.



Smartcon PKI - middleware

Smartcon PKI application is often used 

through two PC-based  middleware 

layers:

Æ A Microsoft CryptoAPI compliant 

Cryptographic Service Provider (CSP)

interface ðused by a number of Microsoft 

and Win32 applications including IE and 

Outlook

Smart card CSP

(MS CryptoAPI)

PKCS#11

(Cryptoki)

PC/SC Smart 

Card Readers

driver driver driver

Smartcon PKI

(loaded onto a 

MULTOS card) 

PC/SC Resource 

Manager

Æ A Public Key Cryptography Standards 

(PKCS#11)interface ðused by a number 

of non Microsoft Win32 and Linux 

applications including Firefox, 

Thunderbird and Adobe Acrobat.  


