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Introduction

ÁIdentity Verification:
Ámatching up an individual to his/her true legal 

identity

ÁIdentity Question:
Áhow do you know the person standing in front of 

you is who he/she claims to be?

ÁDigital Identity:
Áa person somewhere claims an identity

ÁIdentity Legacy:
Ásocial security numbers Č a poor attempt at 

matching a person to a government approved 
identity
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Growing needs of ID Verification

ÁRapid movement of people

ÁPolice check-points

ÁImmigration

ÁCustoms

ÁVerification by another party

ÁOther ministries

ÁBanks

ÁOnline Services

ÁE-government portals
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ID Verification Challenges

ÁIdentity Verification Speed

ÁAnnoyance

ÁDuplicate identities

ÁIdentity Verification Accuracy

ÁIdentity Theft

ÁFalse ID documents

ÁHacking into government/commercial identity 

stores
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ID Verification Techniques

ÁToken-based

ÁID Cards

ÁProblems Č Counterfeit, Stolen

ÁBiometrics

ÁFingerprint

ÁFacial

ÁIris

ÁProblems Č Speed, Accuracy

ÁCombined (Token + Biometrics)

ÁProblems Č Verification devices availability
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Saudi Arabia

ÁPopulation ~26 million

ÁCapital: Riyadh

ÁArea: ~ 2M sq km

ÁMonetary unit: Riyal
Á1 USD = 3.75 Riyals

ÁMany borders to secure:
ÁBorders accessible via Land, Air, and Sea

ÁTotal land border = ~ 5000 km
ÅIraq, Jordan, Kuwait, Oman, Qatar, UAE, Yemen

ÁTotal sea coastline = ~ 3000 km

ÁSaudi Arabia receives more than 2 million pilgrims 
annually in less than 20 days.
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Civil Affairs: Birth, Death, Marriage/Divorceé etc.

Traffic Police: Drivers Licenses, Vehicle Registration, 

Traffic Fines é etc.

The Passport Department:

The Saudi Arabian Ministry Of Interior (MOI) is tasked, in 

addition to traditional duties, with the management of  

several agencies which interact directly with citizens and 

expatriates.

Most visible of these agencies are:

MOI started keeping physical records as early as 1926.

MOI ïThe Ministry Of 

Interior
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One of the largest IT centers in the region

Improved access to information and better 

service

One of the earliest implementation of unified 

national ID number

Card issued containing Photo, Basic Info, 

and ID number

Government services linked to ID number 

(many private sector as well)

The National Information Center (NIC) was created in 1983

NIC ïThe National 

Information Center
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ID Verification Projects in Saudia

ID Verification

Smart 

National ID 

Cards

Fingerprints

Registration
Frequent

Travellers
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Integrated Approach

Travellers Biometric

Identification System

National Smart 

Card ID

Civil & Illegal Residents 

AFIS, Criminal AFIS

Verification by 

Mobile Units
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Goals

ÁEnhance the security of our citizens, 
residents and visitors

ÁEnsure every person has one legal identity

ÁInterface to other similar systems in other 
countries and organizations

ÁFacilitate legitimate travel and trade

ÁIntegrated Biometric systems

ÁSafeguard the personal data 

ÁReduce multiple enrollments 
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ÁHighly secure card

ÁMulti-application open OS (Multos)

ÁPIN Application

ÁSign Application (PKI)

ÁMinistry of Interior (MOI) Data Container
ÅFamily members registry

ÅDriving license

ÁMinistry of Health (MOH) Data Container

ÁProvide all-in-one infrastructure for 
services.

National ID Program
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Civil Affairs Card:

The Smart National ID Card

Replaces the current Civil Affairs 

Card

National ID Card
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Polycarbonate with security printed 

Background

Optical Stripe: Visible and Encoded 

information

Laser Engraved personalization 

(D2T2 in phase I)

68K MULTOS Smart chip (32K in phase I)

Fingerprint storage deters fraud.

National ID Card Features
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National ID Card Features

ÁIdentity Proof (On card fingerprint verification)
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National ID Card Features

ÁOptical Stripe: Visible and Encoded information
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Security Features In Plastic Card  

Guilloche

National ID Card Features
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Fine Line Printing

Security Features In Plastic Card  

National ID Card Features
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Micro printing

Security Features In Plastic Card  

National ID Card Features
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Front Side of CardBack Side of Card

Data Distribution  

National ID Card Features
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Protect cardholders against identity theft 

and fraud

Provide authentication of identity for access 

to public services and benefits

Provide authentication of identity for access 

to financial services

Help to confirm eligibility for public services 

& benefits ðand reduce related fraud

National ID Card Benefits
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Prove citizenship or right of residence for 

legal expats

Allow police to quickly identify individuals

Help in the prevention of organized crime

Allow easier travel within GCC states

Protect cardholder privacy

National ID Card Benefits
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Minimize the need to carry multiple cards: 

Driving License, Medical, é

Provide accurate data entry and minimize 

human errors

Smart chip, Barcode, and Optical stripe 

provide various ways to read data and 

speed up transactions

Provide a range of checking methods 

offering different levels of security

National ID Card Benefits
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Make it simpler to prove Identity 

electronically

Minimize the need for presence in person 

making it easier and safer to provide online 

services

Provide a secure way of applying for 

financial products and making financial 

transactions, including those made over the 

internet 

National ID Card Benefits
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Authenticates systems seeking access to card 

data or apps

Uses PKI to establish session key for accessing 

systems

Ensures data security, reliability, authenticity

Secure Channel Application

Smart ID Card Applications
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Smart ID Card Applications

MOI Data Container

Different datasets: (Biographic Information, Family 
Registry, Drivers License, Passport, Fingerprint 
Minutiae)

Personalized data fields

Different levels of access rights (open, PIN, serveréetc)

MOH Data Container

Health related datasets

Only MOH may assign access to security features in 
MOH Container

MOI has no access to  health information

Two Data Container Applications (MOI and MOH)


